6DEPLOY Module 0: Introduction to the E-Learning Package

INTRODUCTION

This e-learning package is just one element of a comprehensive set of facilities provided
by the 6DEPLOY project to support the deployment of IP version 6.

Other facilities offered by 6DEPLOY are:
= 3-day Workshops on site.
= Training the Trainers courses, in which we train people who can then give our
workshops on their own.
= |Pv6 Training Courses, either at one of our testbed sites or at your location.
= A so-called “Tiger Team” of experts who can give on-line support for any aspect
of your IPv6 deployment.

Click “Next” to continue.

6DEPLOY Evotnta 0: ELoaywyn otnv evotnta NAEKTPOVIKAG
eKpaOnong (e-Learning)
Eloaywyn

H mapoloa evotnTta NAEKTPOVIKAG ekpuadnong (e-learning) eivat éva povo koppartt
£VOG OAOKANPWUEVOU OUVOAOU gpyaleiwv Kal Spdoewv mou avamtuxbnkav oto
mAaiolo tou €pyou 6DEPLOY yla va urtootnpifouv thv edpappoyr Tou mpwtokoAou
IP, ék6oan 6 (IPv6).

Ta umtoAouna epyaleia kat paoelg mou mpoodEpovtal amno to Epyo 6DEPLOY eival:

*  TeXVIKEG NUEPLOEG, pe SLApKELa HEXPL 3 NUEPEG.

* [lpoypAuUOTA KOATAPTLONG YLO €KMOLSEUTEC, OTA oMol eKMALdEVOUE
avOpwIouG mov Urmopolv v avamapdyouv He Sloug mOpoUC  TIG
kTS EUTIKEG NUEPLSEG TOU €pyou 6DEPLOY.

e Empopdwtikd pabipata ylo tnv texvoloyia IPv6, eite oe Sikd pag
£PYQOTIPLA ELTE OTO XWPO TWV EKTTALOEUOUEVWV.

*  Tn amokaloUuevn «Ouada Tiger» amoteAOUUEVN QMO EUTELPOYVWHOVES
TIOU pmopolV va Swoouv AUECh UTOOTHPLEN yla OMOLASATIOTE MTUXN
™¢ avarmtuén tou IPv6 amno eodc.

MNatrote tnv emidoyn "Next" yla va cuveyloete.

E-LEARNING PACKAGE

The 6DEPLOY e-learning package is an introduction to the 6DEPLOY IPv6 dissemination
content and has 2 main objectives:

= tointroduce IPv6 to a large technical audience (worldwide)

= to serve as a teaser and preparation for potential 6DEPLOY workshop
participants

The e-learning package is multimedia-based and uses a combination of voice-over,

Evotnta HAektpovikig Ekpadnong (e-LEARNING)

H evotnta nAekTpoviknG ekpadnong mepthappavel Baokég mAnpodopieg yla to
Sl0OECIUO  TIEPLEXOUEVO OXETIKA HE TO TPWTOKOAO IPv6 amd Tto £pyo
6DEPLOY kal €xel 5U0 BacLKOUG 0TOXOUG:
* TNV €L00YyWYr TOU MPWTOKOAAOU IPV6 o€ pHeEYANO, TEXVIKA EEELSLKEUMEVO,
akpoatrpLo (maykoopiwg)
* va Xpnowuelost wGéva Kivnpo yla TNV  MposTolooia
CUMUETEXOVTWV OE TIOAVEG TEXVIKEG EKSNAWOELG TOU £€pyou 6DEPLOY.

Twv




animation and interaction. The typical user experience of the e-learning material will last
about 2 to 3 hours, depending on the user’s background.

A big advantage of the e-learning package is that anyone connected to the Internet and
able to find the 6DEPLOY website can access the 6DEPLOY IPv6 e-learning material.

The e-learning package is aimed at people with a networking background and a good
basic understanding of Internet concepts such as: IPv4 addressing, routing protocols,
access control lists, NAT, etc.

The typical profile of a target e-student is that of a network administrator, experienced
in setting up an IP network environment. The approach in most of the e-learning
modules is a comparison of IPv6’s important aspects with those of IPv4.

H evotnta nAekTpovikng ekpadnong (e-learning) PBaociletal oe moAupéoa Kal
xpnowuorolel éva cuvbuaopd ¢wvrg, Kwoupevou oxediou (animation) kot
aMnAenidpaong. H Tumikf eumelploa Tou Xpnotn Tou UAKOU NAEKTPOVIKAG
eKLAONoNg Ba SlapkEael meplmou 2 Pe 3 WPEC avAAoya LE TO YVWOTLKO UTtoRabpo
Tou.

‘Eva peydAo TIAEOVEKTNHA TNG &vOTNTOG NAEKTPOVIKNG EKUABNnong eival otl

onoloodnmote Tou €xeL mpooPacn oto Swadiktuo Kai eivat o Ogon va
TPOCTIEAACEL TOV LOTOTOMO TOU £pyou 6DEPLOY umopel tautoxpova va €XeL
npooBacn To UAIKO NAEKTPOVIKAG EKLABNONG OXETIKA LLE TO TTPWTOKOAAO IPV6.

H evétnta NnAEKTPOVIKNAG ekpadnong ameuBbuvetal o avBpWIoOUC UE YVWOEL OF
SiKTua UTIOAOYLOTWY, KAl e BaoLKr KATavONon TWV EVWOLWY TOU SLadLkTuou, OnwG:
SlevBuvolodotnon IPv4 (8nA. IPv4 addressing), mpwtokoAa SpopoAoynong, AloTeg
eAéyxou mpooPacng, NAT, KA.

To tuniko mpodil Twv XPNOoTWV MOV MPOCTIAO0VLE VOL TIPOCEYYLIOOULE LE TO OTO
cUotnUa NAEKTPOVIKAG €KUAONnong mepltlapPdvel Slaxelplotég Siktowv, pe
eunelpia otn Snuoupyia Siktuwv IP. H mpooéyylon mou akoAouBoUpe oTLg
TIEPLOCOTEPEG OO TIC EVOTNTEG NAEKTPOVIKAG eKUABONONG adopd T CUYKPLON TWV
GNHAVTLKWV TITUXWV TOU TPWTOKOAAOU IPV6 pe eKelveG TOU TPWTOKOAAOU IPV4.




WORKSHOPS

Workshops are the key mechanism through which information will be disseminated.
Through our workshops we want to raise awareness; exchange information about
deployment experiences, pass on the results of European projects; and explain about
activities related to standards and interoperability issues.

We have presentation material on all aspects of IPv6; more specifically:
=  The IPv6 protocol
= DNS
= Addressing (and the administration of addresses)

=  Routing

=  RPSLng

=  Autoconfiguration
=  Multicast

= Security

=  Mobility

= Quality of Service

= Co-existence with IPv4

= Network Management

We will also show you how to configure devices on site, or by accessing, remotely, one of
our purpose-built laboratories.

Huepideg

OL mMAnpodopieg oxetikd Le To IPV6 Ba §ltadoBolv Kuplwg péoa amd nuepideq. 3
auTéG emBupolpue va 600el dnuootdtnta, va emtpanel n avtalayn EUTELPLWV
amnod v edappoyn tou IPv6, va emtteuxBel n eupeia SLayUon AMOTEAECUATWY TWV
gupwWaAlkwV £pywy, Kat va g€nynbolv ol §paoTtnplOTNTEG OV OXETI{OVTAL UE TNV
QVATTTUEN TPOTUTIWY Kal TNV enthuon {NTNUATWVY SLAAELTOUPYLKOTNTAG.

‘Exoupe UAKO Og popdr TAPOUCLACEWV yla OANEC TG MTUXEC Tou IPv6, Kal Tlo

OUYKEKPLUEVA YLOL:
* MpwtokoAro IPv6
*  Ynnpeoia ovopatoloyiag - DNS
*  AwevBuvolodotnon (kat tn Slaxeipion Twv SieuBiVoewv)
*  ApopolAoynon

* RPSLng

*  Autopatn Aiapdpdwon (autoconfiguration)
*  Multicast

*  AdddAela

*  Kwnukotnta (mobility)

* Mowotnta NMapoxng Ynnpeowwv (QoS)
*  Zuvumapén KE To MPwTOKoAAo IPv4

*  Awaxeipion Siktvwv

JTIG TEXVIKEG NUepideg Ba oag Seifoupe MwWG vo PUOUIOETE SLKTUAKEG OUOKEUEG
TIOU AELTOUPYOUV OTO XWPO THG EKMaiSeuong 1 elval mTPooPACIUEG ATO LOKPLA 0T
e161ka Sltapopdwpéva EpyaoTrpLa Log.

TRAINING THE TRAINERS

Due to time and budget constraints, 6DEPLOY cannot provide an unlimited number of
workshops. However, 6DEPLOY is able to offer a Training the Trainers facility, allowing

MNpoypappata Kataptiong Eknaidevtwv

AOyw mepLoplopwy oto Slabéotpo xpovo Kot polmoAoyLouo, To £pyo 6DEPLOY Sev
Umopel va OopyavwWoeL QmeEPLOPLOTO aplOUd TeEXVIKWV nuepibwv. Qotdco, TO




trainers to further disseminate the information.

They will be given the full set of material, guidelines for presenting the modules,
additional notes to accompany the slides, and a list of key messages to get across to
participants. The training can be given either at one of our testbed sites or at a local
location; ideally immediately prior to or directly following a workshop. This facility can be
particularly useful when:

= regions wish to take advantage of the 6DEPLOY material, independently from
the workshops.

®  Or people in the targeted regions wish to have some training prior to the
workshop.

The facility will also be available to:

®* people who were not able to attend the workshop, due to high travel costs or
other constraints.

® and for local organisations who; in their region; wish to run several more
workshops themselves due to the success of a previous workshop,.

Finally, the ‘Training the Trainers’ facility will be useful when a specific workshop,
generates interest in some of the other 6DEPLOY topics such as specialist programmes
for Network Operation Centres, ISPs, or regulators.

6DEPLOY eival oeg Béon va mpoodEépel €va MPOYPOMUUO  KOTAPTLONG yla
EKTIOLOEVTEG, ETILTPEMOVTAC TOUC TNV TEPALTEPW SLddoon Twv MAnpodopLwv.
JTouG Kataptlopévoug ekmatdeuté¢ Ba 60Bel to oUvolo Tou UAKOU, ol
KATEUOUVTAPLEC YPAUUEG YO TNV TTOPOUCILACH TWV EVOTATWY, GUUITANPWUOTIKEG
ONMEWWOELG TToU Ba cuvoSelouv Tig Stadaveleg, KaBWE Kot KATAAOYOS TwV BACLKWV
MNVUPATWY TIou Ba mpénel va petadoBoUvV 0TOUG CUMUETEXOVTEG LaG nuepidag. H
eknaiSeuon pnopel va mpaypotonolnbel gite og €va amo to £pyooTtnpLd YOG 1 o€
£€va TOTILKO epyaoTrplo. I6gato Ba ntav n eknaidsuon va 600l mpLv i APECWE UETA
arnd pla nuepida. Autr n Suvatotnta propsi va anodeiyBel blaitepa xproLun otLg
0KOAOUBEC TTEPUTTWOELC:
* 0g TEPLOXEG ToU emBUpMOLUV va emwdgeAnBolv tou UAlkoU 6DEPLOY,
ave§aptTnTa amno TG TPOYPOUUATIOHEVEG NUEPISEC.
*  O€ MEPUTTWOELG TIOU OL AvVOPWTTOL OTLG ETUAEYUEVEG TIEPLOXEG ETLOUOUV val
£€XOUV EKAiSEVON TIPLV ATTO KATTOLO TTPOYPOLULLOTIOUEVN NUEPLSAL.

To mpoypapua katdptiong Oa sival emiong Stabéatpo:

* 0 avOpwNoug Mou Sev UNoOpecav va aPaKoAouOnoouv TG nUepibeg,
mbavotata Adyw Tou uPnAol KOOTOUG MeTakivnong f  AAwv
TIEPLOPLOLWV.

®* QT TOTIKEG OPYOVWOEL TIOU OTNV TEPLOXN TOoug embupolv  va
0pPYQVWOOUV oL (8LeG TOANEG TtEPLOOOTEPEG NUEPLOEG, AOYW TNG EMLTUYiAG
TG tponyoUpEVNG nuepidag.

TEAOG, TO TPOYPAUUA KATAPTIONG TwV ekmatdeutwyv Ba elval Xprolo otav pia
OUYKEKPLUEVN nueplba dnuloupyel evdladépov yla kamota amod ta dAla Béuata
TIoU TtapEXEL To 6DEPLOY, onwce yla mapadelypa e€elSIKEVUEVO TIPOYPAUUOTA YL
ta Kévtpa Asttoupyiag katl Ataxeiplong Aktuwy, Napoxoug Ynnpeolwv AlaSktuou
(Internet Service Providers), puBULOTIKEG OPXEG KATL.




IPvé TRAINING

To offer a more in-depth technical training on IPv6, 6DEPLOY has built 2 laboratories in
Europe, one in Paris and the other in Sofia. A third lab is in Mauritius.

They can be accessed during the workshops for illustrations of equipment configuration,
but the labs can also be used to provide a more in-depth training on specific aspects of
IPv6.

This course is especially suitable for engineers and network managers, particularly from
ISPs.

The training course lasts 1 week and covers the same items as the workshops, but the
focus will be on hands-on practical examples. Cisco, Alcatel and Juniper equipment will be
available.

Eknaidevon IPve

Mo vo ouVeloDEPEL OTNV €K BABEWV TEXVLKI KATAPTLON OXETKA LE TO TPWTOKOAAO
IPv6, To £pyo 6DEPLOY éxel xtioel dUo epyaotrpla (labs) otnv Eupwmn, évav oto
Mapiot kot to GA\o otn 2odwa. Eva tpito epyactiplo eival Stabéopo oto
Maupikto.

To epyaoTrpLa. UItopouV va xpnotpomnotnfouv Katd tn SLapKeL TV NUEPLSWV yLa
Vv KoAUTeEpn Katavonon tng dtapdpdwong tou e€omAlopol, alld Kal yla va
TIPEXOUV  HLa TTLO e€ELOIKEVEVN €eKTOISEUCN OE OUYKEKPLUEVEG TTUXEG TOU
TIPWTOKOAAOU IPV6.

AuTO TO TIpOypappa ekTaideuong elval Wolaitepa KATAAANAO Yl TOUG UNXOVIKOUG
KoL TOUG SLaXELPLOTEG SIKTUWY, LSLlaitepa yla 000UG TPoEpyovtal amo Mapoxoug
Yrninpeowwv Atadiktuou (ISPs).

To ekmaldeUTIKO TipoOypappa dtapkel pio eBdopada kat KaAuTtel Ta (dla oTolyeia
ME TIG nuepideg aAAG n eotiaon Ba eival o mpaktika mapadeiypata. EEomMALopoG
ard Toug KOTAoKEVOOTIKOUG oikoug Cisco, Juniper, kat Alcatel Ba eivat Stabéotuoc.

TIGER TEAM

The Tiger Team offers support for IPv6 network deployers.

This team of experts is on hand to answer questions via e-mail and maintains a list of
Frequently Asked Questions regarding equipment configuration, hardware and
software requirements, RFCs, etc.

Examples of support include:
= giving advice on aspects of transition to - or coexistence with - IPv6

= the creation and maintenance of a website that provides information about the
state of the art in IPv6 deployment. This IPv6 website assists visitors in their

Ouada Tiger

H «Opada Tiger» npoodEépel untootrpién os 6ooug eykabLotolv IPv6 oto Siktuo
TOoUG.

AUt N OMASO EUMELPOYVWHUOVWY €lvol O€ €TOLUOTNTA Yl VO QATIOVTINOEL OF
EPWTNOELG HEOW NAeKTpOVIKOU Taxudpopeiou (e-mail) kat Statnpel pla Alota and
Juxvég Epwtnoelg (Frequent Asked Questions - FAQ) oxetika pe tn dtapdpdwon
Tou e€omALopoU, amnattoelg o UAKO (hardware) ) Aoylopikd (software), RFC, KA.

Mapadelypata umooTtnpLEng mepAappavouv:
* TN MopPOX OUMPBOUAWYV OXETIKA HE INTAMOTA CUVUTIOPENG TPWTOKOAAWY
IPv4 kot IPv6 (1 petdBaong oto mpwTtokoAAo IPv6)
* 1n dnuioupyia Kal Slatrpnon UG LotooeAidag mou mapéxel Anpodopleg
OXETIKA UE TNV TpéYouoa Katdotoon otnv avamtuén tou IPv6e. Auth n




deployment of IPv6, by:
o receiving and publishing relevant information

o offering a discussion forum for specific technology; such as hosts or
routers

o documenting answers to specific technology questions
providing details of applications
providing fact sheets on IPv6 deployment, such as IPv6 VPN or DHCPv6

interfacing and assisting national IPv6 Task Forces and IPv6 Fora

LotooeAida Bonbd toug EMIOKEMTEG OoTNV avamntuén tou IPv6 pe Toug €€nG
tpomouc:
o ™ AAYn koL dnpocisucn TwWV OXETIKWY TANPOdOoPLWY,
o TtV mapoxn &véc ¢oépoul oulATNONG Yl TNV OUYKEKPLUEVN
texvohoyla, Omwg yla TNV unmootnplén IPv6 o TeEAIKA cuoTApaTa
Kal SpopoloynTtég
O TNV TEKUNPLWHEVN QTMAVINGCN OE OUYKEKPLUEVEG TEXVLKEG
EPWTNOELG
TNV Ttapox ) AEMTOUEPELWY Lo EGUPUOYEC,
NV Tapoxn EVUEPWTIKWY SeAtiwv yla tv sloaywyrf tou IPv6, 6mwg Tto
«IPv6 VPNs» 1} «DHCPv6»,
™ Slaclvdeon kat umofondnon tTwv EBvikwv Opadwv Apdong IPve kat
OXETIKWV PpOpoulL.




6DEPLOY Module 1: Introduction to IPv6.

Welcome to this e-learning course about IP version 6.

IP version 6, or IPv6 for short, is a new version of the Internet Protocol designed to
replace IPv4, the Internet protocol that is predominantly deployed and extensively
used throughout the world.

Although the exhaustion of available IPv4 address space has been the primary

reason for the development of a new protocol, the designers of IPv6 have added
many new features and a number of critical improvements to I1Pv4.

This e-learning course covers these aspects in a number of modules, including areas
such as addressing, autoconfiguration and coexistence of IPv4 and IPv6.

In this Introduction module, you will learn why a new IP protocol is needed and
what the advantages are of IPv6.

Click the “Next” button to continue.

6DEPLOY Evotnta 1: Eloaywyn oto IPv6.

KaAwg AABate oe autr tnv evotnta NAEKTPOVIKNG ekpdBnong (e-learning) yla to
TipwTtokoAAo IP, £ék6oon 6.

IP ékboon 6, 1 ev ouvtopia IPv6, gival n véa ékdoaon tou NMpwtokoAAou Aladiktuou
(Internet Protocol) mou oxeS1A0TNKE yLa va avTKOTAOTHOEL TO IPv4, TO mMPWwTOKOANO
TIOU XPNOLUOTIOLE(TAL EVPEWG GE OAO TOV KOGO.

Av kaL n e§avtAnon tou dltabéoipou xwpou Sltevdivoswv IPv4 rjtav o KUpLog Adyog
ylol TNV QVATTUEN €VOG VEOU TIPWTOKOAANOU, Ol OXeSLOOTEG TOU MPWTOKOAAOU IPV6
€XOUV TMPOOOLoEL QPKETEG VEEG AELTOUPYIKEG SUVATOTNTEG KOL ML CELPA OO
Kplolpeg BeATLWOELG 0TO TPWTOKOAAO IPV4.

To mapov MPOYPAULA NAEKTPOVIKNAG EKUABNONG KOAUTITEL QUTEC TIG TITUXEG OE LA
OElp@ amd &evotnteg mou TepAapPavouv Topelc omwg n SleuBuvolodotnon
(addressing), autoconfiguration kat tn cuvUTaPEN TWV MTPWTOKOA WV IPv4 Kat IPv6.

J€ QUTA TNV €l0aywylkn evotnta Ba pabete ywati éva véo mpwtokoAAo IP sival
avaykaio,

KalL TToLa. £lval Ta TAEOVEKTHLATA TOV IPV6.

Matnote tnv emiloyn "Next" ylo va cuveyioete.




IPv4 has stood the test of scaling an internetwork to a global utility the size of the
Internet today.
But IPv4 wasn’t initially designed to support a high number of network equipment.

Because of the recent exponential growth of the Internet, IPv4 is unable to satisfy
the potential huge increase in the number of users or the geographical needs of the
Internet expansion.

As a result, IPv4 address depletion is approaching quickly.

Additionally, emerging applications such as Internet-enabled PDAs, Home Area
Networks, mobile ad hoc networks, IP wireless services and integrated IP telephony
services require a new internet protocol.

The lifetime of IPv4 has been extended using techniques such as address reuse with
Network Address Translation, or NAT for short, Classless Interdomain Routing, or
CIDR, and temporary address assignments such as the Dynamic Host Configuration
Protocol, or DHCP.

These techniques appear to increase the address space and satisfy the traditional
server/client setup, but they fail to meet the requirements of true network and user
mobility. Applications need an increasing amount of bandwidth, while address
translation has a performance impact on the network equipment.

Next, the need for always-on environments to be contactable prohibits these IP
address conversion, pooling, and temporary allocation techniques.

To IPv4 €xelL avté€el pe emtuxia otnv avénon tng Slaclvéeong o LA TTOYKOOULOL
urtodopn e to péyebog tou onuepvol Stadiktuou. Ouwc, to IPv4 Sev gixe apytkd
oxedlaotel yla va urtootnpilel éva peydlo aplOud SIKTUOKWY CUCKEUWV.

NOyw TN mpoodatng ekBeTIKA avEnon Tou dladiktuou, to IPv4 Sev eival og B€on va
LKOVOTIOLNOEL TLG SUVNTLKA TEPAOTLA AVENON OTOV APLOKO TWV XPNOTWV f TV AVAYKN
YEWYPADIKAG ETMEKTAONG TOU AladLkTUou.

Q¢ amotéleocpa, n €§dvtAnon twv Slafécipwv IPv4 SieuBivoswv mANoLaleL
yprivopa.

EruAéov, véeg cuokeugg, omwg PDAs (personal digital assistances) mou cuvééovtat
oto Sladiktuo, tomikad Siktua otig olkieg (home area networks), kwnta Siktua ad
hoc, acUpuata unnpecieg mavw amo IP kot OAOKANPWHEVEC UTINPECiEG TNAedwviog
mavw arno IP amattolv éva vEo MPWTOKOAAO Sladiktuou.

H Oudpkela {wng tou IPv4 €xel emektabel pe tn XPHAON TEXVIKWV OMWG N
enavaypnollomnoinon Sleubuvoewv pe ™ xpron Twv peBodwv Network Address
Translation, 1} ywa ouvtopio NAT, Classless Interdomain Routing, 1} ev cuvtouia
CIDR, kal Tnv mpoowplvr) avabeon Sleubuvoewy, OMwe To MPWTOKOAAO Dynamic
Host Configuration Protocol, rj ev cuvtopia DHCP.

OL TEXVIKEG aUTEC dalveTal va auédvouv To xwpo SleubUvoewy Kal val LKAvomoLouV
Tov MopaS0oCLOKO HOVTEAD eTKOwwviog petall efumnpetnty (server) kat meAdtn
(client). NapoAa autd, To MOPASOCLOKO LOVIEAO ETUKOWWVIOG QTMOTUYXAVEL Va
QVTAMOKPLOEL OTIC AMALTACELG TWV CUYXPOVWV SIKTUWV KOL TNV KLVNTIKOTNTA TWV
xpnotwv. Ou edappoyég amattolv va auvénbel to mood Tou eUpoug Twvng
(bandwidth) evw n petadpacn twv SleubBlvoeswv (address translation) é€xel
enidpaon otnv anddoon tou SiktuakoU e€omALopOU.

3TN oUVEXELQ, N avaykn yla mepBaAlovta pe Suvatotnta cuveXolG EMLKOWVWVIOG
(always-on environments) KAVeL TIPOKTIKA AVEDLKTN TN XPrON TEXVIKWY UETOTPOTING
Twv 6levbuvoswy, ouykévipwong OleuBUVoEwY, Kal TPOCWPLVAG KATAVOUNAG




Furthermore, the ‘plug and play’ feature required by consumer Internet appliances
further increases the protocol requirements. Millions of new technology devices
such as wireless phones, PDA’s, cars and home appliances will not be able to get
global IPv4 addresses any longer. IPv4 will soon reach the stage where a choice has
to be made between either new capabilities — or a larger network, but not both. In
other words, we need a new version of the IP protocol to provide new and
enhanced features in addition to solving the IP address exhaustion problem. That
new version of IP is IPv6.

Click one of the items on the screen for more details. Or test your understanding by
clicking the “Test” button. Or, click “Next” to continue.

SteuBuvoewv IP..

ErutAéov, n umoothiplen Asttoupylwwv «plug and play» mou amattolv oL gupéwv
XPNOLUOTIOLOUEVEG KATAVAAWTIKEG CUCKEVEC AUEAVOUV TIEPALTEPW TLG ATIOULTHOELG
TOU MPWTOKOAAOU. EKATOUUUPLA CUOKEVEG VENCG TexVoAoylag, Omwe ta acupuata
mAédwva, PDAs, autokivnta Kol OlKLAKEG CUOKEUEG dev Ba eival mia og B€on va
TIAPOUV Lo Ttaykoopta dtevBuvaon IPv4. To mpwtokoAAo IPv4 Ba ¢ptdoel cuvtoua os
€va onpeio omou n emiloyn nou mipenel va AndOel Ba amaltel eite véeg SuvaTOTNTEG
eite éva peyalltepo Siktuo, aAd oyt kat ta SUo. Me dM\a AoyLa, XpelaldUaoTE pLa
véa £kSoon TOU TMPWTIOKOAAOU I[P yla tnv mapoxn VEWV Kot BEATIWHEVWV
AELTOUPYIKWV XOPOKTNPELOTIKWV TIEPA amd TNV €emilucn Ttou mpoBARMATOG
€€avtAnong twv dtevBivoewv IP. H véa €kdoon tou IP eival To IPv6.

EmAé€te éva amd ta otolyeia mou eudavilovial otnv 0BoOvn ylo TMEPLOCOTEPEC
Aemtopépelec. AladOopeTIKA, yla va SOKIUACETE To BaBuo katavonong oag, matnoTte
v emthoyn "test" f matrote tnv emhoyn "Next" yla va cuveyioste.

IPv6 is designed to meet the requirements of the potentially huge Internet
expansion. It will allow a return to a global environment where the addressing rules
of the network are transparent to the applications again. Through
autoconfiguration and plug-and-play support, network devices will be able to
connect to the network without manual configuration and without any bootstrap
services, such as DHCP servers.

IPv6 succeeds in doing this by providing the following benefits to network and IT
professionals:

First, IPv6 has a larger address space for global reachability and scalability. This will
result in an almost unlimited number of IP addresses and a hierarchical network
architecture for routing efficiency. This eliminates the problems associated with
NAT. The ability to provide global addresses for each network device enables end-
to-end reachability. And network management will be simpler and easier.

To IPv6 oXeSLACTNKE ylO. va LKAVOTIOLEL TIC AMALTAOELC TNG SUVNTIKA TEPAOTLAC
eMEKTAONG Tou Oladiktiou. Oa emtpéPel TNV Snuloupyila evog TAYKOOLLOU
neplBaAhovtog Omou oL edappoyéG Ba  xpnowdomowolv fava pe Sladdavela
(transparency) toug kavoveg SteuBuvoloAoynong tou Siktuou. MEow TG AUTOUATNG
Slopopdpwong (autoconfiguration) kat tng umootnpléng tng Asttoupyiag plug-and-
play, oL cuokeuég Ba eival oe B€on va cuvdeBouv oto SikTuo Xwpi¢ va amattolvral
XElpokivnteg puBuioslg | umnpeoieg ekkivnong, OMwG AUTEC TOU TiPoodEpPouV oL
Slakoptotec DHCP.

To IPv6 emTUyXAVEL TA TIAPATAVW TIOPEXOVTOC TA £EAC TIAEOVEKTHUATA OTOUC
enayyeApatieg Siktiou Kot TANPodOPLKAG:

Mpwtov, To IPv6 €xel éva peyaAlTepo Xwpo SleuBUVOEWY ylo TNV TIOYKOOUL
npoonelaoipudétnta  (reachability) «kat  emektaowotnta  (scalability).  Auto
OCUVETIAYETAL €va oXeSOV ameploploto aplOpd Steublivoswv IP kol plo LEpapXLKn
Soun diktvou yla tn amodotikn SpopoAoynon. Q¢ cuvémela, e€aleidovral Ta
nipofAnuata mou cuvdéovtal e T Xpron Asttoupywwv NAT. H wavotntd tou IPve




Second, a simplified header format for efficient packet handling. 6 of the 12 IPv4
header fields have been removed in IPv6. Some IPv4 fields have been carried over
with modified names, and some new fields have been added to improve efficiency
and introduce new features.

Third, a hierarchical network architecture for routing efficiency, that follows some
of the IPv4 CIDR principles.

Another important IPv6 benefit is the embedded security with mandatory IPSec
implementation. While the use of IPSec is optional in IPv4, IPSec is mandatory in
IPv6. IPSec is part of the IPv6 protocol suite. Therefore, network implementers could
enable IPSec in every IPv6 node, potentially making the networks more secure.
= Additionally, IPv6 offers an increased number of multicast addresses. IPv6
will not use broadcasts, leading to a more performant network.
=  Moreover, in IPv6, the ICMP protocol has been revised. ICMPv6 has
become much more powerful, and includes new functions to support
autoconfiguration, neighbour discovery and multicasting.
= And finally, IPv6 offers built-in mobility, as the anticipated large rollout of
wireless data services is a key IPv6 driver.

Click an interactive item for more details, or “Next” to continue.

Vo TIOPEXEL TTAYKOOULEG SleuBUVOELC ylo KABE cuokeun SIKTUOU ETUTPEMEL TNV ATIO
Aakpo-oe-akpo (end-to-end) mpooBacipdtnrog. Eniong, n Staxeipion tou Siktou Ba
elval armhoVotepn Kal EUKOAOTEPN.

Agltepov, amlomolnuévn popodn emikepaliba yia amotelecpatikn Slaxeiplon
TMOKETWY. 6 amd ta 12 mnedla tng KedaAidbag IPv4 €xouv adalpebel oto
IPv6. Oplopéva mebia tou IPv4 éxouv petadepBel pe Tpomonoltnpuéva ovopota, Kat
oplopéva véa miedia £xouv mpootebel yia vo BEATLWOEL TNV AMOTEAECUATIKOTNTA KOl
VOl ELOOYAYEL VEQ XOPOKTNPLOTIKA.

Tpitov, ulwo Lepapxky &opp tou OSilktbou ywa TN Spopoldynon
QTOTEAEOUATIKOTNTAC, TTOU akoAoUBEL kamoleg amd Tig apxEG Tou IPv4 CIDR.

™g

‘Eval GANO onUavTIKO TTAEOVEKTNUO ToU IPV6 gival N evowpatwpévn aopalela Le TRV
UTIOXPEWTIK edappoyn Asttoupywwv IPSec. Evw n xprnon tou IPSec eival
TIPOALPETIKA oTO IPv4, n xprion tou eivol umoxpewTtikn yio to IPv6. To IPSec sivatl
HEPOC TN oouita mpwtokdAou IPv6. Qg ek ToUTtou, n uAomoinon tou Siktuou Ba
pmopovaoe va srutpePel t xprion IPSec oe kaBe koupo IPv6, mBavwe kablotwvtag
Ta 1o aodaln ta Siktua EMKOLVWVLWV.
= EmumAéov, To IPv6 mpoodEpel augnuévo aplOpd SteuBuvoewv Multicast. To
IPv6 Sev xpnoluomolel broadcasts, odnywvtag oe €va Mo amodotiko
Siktuo.
= EmumAéov, t0 TMpwtoOKoAo ICMP éxeL avoBewpnbei oto IPv6. To ICMPV6
£XEL MAOUGOLOTEPN AELTOUPYLKOTNTA KOl TtEPIAAUBAVEL VEEC SUVATOTNTEG YL
v umootnpLén avtopatng Slapopdwaong, avakaAun YeELToVIKWY KOUPBwY
kot multicasting.
= Kot TéAog, TO IPV6 TPOOdEPEL EVOWHATWHEVN AELTOUPYLKOTATA yLla
Kvntikotnta (mobility) kaBwg n avapevouevn paydaio efdmiwon twv
ooUpUATWY UTtNPEoLWY amotelel Baaotkn attia yla tnv e€amAwaon tou IPv6.
Mo TEpLOCOTEPEG AETITOUEPELEC TTATAOTE O €va S108pacTIKO OTOLXElO 1 TtathoTe
v emthoyn "Next" yia va cuveyioeste.
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6DEPLOY Module 2: IPv6 addressing

INTRODUCTION

In this module about IPv6 addressing, you will first learn how to recognise the IPv6
address syntax, including the IPv6 prefix.

Then, you will learn how to discriminate between the different IPv6 address types.
After completion of this module, you'll also be able to describe how hosts can
automatically build their interface identifier from their physical address.

Click ‘Next’ to continue.

6DEPLOY Evotnta 2: Alevubuvolodotnon IPve

Elocaywyn

TNV evotnta autr mou adopd tn SieuBuvolodotnon IPve Ba pabete apyka va
avayvwpilete tnv Soun twv Sleubuvoewv IPv6 cupmepAaPavVOUEVOU KAl TOU
npoBéuatog IPv6.

3TN ouvéxela Ba pabete mwe va Slakpivete HETOEY TwV SLADOPETIKWY KOTNYOPLWV
StevBlvoewv IPv6. Aol olokAnpwaoete auth thv evotnta Ba propeite eniong va
neplypddete mw¢ ta TEAKA ovothuota (hosts) umopoUv autopota  va
Slapopdwoouv to «interface identifier” amd tn ¢uowr SievBuvon (physical
address) touc.

MNatrote tnv emidoyn "Next" yla va cuveyloeTe.
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IPv6 ADDRESSES SYNTAX

IP addressing changes significantly with IPv6. Instead of the 4 bytes in an IPv4
address, an IPv6 address has 16 bytes. Studies say the 128 bits IPv6 address will
result in at least 1,000 addresses per person on this planet. Even if only a portion of
the full IPv6 address space is effectively used, IPv6 eliminates any possibility of IP
address depletion.

IPv6 addresses are generally written in the following format: each set of four x’s
represents a 16-bit hexadecimal field. Colons are used to separate the eight octets.

The hexadecimal numbers are not case-sensitive. For example, this is a valid IPv6
address... as is the following...

Additionally, leading zeroes in a field can be compressed. For example, ‘this’ IPv6
address can also be written as follows: ...

IPv6 uses another important convention for shortening the IPv6 address to make it
easier to represent: successive fields of O are represented as a double colon.
However, this is allowed only once in a valid IPv6 address.

For instance, the IPv6 address ... can be written as ... but not as ...

An IPv6 address can be expressed in the following format:
IPv6 address/prefix length.

Aopn IPv6 SievuBuvoswv

H &leuBbuvolobotnon IP aAldlel onuavtikd pe to IPv6. e avtiBeon pe pa
StebBuvon IPv4 mou amoteAeital anod 4 byte, pla tevBuvon IPv6 amoteAeital 16
bytes. MeAéteg unootnpilouv mwg n xpnon dteuBuvoewv IPv6 peyéboug 128 bit Ba
£€xeL oav amotéAeopa tnv UTtapén touAdylotov 1,000 SleuBUvoewv ava ATOUO GTOV
mAavATn. AKOPO Kal av xpnotpomolnBel povo éva PEpog Tou Xwpou Sleubuvoswv
ToU TIPpWTOKOAOU IPv6 Ba efaleldpBei kGOe mBavotnta yia £€avtAnon Twv
SleuBuvoewvy IP.

OL 6leuBuvoelg IPV6 €xouv ouvnBwg TNV MapakAatw Sour): kKabe opdda amno técoepa
"x” amotelel éva Sekaefadiko medio twv 16-bit. Ma Tov Stoaxwplopd Twv opadwv
XPNOLUOTIOLE(TOL O XopaKTpag “:” (oTa ayyAlkd xpnotpomnoleital o 6pog colon).

Jta Sekaefadikd voluepa Sev umapxel Stakplon Hetofy melwv Kot KedaAaiwv
xoapaktipwy. Ma napadstypa, auth sival pio éykupn SlevBuvon IPV6 ... 6rwg eival

Kal auth ...

ErutAéov, av oe éva meblo ol apxkol XopaKTApeg ival undév TOTe Umopouv va
Staypadouv. MNa napadetypa, avtny n StevBuvon IPv6 pnopet emiong va ypadtel kat
LE TNV TOPAKATW Hopdn: ...

To IPv6 xpnotpomolei akOpa pia onuavtiky cUpBacn yla tnv EAATTWoN Tou HAKOUS
pLag 8tevBuvong IPv6 wote va yivel eukoAdtepn n avamopdotacn tng: Sladoxika
niebia pe Tipég 0 avamoplotwvtal we SutAd «:» (colons). Autd enttpénetal povo pia
dopa og kabe €ykupn SlevBuvan IPV6.

Ma napadeyua, n dtevBuveon IPV6 ... unopei va ypadtel we ... aAAd OxL WG ...
Mia StevBuvon IPv6 pmopel va ekdpaoTel 0TNV MOPOKATW Hopdn:

StevBuvon IPv6 / purkog mpoBépatog (IPv6 address / prefix length),
pe Tov (610 tpomo mou pila SievBuveon IPv4 avamaplotdtal os popdr “classless

12




In the same way an IPv4 address is represented in the “classless interdomain
routing”, or CIDR, notation. For instance, ‘this’ is an acceptable IPv6 prefix.

The prefix length is a decimal value that represents how many of the left most
contiguous bits of the address comprise the prefix.

The IPv6 prefix itself can characterise a group of addresses and is also used to
identify a network, such as a link, a site or even an Internet Service Provider
network.

A link generally has a 64 bits long prefix, while a site generally has a 48 bits long
prefix. In the latter case, 16 bits are allocated freely as a subnet ID, to build different
subnets.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue, click ‘Next’.

interdomain routing” n ywa ouvtopia CIDR. Mo mapddelypa, outo sival éva
arnobektd mpobepa IPV6.

To uAKog Tou MpoBEpatog eival pia Sgkadikr TLUN TOU avamapLloTd noéca amnod ta
aplotepotepa bit tng StelBuvong amotelouv to MPoBea.

To mpoBepa IPv6 (IPv6 prefix) umopel va xopaktnpioet pia opdada SievuBivoswv
KOBwC KaL yla Vo TOUTOMOLAOEL £va TOTUKO SikTuo, pla opada SilevBuvoewv og éva
onueio mapouocioc (site) B akopa kalL to cUvoho tou 6Giktuou evog Mapodyou
Yrninpeotwv Aladiktiou (ISP).

To mpoBepa evdg TomkoU SIKTUOU €xel ouvnBwg pnkog 64 bits evw evog onueio
napouciag (site) evdg opyaviopou €xel ouvnBweg pnkog 48 bit. Itn Seltepn
nepintwon, 16 bit xpnowomowoUvtat w¢ «subnet ID” yw t™ Snuloupyia
Sladopetikwy umodiktuwv (subnets).

MNatAote éva 5108pacTIKO OTOLXELO YLA TIEPLOCOTEPEG AEMTOUEPELEG 1] SOKLUAOTE TIG
YVWOELG aTwvtag TV emdoyr) “Test”. Ma va cuvexioete, matnote v emiloyn
" ”
Next
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TYPES OF IPv6 ADDRESSES

A major difference exists between the IP addressing of an IPv4 node and an IPv6
node. An IPv4 node typically has one IP address; but an IPv6 node generally has
more than one IP address.

There are three major types of IPv6 addresses: unicast, multicast and anycast.

An IPv6 unicast address identifies a single interface. A packet that is sent to a unicast
address is delivered to the interface identified by that address. The 64 lower bits of
an IPv6 unicast address represent the interface identifier or 1ID.

IPv6 unicast addresses can be divided into four types:

=  global unicast addresses,

= unique local addresses or ULAs

= link-local unicast addresses;

= and, finally, IPv4-mapped IPv6 addresses.

Also, ‘special’ unicast addresses, such as the unspecified address and the loopback
address exist.

An IPv6 anycast address identifies a set of interfaces that typically belong to
different nodes. A packet sent to an anycast address is only delivered to the closest
interface that is identified by the anycast address. Which interface is closest is
determined by the routing protocols in use. This allows a node to trace the nearest
server, for instance when searching a DNS server nearby.

Katnyopieg dteuBivoewv IPv6

Yrdpxet pia onupavtikn Stadopd petaly tng SleuBuvolodotnong Hetalld evog
KOUBou IPv4 kal evog kopBou IPv6. Evag koupog IPv4 €xel ouvnBwg povo pia IP
SlebBuvon. AvTOEtwg, €vag kOpPog IPV6 ouxvad €XEL TIEPLOCOTEPEG QMO Hia
SlevBuvoelg IP.

Yridpxouv Tpelg KUpLeg katnyopieg SteuBlvoswv IPv6: «unicast”, «multicast” kot
«anycast».

Mia 8tevBuvon IPv6 unicast mpoodlopilel éva povadiko interface. Eva makETo mou
armootéAAetal oe pla SlevBuvon “unicast” mapadibetal oto interface mou
npoodlopiletal amd tn SievBbuvon auth. Ta 64 Alyotepa onuUAvVIKA bit piag
S1evBuvong IPv6 unicast amotelouyv to interface identifier ] yia cuvtopia IID.

O 8LeuBuvoeLg IPV6 unicast pmopolv va xwplotolyv og 4 TUToUG:
e &leuBbuvoelg global unicast,
e &LleuBuvoelg unique local p ULAs,
*  SievuBuvoelg link-local unicast,
*  SleuBuvoelg IPv4-mapped IPv6.

Emiong, umdpyouv Kal KATMOLEG £8KEG Katnyopieg SteuBUvoewy unicast, OMw¢ n
SteVBuvon unspecified kat n dtevBuvon loopback.

Mia 8tevBuvon tumou IPv6 anycast mpoodlopilel pia opada amd interfaces mou
ocuvnBwc avnkouv o Sladopetikolg KOpBouUC. Eva MOKETO MOU AMOOTEAAETAL OF
pla  SievBuvon anycast mapadidetol povo oto Kovtwotepo interface Tou
xapaktnpiletat and auty tn SievBuvon anycast. To molo interface eival to
KOVTWVOTEPO  Xapaktnpiletol amoé Ta  TMPWTOKOAAA  SpopoAdynong  Tou
Xpnotwuomotlouvtal. AuTO eMTPEMEL 0 €va KOUPO va €VIOTIOEL TOV KOVILVOTEPO
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An IPv6 multicast address is an identifier for a “set” of interfaces that typically
belong to different nodes. A packet sent to an IPv6 multicast address is delivered to
all hosts’ interfaces that have subscribed to this multicast address. It is replicated in
the nodes on the path between the sender and the multiple receivers. Multicast
addresses are in FF00::/8 prefix.

IPv6 does not make use of “broadcasts”. Broadcast addresses decreased IPv4
network performance, as every node on a link had to process all broadcasts for that
link, while most broadcasts were irrelevant to most nodes.

The IPv6 solution for the broadcast problem is the implementation of the multicast
address ‘all nodes on link’, which has the following format. This multicast address is
used to replace essential broadcasts. In other cases, more limited multicast
messages are used.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue, click ‘Next’

SlokopLoth (server), ylo mopadelypa otav evag kopPog avalntel évav kovivo DNS
server.

Mia 8tevBuvon tumou IPv6 multicast eival To avayvwplotikod yla pio opdda amd
interfaces mou ouvnBwg avrkouv ot SLadopeTikoug KOUPoUG. Eva TAKETO ToU
anootéAAetal oe pia StevBuvon IPve multicast mapadidetal oe 6Aa ta interfaces
mou £xouv eyypadel oe auvtr) tn StevBuvon multicast. To makéto aviypadetat
otoug SilkTuakoU¢ KOUPBoug Omwe mMpowBesital PeTay TOU QAMOCTOAEQ KoL TWV
noMam\wv mapaAnmtwy. Ot SteuBlvoelg multicast €xouv mpoBepa ™G popdAg
FFO0O::/8.

To mpwtoékoho IPv6 &ev umootnpilel amootoAr] TokéTwv ot SleuBuvoelg
“broadcasts”. H xprion &leuBuvoewv broadcast o0brynoe otn peiwon tng enidoong
TwvV IPv4 Siktuwv kaBwg kABe kOUPBOG og Eva TOomLKO Siktuo Odelhe va enefepyaoTtel
OAa TaL MOKETA OV €ixav amootaAel og dievBuvon broadcast mapd To yeyovog nmwg
T TEPLOCOTEPQ O TO TTOKETA AUTA SeV giyxav oxéon Ue tov KOuPo.

H AUon tou mpwtokdAAou IPv6 yla To mpoPAnUa oxeTIka e ta broadcasto fntav n
vAomoinon tng &leBuvong multicast mou adopd GAoug Toug KOUPBOUC OTO TOTKO
Siktuo (all nodes on link), n omola €xeL tnv mapakdtw popdn. Auth n StevBuvon
multicast xpnolpomoleltal ylo va avikotootiosl ta broadcasts mou eival
anapaitnto va napadoBolv oe 6AOUC TOUG KOUBOUC OTO TOTILKO SIKTUO. Z& OAEG TIG
AAAEG TIEPUTITWOELG, XpNnotpomotlouvtal pnvupata multicast yla mo meploplopévo
opLOUO TaApAANTITWY.

Matnote éva 6108pacTikO OToLXEO yLa TIEPLOCOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG TOTWVTAG TNV emloyn “Test”. MNa va ouvexioete, MATAOTE TNV €mAoyn
“" 4
Next”.
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6DEPLOY Module 3: The IPv6 Header

INTRODUCTION

In this e-learning module about the IPv6 header, you will learn to describe the
differences between the IPv4 and the IPv6 header structure and to name the
modified and new IPv6 header fields.

You will also learn to explain the functions and specifics of the IPv6 header fields.

Finally, on completing this module, you will also be able to identify the seven
different IPv6 extension headers and to describe their functions.

Click “Next” to continue.

6DEPLOY Evotnta 3: H Emikedalida IPve
Elcaywyn

Jtn mapovoa evotnta Tou adopd tnv emikedoAidba IPve (IPve header) Ba
evnuepwOeite yla tig Stadopég petafl tng Soung Twv emikedpaAibwy evog maKEToU
IPv4 kal gvog makeéTou IPve kabwg Kal yla ta véa rj tpomomnolnuéva media piag
erkedpaAidag IPv6.

Emiong Ba pabete va e€nyeite tov poOAo Kol TIG SLOPOPETIKEG AEMTOUEPELEG TWV
niebiwv piag emikedparidag IPv6.

TENOG, UE TNV OAOKANPWON TNG CUYKEKPLUEVNG EVOTNTAG, Ba pmopeite emiong va
avayvwpiletal Tig emtd Stadopetikég enikedaAideg enéktaong (extension headers)

KaL vo TTEPLYpAdETE TNV AELTOUpPYLA TOUG,.

MNatrote tnv emidoyn “Next” yia va cuveyioete.

STRUCTURE OF AN IPv6 PACKET

The IPv6 header is simpler and more efficient than the IPv4 header as it has a fixed
length and a smaller number of fields. This enables routing efficiency, higher
performance and forwarding rate scalability.

The ‘Version Number’ field remains present and must be set to 6 to indicate an IPv6
packet. The ‘Source Address’ and ‘Destination Address’ field are kept, except that
both fields are 128-bits to embed the IPv6 addresses.

Aopn evag akétov IPv6

H emikedalida IPv6 eival amlovotepn kat amodotikdtepn amd tnv emikedaliba
IPv4 adol €xeL otabepd HMAKOG Kol HKpOTEpO TANBog mediwv. OL mapamdavw
oA\ayéG €xouv WG amotédecpa tnv auvénuévn amodoon katd tn Spopoloynon,
KaAUTEPEG eMIOO0eLG KOOWE Kal KAAUTEPN KAMAKwon Tou puBuol mpowbnong
nakétwy (forwarding rate).

To medio “version number” mapapével Kal otav GpEPEL TNV TIUAR 6 UTIOSELKVUEL éva
IPv6 mtakéto. Ta media “source address” kat ”destination address” mapapévouv pe
v Sladopd nmwe To UNRKog Toug avéndnke o 128 bits wote va Umopouv va apouv
WG TN SteuBuvoelg IPv6.
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The ‘options’ of IPv4 were part of the header. In IPv6 they have been replaced by a
chain of optional extension headers, positioned right after the IPv6 header. IPv6
extension headers allow options to be implemented without decreasing
performance, as it is no longer necessary for all routers to be able to process it. IPv6
extension headers will be detailed in a following part of this e-learning course.

Five other fields have been removed from the IPv4 header: The ‘Header Checksum’
has gone, as link quality is now very high and other checksums are already
performed at upper and lower layers.

The ‘Header Length’ has gone as the header length is fixed in IPv6. IPv6 also
removed the three fields related to data fragmentation in IPv4: Identification, Flags
and Fragment Offset. The fragmentation can be done using the appropriate
extension.

Four IPv4 header fields have been renamed and modified:
* the IPv4 ‘type of service’ field has been replaced by the IPv6 ‘Traffic Class’
field;
* the ‘protocol type’ field by the ‘Next Header’ field
* the ‘total length’ field by the ‘Payload Length’ field
* the ‘Time To Live’ field in the IPv4 header has been replaced by a ‘Hop Limit’
field in the IPv6 header.

Finally, one field has been added. It is called the ‘Flow Label’.

As such, in contrast to IPv4’s 13-field header, the IPv6 header only consists of 8
fields with a fixed length of 40 octets.

To nebio “options” tng emikedalidag IPv4, €xel aviikataotabel otnv enikepaiida
IPv6 pe pia alvoibo amd mpoatlpetikeég emikedaAideg eméktaong (extension
headers) tonoBetnuéveg akplPwg LeTd amo tnv emikebaliba IPv6. OL emikedpaAideg
EMEKTAONG IPV6 €MITPEMOUV TNV UAOTIONON TWV TPONLPETIKWY AELTOUPYLWY XWPLg
pelwon tng enidoong adou dev eival mAéov amapaitnto 0AoL ot SpopoAoyNnTES Va
Xpelaletal va Tig eneepyactouv. OL emikepalibeg enéktaong Ba avaAubouv oe
EMOUEVN EVOTNTA.

Mévte @AAa nedia mou gpdavifovral otnv enikedaiida IPv4 adalp£éOnkav amo tnv
erikedalida IPv6. To medio “header checksum” £xel adatpebel, kabwg n moloTNTA
Twv OlTuakwyv ouvléouwv eilval mAéov mOAU uPnAR evw €Aeyxol Aabwv
(checksums) mpaypatomololvtal 1660 o UPNAGTEPA OCO Kol O XOUNAOTEPQ
enineda.

To mebio “Header Length” adoalpgébnke kabBwg To pnKog tng emkepoAidag sivat
otaBfep6 0To MPWTOKOAAO IPV6. AkOpa amd tnv enikedaiida adatpédnkav ta tpia
niebia oXETIKA pe ToV Katakeppatiouo (fragmentation) dedopévwy: “identification”,
“flags”, “fragment offset”. O «katakeppationdg pmopel va  emtevyBel
XPNOLLOTOLWVTAC TNV KATAANAN emikedalida eméktaonc.

Téooepa nedia tng enikepoaAidag IPv4 £xouv HETOVOUAOTEL Kal TpOTomnoLnOet:
* 1o medio “type of service” éxel aviikataotabei ano to nedio “traffic class”
* tomnebio “protocol type” éxel avtikataotabsei anod to nedio “next header”
e tomnebio “total length” £xeL avtikataotadel and to nedio “payload length”
¢ tomebio “time to live” éxel avtikataotabel ano to nedio “hop limit”

T€Aog, mpootédnke éva akopa redio, To onoio ovopdotnke “flow label”.

O mapandvw arayeg eixav oav anotéleopa n enkedadida IPv6 va €xel povo 8
niedia (amo 13 otnv enikedpaAida IPv4) pe otabepd cuvoAiko prkog 40 octets.
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Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue with the e-learning course, click ‘next’.

MNatrote éva 5La8paoTIKO OTOLXELD VLA TTEPLOOOTEPEG AEMTOUEPELEG 1] SOKIUAOTE TIG
YVWOELG emAéyovTag TNy emidoyn “Test”. MNa va cUVEXIOETE. MOTAOTE TV £mAoyn
" ”

Next”.
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IPvé EXTENSION HEADERS

Contrary to IPv4, which defined options within the header, options in IPv6 are
covered by extension headers. They can be inserted when needed, and are omitted
if possible. The eight fields of the basic IPv6 header are followed by the optional
extension headers and, subsequently, by the data portion of the packet.

If present, each extension header is aligned to 64 bits. There is no fixed number of
extension headers in an IPv6 packet. Together, the extension headers form a “chain
of headers”.

The “Next Header” field of the previous header identifies the extension header.
Typically, the final extension header has a Next Header field of a transport layer
protocol, such as TCP or UDP.

IPv6 extension headers are daisy-chained. When multiple extension headers are
used in the same packet, the order of the headers should be as follows:

¢ first, the Hop-by-Hop Options header

* next, the Destination Options header

¢ followed by the Routing header

* next, the Fragment header

* followed by the Authentication header

* then the Encapsulating Security Payload header

¢ and finally, the Upper-Layer header

Alternatively, the Destination Options header can also be positioned here.

The source node should follow this header order, but destination nodes should be
prepared to receive them in any order. Additionally, a Mobility Header is used by

Erukedalideg enéktaong IPv6

Ye avtiBeon pe to IPv4 ou evowpdtwve to nedio “options” otnv erkedpalida, oto
IPV6 N AELTOUPYLKOTNTA QUTH EUMEPLEXETAL OTLC eTIIKEPAAISEC emékTaong (extension
headers). Ot emikedaAideg AUTEC umopoUuv va cupnepAndBolv otav analteital evw
napaAeimovtat omote eival epiktd. Ta oktw Paotka media piag enkedaAidag IPv6
okoAouBoUVTAL ATO TIG TIPOALPETIKEG ETIIKEDAALSEC EMEKTOONG KAL €V OUVEXELX ATt
TO KOUUATL SE80UEVWY TOU TIAKETOU.

H kdBe erukedpaliba eméktaong, edooov xpnoluomoleital, KataAapupAavel xwpo
moMamAdolo twv 64 bit. To mANBog Twv emikedaAibwv  EKTETOUEVNG
AELTOUPYLIKOTNTOC TTOU XPNOLLOTIOLOUVTAL Uopel va peTaBAAAETAL.

To mebio “Next Header” tng mponyoluevng emikedalibag mpoodlopilel v
tpéxovoa emkedpaliba ekteTOpévnNG AslToupylkoTnTAC. levikd, to medio “Next
Header” tn¢ teheutaiag emikedpaidag EKTETOUEVNC AELTOUPYIKOTNTOC TPOodLopilel
v enikepaliba evog mpwtokdAAou Tou eminedou petadopdc, 6rwg TCP rj UDP.

OL emkedpalidbeg ekteTapévng Aettoupylkotntag IPve  eival  aAuoldwtd
ouvdedepéves. Otav MoANamAEG emikedaAibeg eméKTAONG XPNOLLOTOLOUVTAL OTO
1610 MAKETO, N O£lp@ TouG odeiel va elvat n akdAouBn:

*  mpwrta n erikepaAida “hop-by-hop options”

*  auéowg Peta n emikedalida “destination options”

* akoAouBoUpevn amd tnv enikedaAida “routing”

* gv ouvexela n emukedpalida “fragment”

e akoAouBoUpevn amd tnv enikedaAida “authentication”

*  kabwce kal tnv emikepaliba “encapsulating security payload”

e televtaio cupneplapBavetal n enikepaAida “upper-layer”

EvaAhaktikd n emikedaiida “destination options” umopei va tornoBetnOei edw.

O KOUPBOG AmooTOAA G TAKETWY Ba TPETEL val aKOAOUBOEL TNV APATIAVW CELPA EVW
oL KOpPoL Tpooplopol Ba TPEMEL va eival TPOETOLUOOUEVOL va emefepyacTtolV
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nodes implementing Mobile IP Version 6.

Click one of the items on the screen for more details or test your understanding by
clicking the ‘Test’ button. To continue with the e-learning course, click ‘Next’.

oroladnmote oelpd  emikepalibwyv eméKTaonc.

ErunpooBétwg, oOool  koupot

uAoroloUv to pwtokoAo Mobile IP version 6, xpnotpomnoteiolv Kat n emikedalida

“mobility”.

EruAé€te €va 6LaSPAOTIKO OTOLKELD Yl IEPLOOOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG €TUAEYOVTAG TO KOUMTL “Test”. Mo va ouveyioete matnote tnv €mhoyn

“Next”.
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6DEPLOY Module 4: IPv6 Basic Services

INTRODUCTION

In this module, you will learn to identify the different IPv6 basic services.

On completion of this module, you will be able to describe the Internet control
Message Protocol for Ipv6

Secondly, you will learn to describe how the IPv6 Neighbour Discovery Protocol
operates. You will also be taught to explain how IPv6 stateless autoconfiguration

works.

Next, you will learn to describe the IPv6 versions of the Dynamic Host Configuration
Protocol or DHCP and the Domain Name System or DNS.

Finally, you will also be able to explain the key concepts of IPv6 multicasting and
Quality of Service.

Click the ‘Next’ button to continue

6DEPLOY Evotnta 4:
NPWTOoKOAAov IPv6

BaOWKEG UTMNPeciec TOU

Eloaywyn
Y& auth TNV evotnta Ba pabete va avayvwpilete tig Stadopeg PACIKES UTnpeaieg

TOU TPWTOKOAAOU IPV6.

Me tnv ohokAnpwon tng evotntag Ba propeite va nmeplypadete to Internet Control
Message Protocol yia to IPv6 1] ev ouvtopio ICMPv6.

ErutAéov, Ba evnuepwBeite yla TNV AELTOUPYLIKOTNTO TOU TIPWTOKOAAOU IPV6
"neighbour discovery”. Emiong Ba 6bayteite Tov tpoMo Asttoupyiog tou IPve

"”stateless autoconfiguration”.

Ev ouvexeila, Ba pabete va meplypddete TI¢ eKSOOELG TwWV MPWTOKOAAWVY Dynamic
Host Configuration kat Domain Name System, fj ev cuvtopia DHCP kat DNS.

Télog Ba elote kavol va e€fnynoete ta kUPLA OnNUEld Twv UThpeowv IPve
multicasting kat Quality of service.

Matnote TNV emiloyn “Next” yla va GUVEXLOETE.
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ICMPv6

IP-nodes need a specific protocol for the transfer of messages related to IP
conditions. This protocol, the Internet Control Message Protocol, or ICMP in short, is
used for reporting fault- and information conditions and diagnostic functions.

Generating error and information messages, ICMP in IPv6 basically functions the
same as ICMP in IPv4. But additionally, ICMP packets in IPv6 are used in the IPv6
neighbour discovery process, path MTU discovery, and the Multicast Listener
Discovery or MLD protocol for IPv6.

ICMP packets in IPv6 are like a transport layer packet in the sense that the ICMP
packet follows all the extension headers. These contain the last pieces of
information in the IPv6 packet.

The ICMPv6 header is identified by a “Next Header” with a value of 58 in the
immediately preceding header.

Within IPv6 ICMP packets, the ICMPv6 Type field indicates the type of the message
and ICMPv6 Code field provides further information on specific messages.

The value in the Checksum field is built from the fields in the IPv6 ICMP packet and
the IPv6 header.

The ICMPv6 Message Body contains error or diagnostic information relevant to IP
packet processing.

Similar to ICMPv4, ICMPv6 is often blocked by security policies implemented in
corporate firewalls because of ICMP based attacks. However, ICMPv6 has the

ICMPv6

OL kopPol IP xpeldlovtal £vo OUYKEKPLUEVO TPWTOKOAAO yla tnv UeTadopd
MNVUMATWY OXETIKA UE TIG ouvOnkeg Asttoupylag tou IP. To mpwtdkoAho Internet
Control Message Protocol, | ev cuvtopia ICMP, xpnoulomnoleital yla tnv avadopd
odaApdatwy kat mAnpodoplwy (yla TG ouvBnkeg Asettoupyiag tou Siktuou) Kabwg
Kol ylot SLayVWOTIKEG AelToupylec.

Mo TV TOPOYWYN EVAUEPWTIKWY UNVUUATWY OAAG Kol HNVUUATWY 6dAAUOTOC, TO
ICMP oto IPv6 Asttoupyel pe avtiotolyo tpdmo Ue to IPv4. EmumpooBbétwg, Opwe, oTto
MpWTOKOANO IPv6 Ta moakéta ICMP xpnolpomolouvtal ot Siadikaoieg IPv6
"neighbor discovery”, "path MTU discovery” kat “multicast listener discovery” rj ev

cuvtouia MLD.

Ta makéta ICMP oto mpwtokoAo IPv6 elval oav éva TOKETO eMUMESOU UETAPOPAS
kaBwg ta rakéta ICMP tomoBetolvtal HeTA amd OAeG TIG emkedaAibeg emékTaong,
KaTaAaBAVOVTAG TO TEAEUTALO TUAMA Ao TO TIOKETO IPV6.

H ermukepaiiba ICMPv6 avayvwpiletal and tnv T 58 oto nedio “Next Header” tng
erukedaAibag mou mponyeital.

Méoa ota makéta IPve ICMP, to nedio ICMPv6 Type umobelkvUel Tov TUTTO TOU
pnvopatog kot to medio ICMPv6 Code mapéxel mepaltépw mAnpodopieg yla
OUYKEKPLUEVA UAVULAL.
H tun tou nediou Checksum mapdystal and ta nedia Tou makétou IPv6 ICMP kat
v emukepaiida IPv6.

To nebio ICMPv6 Message Body mepléxel Sloyvwotikég mAnpodopieg 1)
riAnpodopieg 0bOAUATWY OXETIKEG E TNV eMefepyacia Twy IP mMoKETWV.

Avtiotolya pe to ICMPv4, T0 ICMPV6 cuxvd UIAOKAPETOL OTO TOlXOo¢ mpootagcia
(firewall) Twv etalplwyv Aoyw twv emibécewv mou Bacilovtatl oto ICMP. Ouwg to
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capability to use IPSec, granting authentication and encryption. These security
services decrease the possibility of an attack based on ICMPv6.

The ICMPv6 Type field defines the Type of ICMPv6 message, such as: destination
unreachable, packet too big, time exceeded, parameter problem, echo request or
echo reply.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. Or click ‘next’ to continue.

ICMPV6 £€xeL tnv Suvatotnto vol XPNOLUOTIOLOEL TO TPWTOKOAAO IPSec mou
nipoodEpel SuvaATOTNTEG TLOTOMOINONG KOl Kwdlkomoinong. AuTEC ol umnpeoieg
aodaleiog pewwvouv tnv mubavétnta plag mbavig emibeong Paociopévng oto
ICMPV6.

To nedio ICMPv6 Type opilel Tov TUTO €vOG UnvUpatog ICMPY6 onwe “destination
unreachable (un mpooPdoipog npooplopdg)”, “packet too big (urtepBoAikd peydaio
TakETo)”, “time exceeded (e€avtAnon xpovou)”, “parameter problem (mpofAnua

napapétpwy)”’, “echo request” rj “echo reply”.

Erulé€te €va 6LadpaoTikO oToLXElD Yl MEPLOOOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TIG
YVWOELG ETUAEYOVTAG TO KOUMTL “Test”. Mo va ouveyioete matnote tnv emhoyn
“" 7
Next”.
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NEIGHBOUR DISCOVERY

The IPv6 Neighbour Discovery protocol uses ICMPv6 messages and corresponds
with an enhanced combination of the IPv4 protocols ARP, ICMP Router Discovery
and ICMP Redirect.

Nodes such as hosts and routers use Neighbour Discovery to determine the link-
layer addresses for neighbours known to reside on attached links and to quickly
purge cached values that become invalid. Hosts also use Neighbour Discovery to
find neighbouring routers that are willing to forward packets on their behalf.
Finally, nodes use the protocol to actively keep track of which neighbours can be
reached and which not, and to detect changed link-layer addresses.

Neighbour discovery solves a set of problems related to the interaction between
nodes attached to the same link. It defines mechanisms for solving the following
problems:

* Router Discovery

*  Prefix Discovery

*  Parameter Discovery

e Address Autoconfiguration

*  Address Resolution

*  Next-hop Determination

* Neighbour Unreachability Detection

*  Duplicate Address Detection [and]

* Redirect

To accomplish these tasks it uses five different ICMPv6 packet types:

AvakaAuvyn lettwvwv (NEIGHBOUR DISCOVERY)

To mpwtokoMo IPv6 Neighbor Discovery xpnoigomolel pnvopata ICMPve kat
QVTLOTOLXEL OF évav «EVIOXUUEVO» GUVEUAOUO TWV MPWTOKOAAWY Tou IPv4 dnwg tou
ARP, ICMP Router Discovery kat ICMP Redirect.

Awtuakol kopBol, oOnwg TteAlka ouotiuata (hosts) kat  SpopoloyntEg,
XPNOLUOTOloUV TO TPWTOKOAANDO neighbor discovery yla va mpocdlopicouv T
SteBuvon tou emuédou cuvdéopou (link layer address) twv yettovwy Katl va
adalpécouv ypryopa pn £yKupeC omoOnKeupéveg TIHEG. Ta TEAIKA cuoTthuata
xpnotwuomowoUv to Neighbor Discovery yiwa va Bpouv yeltovikoUg SpouoAoynTEG
npobupoug va mpowbrijcouv TOKETA TOUG. TEAOC KOpPBoL Xpnoldomololv To
TIPWTOKOANO yla va TtapakoAouBoUv evepyd LE TIOLOUG YELTOVIKOUG KOUBOUG gival
duvatn n emkowwvia Kol PE TIOoUG OxL KaBwg Kot va avixveloouv SLleuBuvoelg
ETUMESOU OUVSEGHOU TtoU £Xouv HeTaPANBEL

To mpwtokoAo Neighbor Discovery AUvel pio opdda mpoBANUATWY OXETIKA HE TRV
oMnAenidpaon petatd kOpPwv tou (6lou cuvbéapou. Opilel unxaviopoug yla thv
eniluon Twv mapakdtw nPoBANUATWVY.

®  Avixveuon Apopoloyntwv Router Discovery

®  Avixveuon NpoB¢uatog (8leuBuvoewv) Prefix Discovery

®  AvakaAuyn Napapétpwv - Parameter Discovery

®  Autopatn PUBuion AtelBuvong - Address Autoconfiguration

® Address Resolution

® Next-hop Determination

® Neighbor Unreachability Detection

®  Evtomiopog AutAng AlebBuvong - Duplicate Address Detection

® Redirect

M vo EMITUXEL OTA TOPATIAVW XPNOLUoTolel Tévte Stadopetikolg tumoug ICMP
TIAKETWV:
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* - Router Solicitation * Router Solicitation

* - Router Advertisement * Router Advertisement

* - Redirect messages * Redirect Messages

* - Neighbour solicitation ¢ Neighbor Solicitation

* -and Neighbour advertisement. * Neighbor Advertisement

Click one of the items on the screen for more details. Or test your understanding by | EmA£€te éva S1adpacTIKO OTOLXELO Yl TTEPLOCOTEPEG AEMTOUEPELEG 1] SOKIUAOTE TLG
clicking the ‘test’ button. Click ‘next’ to continue. YVWOELG eTUAEyOVTAG TO KOUUTL “Test”. A va OUVEXIOETE MATAOTE TNV £MAOYN
“Next”.
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AUTOCONFIGURATION

IPv6 defines both a stateful and stateless address autoconfiguration mechanism.
Stateless autoconfiguration requires no manual configuration of hosts, minimal
configuration of routers and no additional servers.

Stateless autoconfiguration is a key feature of IPv6, it allows a host to generate its
own addresses using a combination of locally available information and information
advertised by routers. Stateless autoconfiguration simplifies renumbering in certain
scenarios.

It demands the local link supports multicast and the network interface is capable of
sending and receiving multicast packets.

IPv6 nodes (hosts and routers) automatically create unique link-local addresses for
all interfaces, by appending its link-layer address in EUI-64 format to the 64-bit local
link prefix.

The IPv6 node finally uses DAD or duplicate address detection to determine if the
address is not already in use.

IPv6 hosts use received Router Advertisement messages to automatically configure:

a default router.

the default setting for the Hop Limit field in the IPv6 header.
the timers used in Neighbour Discovery processes.

the maximum transmission unit or MTU of the local link.
and the list of network prefixes that are defined for the link.

X X X X X

Autopatn puOuion - AUTOCONFIGURATION

To mpwtokoA\o IPv6 opilel TOGO évav UNXQVIOUO HE SlOTAPNON KATAOTACEWV
(stateful) 600 kAL Evav pnxaviouo xwpig dlatrnpnon Kataotdoswy (stateless) yia tnv
autépatn puBuon SleuBlvoewv (address autoconfiguration). To stateless
autoconfiguration emitpémel TNV autopatn PUBULON TWV TEAIKWY CUCTNUATWY EVW
amattel eAaylwotn puBbuwon twv Spopoloyntwv Kal dev mpoUmoBEtel tnv Umapén
Slakoptoth (server).

To stateless autoconfiguration sival Bacikod xapakTnpLloTikd Tou IPV6 mou emITPEMEL
o€ évav TeEAKO cUOTNUA va TTapAyEL TN Sk Tou SlelBuvon XPNOLLOTIOLWVTOS EVa
oUVOUAGOUO ToTLKA SLaBéaiuwy MAnpodoplwy kat TAnpodopLwy ou dtadnuiovral
ano toug dpopoloyntég. To stateless autoconfiguration amAomnolel To alayn Twy
SlevBuvoewv (renumbering) und npolnoBéoelLc.

Arnattel o tomikog cuvdeopog (local link) var urtootnpilel multicast kat to interface
Tou SIKTUOoU va €xeL Tnv duvatotnta va AapBdvel makéta multicast.

OL kOuBoL IPV6 Snuloupyolv autopata povadikeég dteuBuvoelg link-local yia 6Aa ta
interfaces, mpooaptwvtag tnv SievBuvon tou emunédou cuvdéopou os popdr EUI-
64 oto nMpoBepa, unKoug 64bit, Tou tomikol cuvdéapou (local link). TEAog oL kOpPoL
IPV6 xpnotwuomotolv tn Aettoupyia Duplicate Address Detection 1, ev cuvtopia, DAD
yla va kaBopioouv av n SlevBuvon Bpioketal A6 og xpron.

Ta teAkd cuotrpata IPve xpnowuomnololv ta pnvuuota Router Advertisement mou
€xouv AdBeL yia va puBuicouv avtopata:

* 1oV mpoemAeypuévo Spopoioynth

* TNV mposrAeypévn Tiun Ttou ediov Hop Limit yia tnv erukedaAida IPv6

®*  TOUG XPOVOUETPNTEC Ttou xpnotpomotolvtal otnv Stadikacio Neighbor

Discovery
* 1o Maximum Transmission Unit } MTU oto tomiko S1Ktuo
* Kal Tn Alota pe ta mpoBépata Twv SIKTUWV Tou opilovtal yla To TOTKO
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Each router advertisement message contains both the IPv6 network prefix and its
valid and preferred lifetimes. If indicated, a network prefix is combined with the
interface identifier to create a stateless IPv6 address configuration for the receiving
interface.

Router Advertisements contain two flags indicating what type of stateful
autoconfiguration should be performed, if any. A "managed address configuration"
flag indicates whether hosts should use stateful autoconfiguration to obtain
addresses, or not. An "other stateful configuration" flag indicates if hosts should use
stateful autoconfiguration to obtain additional information (excluding addresses)
such as the dns server address. This is important because in stateless
autoconfiguration there is no way of sending a DNS server address to clients.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘test’ button. To continue, click ‘next’.

Siktuo

KaBe unvupa Router Advertisement mepléxel tooo to mpobeua Siktvou IPv6 600
KaLl Ta éykupa Kal mpotiwueva «lifetimes». Av amatteital, to npdBepa Siktuou
OUVOUATETAL LLE TO AVAYVWPLOTLKO Tou interface wote va SnuloupynBel pia stateless
IPv6 S1euBuvon yia to interface mou AapBAvel To prvupa.

To pnvOpata router advertisements mepléxouv SUo onuaieg (flags) mou
urodeikvUouv tov tumo stateful autoconfiguration mpémnet va ekteleotei, epooov
artatteital. H onuaia “managed address configuration” umodelkvUeL av ta TEAKA
ouotAHata TIPEMEL va  xpnoldomowjoouv stateful autoconfiguration yu va
amoktoouv &8leuBuvoelg n oxt. H onuaia  “other stateful configuration”
urmodelkvleEL Qv TA TEAKA OCUCTAMATA TPEMEL vo XpnoLldomotjoouv stateful
autoconfiguration yla va amoktrjoouv emunpocBetn mAnpodopia (s€apwvtag Tig
SlevBuvoelg) onwe, yia mapadelyua, t dievBuvon tou Stakoptotr) DNS. Auto sivat
onNUavTIKO yloti oto stateless configuration 8gv umdpxeL Kavévag TPOMOG yla TV
artootoAn tng StebBuvong tou DNS server otoug eAATEC.

Erulé€te éva 6L1adpaoTiko oTolXelo yla MEPLOCOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG €TAEYOVTAG TO KOUMTL “Test”. Mo va ouveyioete matnote tnv €mhoyn
“" 4
Next”.
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DHCPv6

The DHCP for IPv6 (DHCPv6) works in a client/server model. It enables DHCP servers
to pass IPv6 addresses and other configuration parameters to IPv6 nodes. This
protocol is a stateful counterpart to IPv6 Stateless Address Autoconfiguration.

The process for acquiring configuration data for a client is similar to that in IPv4.
However, DHCPv6 uses multicast for many of its messages. If a router is found, the
client examines the router advertisements to determine if DHCP should be used. If
the router advertisements enable use of DHCP or if no router is found, the client will
contact the DHCP server.

Clients and servers exchange DHCP messages using UDP. DHCP servers receive
messages from clients using a reserved, link-scoped multicast address called ‘All
DHCP Relay Agents and Servers'. It has the following form: ...

A DHCP client transmits most messages to this reserved multicast address. To allow
a DHCP client to send a message to a DHCP server that is not attached to the same
link, a DHCP relay agent on the client's link will relay messages between the client
and server. The operation of the relay agent is transparent to the client.

The Server optionally provides the client with IPv6 addresses and other
configuration parameters such as: DNS servers addresses, NTP servers addresses
and other. But it isn’t possible to send the default gateway address, this information
must be obtained through stateless autoconfiguration.

DHCPv6

To DHCP ywa IPv6 (DHCPv6) xpnowuomolel to povtélo mehdtn / Slakoploth
(client/server). Autd emutpénel otoug Siakopoté¢ DHCP va  amootéAouv
SleuBlvoelg IPV6 kaBwg Kal GAAEG TTOPAUETPOUG O KOUBOUG IPV6. To MpwTtokoAAo
outo elval to avtiotolyo stateful mpwtokoAMo yia to IPv6 Stateless Address
Autoconfiguration.

H Sladkacio yla tnv amoktnon pubuicewv yla éva mehdtn eival mopopola pe
autAv tou IPv4. Map’ 6Aa autd to DHCPV6 xpnoiuomnolel multicast yla toAG and ta
pnvopata tou. Av BpebBel évag Spopoloyntig, o meAdtng efetalel Ta pPnvupaTa
router advertisements yla va kaBopicel eav mpémet va xpnotponoinBbst to DHCP.
Edv ta pnvopata router advertisements emitpénouv Tnv Xprion tou DHCP i av dev
Bpebel Spopoloyntng ToTE 0 meAdTng Ba MIKOWVWVNOEL e TO Stakoplotry DHCP.

MeAdtec kal Slakoplotég avtaldooouv pnvipota DHCP ypnoluomolwvtag To
TipwWTOKoAAo UDP. Ot Stakopiotég DHCP Aappdvouv punvopata and toug meAATES
Xpnotwdonolwvtag pia Secpeupévn (reserved), SlevBuvan link-scoped multicast mou
xapaktnpiletat wg “All DHCP Relay Agents and Servers ”. 'ExeL tTnv akoAouBn popodn:

‘Evag mehdtng DHCP petadibel ta meploodtepa pnvOPATO 0TV SECHEUUEVN
multicast tevBuvon. MNa va emnitpanei o £va eddtn DHCP va oteilel éva phvupa
oe évav Slakoutoti DHCP o omoiog 6ev Bploketal otov i6lo tomikd Siktuo, évag
DHCP relay agent 6a avapetadwoel ta pnvUpOTa HETOEU TOU TEAATN KOl TOU
Slakoptoty. H Aettoupyia tou relay agent eival Swadavng (transparent) otov
TeAarn.

O SLaKOULOTAG TIAPEXEL TIPOALPETIKA oTov TteAdtn pia StevBuvon IPV6 kabwe Kat
AA\eg mapap£tpoug Slapopdwaonc Onmwe: dtakoplotég DNS, Stakoplotég NTP k.a.
AN\ bev eival duvatov va amooteilel tn SteBuvon tng mMpokaboplopévn TUAN
(default gateway) kaBwg n mAnpodopia authi Tpémel va amoktnBel uéow tou
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DHCPv6 provides more control than stateless autoconfiguration. Different to
DHCPv6, stateless autoconfiguration does not allow a network administrator to
define admission control policies. With autoconfiguration, every host that connects
to the network can get an IPv6 address assigned. In contrast, DHCPv6 servers
provide means for securing access control to network resources by first checking
admission control policies before replying to requests from clients.

Further, benefits of DCHPv6 are the following:

* it can be used concurrently with stateless autoconfiguration. For instance,
you can get an IPv6 address from stateless autoconfiguration and the DNS
server address from DHCPv6

*  Finally, it can be used to delegate an IPv6 prefix to leaf customer-premise
equipment or CPE routers.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘test’ button. To continue, click ‘Next’.

stateless autoconfiguration.

To DHCPv6 mpoodépel peyahUtepo éleyxo am’ OtL To stateless autoconfiguration.
Mia akdpa Sladopd sival otL To stateless autoconfiguration dev emttpénel og £va
Slaxelplotr) Siktvou va opioel MOALTIKEG eAéyxou mpocBacng (admission control
policy). Me to autoconfiguration kaBe teAikoé ovotnua mou cuvdéstal oto SikTuo
puropel va amoktost pia SievBuvon IPv6. AvtiBeta ol Siakoploté¢ DHCP
npoodEPouv TNV SuvatotnTa Tou eAEYXOU TNG MPOCBAONG O TOPOUC TOU SLKTUOU
KaBwG eAEyXOUV TPWTO TIC TIOALTIKEC EAEYYOU TPOBAONG TPV AMAVINOOUV OF
artApato ord neAGTeG.

MepLka akopa mAeovekTipata tou DHCPV6 gival Ta mapakdtw:
*  Mrmopel va xpnoluomnolnBel mapdAnAa pe To stateless autoconfiguration.
MNa mopadslypa pmopel kAmolog va amoktiost SlevBuvon IPve péow
stateless configuration kat tn 8levBuvon tou Slakouloty DNS péow
DHCPv6.
*  TéAog pmopel va xpnotporotnBei yia va tnv avdbeon mpobéuartog IPv6 oe
6pOUOAOYNTEG TEALKWV XPNOTWV.

EruAé€te €va SLaSPAOTIKO OTOLKELD YLl IEPLOOOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG €TAEyoVTaG TO Koupmi “Test”. MNa va ouvexloete emAé€te To Koupmi
“" 4
Next”.

DNS

The Domain Name System maps names to IP addresses (and vice-versa). DNS uses a
hierarchic name space in which servers help to relate names to addresses at each
hierarchic level. DNS was designed for processing 32-bit IPv4 addresses. Over the
last few years some extensions have been made to make DNS compatible with IPv6,
some extensions are still in use and others are already deprecated.

In use are:
x  the quad A record,

Z0otnua Opatodociog DNS

To ovUotnua Ovopatodooiag «Domain Name System” avtiotolel ovoupata og
SleuBlvoelg IP (kat avtiotpoda). To DNS xpnollomolel €vav Lepapxlkd TOMO
ovopdtwy. I kABe eminedo tng Lepapyiag, ol SLAKOULOTEG AVTLOTOLXOUV OVOUATO OF
SlevBuvoelg. Napd to yeyovog mwe to DNS oxedlactnke yla va enefepyaletal
SteuBlvoelg IPv4, upnkoug 32 bits, ta teAsutaia xpovia €xouv SnuioupynBel
ETEKTAOELG TOU TIPWTOKOAAOU TtOU €ival cuUBATEC e TO TPWTOKOANO IPV6. MepLKEg
atd TIG EMEKTACELG XPNOLUOTOLOUVTAL AKOUA, EVW AAANEG €XOuV KatapynOel.

Y€ xpnon Bplokovtatl oL akOAoUBEG EMEKTATELG:
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% the new textual representation in PTR record
X jp6.arpa domain
% and new DNS queries

Experimental or deprecated are
x  the A6 and the DNAME records,
% Binary Labels type.,
% and ip6.int domain

It’s not enough to have IPv6 records (AAAA) in the DNS contents, but it is also very
important to issue queries and get DNS answers using the IPv6 transport layer. Of
course, the data retrieved through IPv6 must be equal to the data retrieved using
IPv4 in each given moment. Regarding the DNS root servers, only some of them can
be reached through an IPv6 transport.

x  The quad A record maps a host name to an IPv6 address. This record is

equivalent to an A record in IPv4 and uses the following format: ... . The
IETF has decided to use this record for host name-to-IPv6 address
resolution.

% The PTR record is equivalent to a pointer record that specifies address-to-
host name mappings. Inverse mapping used in IP address-to-host name
look-up uses the PTR record. PTR records storing IPv6 addresses use the
following format: ... .

x A special domain was defined to look up a record that was given an IPv6
address. The intent of this domain is to provide a way of mapping an IPv6
address to a host name, although it may be used for other purposes as
well. The domain is rooted at IP6.ARPA.

* Quad A gyypadn (record AAAA)

* New textual representation otnv eyypadn PTR
e QOipb6.arpa topéac (domain)

* Néa DNS gpwtrpata (queries)

Ol €MeKTACELG IOV €X0OUV KaTapynOel N xapaktnpilovrtal w¢ MEPAUATIKEG £lval oL
g8ng:

¢ Ta A6 kot DNAME records

* Binary Labels

* Toip6.int domain

Ektog amd tnv Umapén Twv eypadwv yia to IPv6 (AAAA records) amapaitntn eiva n
Sduvatdtnta amootoAng altnudtwyv (queries) DNS kat va AauBAVELS amAVINOELG
XPNOLUOTOLWVTAG yal TNV UeTadopd Twv TANPodopLwY To MPWTOKoAo IPv6. Ta
Sebopéva mou Aappavoupe péow petadopag mavw IPv6 mpémel va ival idla pe ta
Sedopéva mou Aappavoupes péow petadopds mavw omd IPv4, Ocov adopd toug
KeEVTpKoUG (root) Siakoutotéc DNS, poévo peplkoi €xouv tnv duvatdtnta va
QTIAVTAOOoUV o€ éva aitnua mavw amno IPv6.

e  Mia eyypadr quad A avtiotolel To Ovopa evog TeAlkol cuotipatog (host
name) oe pia StevBuvon IPv6. H gyypadn autn eival tooSuvaun pe pa
gyypadn A yla to mpwtokoAo IPv4 Kkal €xeL TNV akoloubn popdn:... To
IETF €xeL amodaciosl va Xpnolpomolel autd tnv eyypadn ylo tnv
avtiotoixnon piog StebBuvong IPv6 amd éva dvopa TeAkol GUGTAUATOG.

e Eva PTR record eival toodUvapo pe éva pointer record mou avtiotolyel pia
6leBuvon oe éva host name. H avtiotpodn auth avrtiotolkio mou
Xpnotwlomnoleitat og avalntnong.

* Eva el8k6 domain opiotnke yla tnv avalltnon Ttwv eyypadwv mou
£€xouv anodoBei oe pia StlevBuvon IPv6. H xprion autou tou domain sivatl
va tapéxeL Evav tpomo avtiotolylong g dtevBuvong IPv6 os éva ovopa
TeEAlkOU CUOTAMATOG, AV Kol €eVvOEXETAL va xpnotluormolndel yia GAAoug
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% Finally, existing DNS queries were revised so they were able to localise and
process not only IPv4 addresses, but also IPv6 addresses.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘test’ button. To continue, click ‘next’.

okomoU¢. To €161k6 domain xpnotuorolei tn pilo IP6.ARPA.

*  Télog ta gpwrtipata DNS avabewpnbnkav £Tol wote va  evtomilouv Kat
va enefepyalovral Tavtoxpova SteuBuvoelg IPv4 kat IPv6.

EruAé€te €va SLaSPAOTIKO OTOLKELD YL IEPLOOOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG €TAEyoVTaG TO Koupmi “Test”. MNa va ouvexloete emAé€te To Koupmi
“" 4
Next”.
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MULTICASTING

Multicasting is mainly used by multimedia applications. These often require high
bandwidth to transmit certain data from a single source to many recipients. It is
used by some ISP's to provide TV service to their DSL customers, for example.

IPv6 multicast addresses are in FF00::/8 prefix. A 4-bit Scope ID field is used to
specify address ranges reserved for multicast addresses for each scope, allowing
easy control of the multicast boundary. A host can subscribe to different multicast
addresses and “get every relative flow” at the same time.

IPv6 provides a larger range of multicast addresses compared to IPv4, which offers
new perspectives for address allocation.

A major innovation introduced by IPv6 in the area of multcasting is that all IPv6
implementations will have to include native support for this IP service right from the
beginning. The MLD protocol, responsible for multicasting management between
hosts and routers, is no longer delegated to a separate protocol as it is in IPv4 and
hence, must be supported on every single IPv6 stack. The MLD protocol, in fact, is
part of ICMPv6.

Multicast Listener Discovery or MLD protocol can be used by an IPv6 router to
discover the presence of multicast listeners on its directly attached links, and to
discover specifically which multicast addresses are of interest to those neighboring
nodes.

MULTICASTING (MoAAartAnl Atavopn)

H Aettouykotnta multicasting (moAAamAn Stavoun) xpnoldomoleital kuplwg amd
edbapuoyEg MoAupéowy. OL epapuoyEG AUTEG cuxva amaltovv uPnAd evpog Lwvng
(bandwidth) ywa va petadwoouv SeSopéva amo €vav AmooToAéa o€ TIOANOUG
TMAPAANTTEG. Ma MAPASELYHA XPNOLUOTOLE(TAL CUXVA MmO TOPOXOUG UTINPECLWV
Stadiktuou (ISP) yla va TOpEXOUV TNAEOTITIKEG UTINPECLEG OTOUG EUPUIWVLKOUG
ouVSpPOUNTEC TOUG.

Ou &levBuvoelg IPv6 multicast éxouv to mpoBeua FFOO::/8. To medio scope ID,
prAkoug 4 bits, xpnowlomoleitatl yia va mpocdlopioel {wveg SleuBuvoswv ToU
TPOOPILOVTaL YL CUYKEKPLUEVOUC «XWPOUC» (scope) oto Siktuou, SleukoAUvovTog
TOV €AEYX0 TWV OPLwV Yyl TOUG «XWPOUC» auToUGC. Eva TEALKO ouoTnua Umopel va
eyypadel oe Sladopetikég SlevBuvoelg multicast kot va AapBavel OAeg TIC POEG
6e60p€Vwy, TTIOU OVTLOTOLXOUV OTLG SLEUOUVOELG AUTEC, TNV 8LA XPOVLKI OTLYUR.

To mpwtdkoAho IPv6 mapéxel meplocodtepeg Sleublvoelg multicast oe oxéon pe O
IPv4, T0 omolo SnuLoupyel VEEC SUVATOTNTEC YL TV KOTAVOUN] TwV SLleuBUvoewy.

Mia onuavtikn kawvotopia Tou MpwTtokoAlou IPv6 6cov adopd to multicast elvat
WG OAEC oL UAOMOLNOELS TOU TPWTOKOAAOU odelhouv va TAPEXOUV EYYEVN
vmootnplen ywo tnv umnpecia auty. To mpwtokoAo MLD, umelBuvo yla va
Slaxelpiletal To multicast peTaly TWV TEAKWY CUCTNUATWY KoL TWV SLAKOULOTWY,
Sev amotelel mAéov EexwploTd MPWTOKOANO OMwWG rtav oto IPv4 al\d mpémel va
unootnpiletal and kabe otoifa mMpwtokOAwv IPv6. To MLD amote)el TuApa Tou
ICMPV6.

To mpwtdkoAo Multicast Listener Discovery n ev ouvtopia MLD umopel va
Xpnotpomolel amno éva Stakoplotr) IPv6 yla va avakaAUPeL TNV mopouacia akpoatwy
multicast (multicast listeners) otoug duecoug SIKTUAKOUG CUVOEOHOUG KaBwE Kot
va avakaAu el moteg SteuBivoelg multicast evlladEpouv auTol TOUC AKPOATEG.
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There are three types of MLD messages, which are distinguished by the value in the
type field:

% Multicast Listener Query
x  Multicast Listener Report
x and Multicast Listener Done.

MLD has been updated to MLDv2. This new protocol allows the receiver to specify
groups and sources of interest. It is needed for SSM services, or Source Specific
Multicast.

From data provided by MLD or MLDv2, distribution trees will be created over the
IPv6 multicast network using the PIM protocol.

A big difference with IPv4 multicast concerns the interdomain problem. While a
protocol called MSDP was designed for IPv4 to allow source information to be
exchanged between domains; a proposal called embedded-RP allows a shared
Rendez-vous point resource to be used accross domains.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue, click ‘next’.

YIApYouV TPEL TUTOU PNVUPATWY MLD, ta omola Stakpivovtal amd thv TLUR Tou
niebiou type:
Multicast Listener Query

*  Multicast Listener Report

*  Multicast Listener Done

To MLD €xeL emkatpononBel pe tnv €kdoon MLDv2. To véo auTO TPWTOKOAAO
ETUTPEMEL OTOV TTAPAAATITN VOl ETUAEEEL CUYKEKPLUEVEG OMASEG I LELOVWUEVES TINYEG
Ttou tov evbladEpouv. Aralteital yla untnpeoieg Source Specific Multicast j SSM yua
ocuvtopia.

Ao Ttg mAnpodopieg mou Ba mapéxovral and Ta MPWTOKOAAa MLD i MLDv2,
S6évtpa Slavoung (distribution trees) Ba dnpoupynBouv mavw amnod to diktuo IPve
multicast xpnouomnolovtag to mpwtokoAo PIM.

Mia onuavtiky Stadopd pe to IPv4 multicast adopd to TPORANUA  peTAEY
Slaxelplotikwy Teploxwv (interdomain problem). Mapd tn oxediaon &vog
TPWTOKOANOU, Ue TO Ovopa MSDP, mou emutpénel thv avtallayr mAnpodoplwv
peTafl SloxelploTikwv Tmeploxwv (domains), pila mpdtacn mou amokaAeltal
embedded-RP emutpénel tnv Snuoupyia evog onuelo ouvavinong (Rendez-vous
point) petafl Twv SLadOPETIKWY TIEPLOXWV.

Erulé€te €va 6LadpaoTikod oTolXElo YLl MEPLOOOTEPEG AEMTOUEPELEG 1| SOKLUAOTE TIG
YVWOELG emAéyovtag To kKouprmi “Test”. Ma va ocuvexioete emilé€te to Kouurdi
" ”
Next”.
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QoS: Quality of Service

The term Quality of Service (QoS) is often used to describe the performance
guarantees that a network provides to carried traffic. Strict requirements imposed
by new advanced applications, such as Voice-over IP, high-quality video distribution,
online gaming, tele-immersion, etcetera require the transport of packets with
minimum delay, jitter and packet loss. Today’s high-speed networks follow the
Differentiated Services framework in order to provide Quality of Service and meet
the aforementioned requirements.

The IPv6 header includes two QoS related fields; the Traffic Class and Flow Label
fields. The 8-bit Traffic Class field allows the source host or a forwarding router to
identify the priority of the packet. This field is analogous to the Type of Service field
found in the IPv4 header.

The 20-bit Flow Label field has been proposed to identify packets of a specific flow.
The source node gives the same value to the Flow-Label field for each transmitted
packet belonging to a flow. The values remain unchanged as the packet is
transported over the networks. Routers along the end-to-end path can easily
identify the flows using the flow label field. On the contrary, in the IPv4 networks,
routers have to access the transport header in the payload of the IP packets in order
to collect flow information. This imposes significant processing overheads while
packet fragmentation and encryption make it impossible to distinguish packets of a
flow.

Finally, the IPv6 protocol, in terms of QoS support, is neither superior nor inferior to
its IPv4 counterpart. However, the flow label field in the IPv6 header is expected to
simplify the provision of services in the future.

MNowdtnta Ynnpeoiag - QoS: Quality of Service

0 o6poc Moldtnta Yrinpeoiag (Quality of Service - QoS) cuxva xpnolomoleital yla va
neplypddel eyyunoelg ywa tnv emniboon mou mpoodépel £va Siktuo ota
petadepopueva Sedopéva. OL amaltioelg mou €xouv dnuoupynOel and epapuoyEg
onwg to Voice-over IP, n petadopad Bivteo uPnAing mowdtnTag, TA SKTUAKA
nalyvidia, tele-immersion k.a. amattolv tnv HeTtopopd TOKETWYV HE €AAXLOTN
koBuotépnon kat avfopelwoel kobuotépnong kata T ANYn, kol anwAesla
makétwy. Inuepa ta Siktua uPnAic tayxvtntag akolouBouv to Differentiated
Services framework wote va pmopécouv va mopgxouv Quality of Service kat va
LKOVOTIOLAOOUV TLG TTAPATIAVW ATIOLTHOELG.

H emikedaiida IPv6 mepléxel duo media oxetkd e To QoS, to Traffic Class kat Flow
Label. To mebio Traffic Class, punkoug 8 bits, emitpénel oe évav teAlko cloTNUA | OE
€vav SLaKOULOTH va avoyvwploel TNV MPOTEPALOTNTA EVOC TAKETOU. To medilo autd
eival av@hoyo tou niediou Type of Service og pia emikedaiida IPv4.

To nedio Flow Label, pnkoug 20 bits, éxel mpotaBel yiwa va Ponbroet otnv
QVOYVWPLON TIAKETWY HULAG CUYKEKPLUEVNG ponG. O kOuPog mpoéleuong Silvel tnv
6ta Tun oto nedio Flow Label yia kaBe makéto piag porg mou petadidet. Ol TUUEG
TIPAPEVOUV OUETABANTEG KOOwWC TO TaKkETo petadidetal péow tou Siktvou. OL
SLOKOULOTEG TIOU avAKouv otnv Sladpour Twv TOKETWV HUMopoUv gUKOAA va
avayvwpioouv TIg SladopeTikEC poec xpnolpomowwvtag to medio Flow Label.
AvtiBeta oe £va Siktuo IPv4, ol SLoKOULOTEG TIpEMEL va eAéyEouv TV emikedalida
Tou emumédou petadopdc waote va cuMéEEouv TAnpodopia ya pia por). Autd
KooTileL ot emefepyaoTikn WOXU EVW O KATOKEPUOTIOMOG TWV TOKETWY Kol Nn
KpuTttoypadnon Toug kKablotolv aduvatn Tov SLOXWPLOUO TWV TTAKETWY OE POEG.

T€Aog, To MpwtokoAAo IPv6, 6oov adopd tnv umootiplén tou QoS, dev eival oute
oVWTEPO OAAQ OUTE KATWTEPO Ao TO MPWTOKOAAO IPv4. Map’ OAa autd to medio
flow label otnv emikedparida IPv6 avapévetal va amAOmoL|oouV TV UTooTHPLEN
TWV UTINPECLWY OUTWV 0TO HEAAOV.
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Click an interactive item for more details or ‘next’ to continue.

Erulé€te £va SLadpaoTikO OTOLXEIO yla TEPLOCOTEPEC AETITOUEPELEC N Yl v
ouveyloete emNé€te To kKou Tt “Next”.
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6DEPLOY Module 5: IPv6 Basic Services

INTRODUCTION

Welcome to this module about IPv6 security.

On completion of this module, you will understand the generic problems in security,
and be able to list the main threats to security. You will also be able to describe how
the IP Security architecture IPsec functions in IPv6, and which new protocols have
been defined for the new IPv6 environment. More specifically, you will be
introduced to the techniques that are important for IPv6 security.

Click ‘next’ to continue.

6DEPLOY Module 5: AcpaAela oto tpwtokoAlo IPv6

Elcaywyn
KaAwg npBarte atnv evotnta mou adopd thv achAAela oTo MPpwTtokoAAo IPv6.

Me tnv 0AoKANpwWaon TNG evotnTog Ba £XETE KATAVONOEL TO MPOPBANUA TNG SIKTUAKNG
aodaleloc kal Ba eiote og B€on va anaplBunoete T KUPLEG AMeNEG TNG. Emiong Ba
elote oe Béon va meplypaete mwe Asttoupyel to IPsec oto MPWTOKOANO IPv6,
KaBwe Kal mola vEéa TPWTOKoANa €xouv oploTel yla to véo autd meplBdaAdov. Mo
ouyKekpléva Ba evnuepwBeite yla TEXVIKEG LOlAlTEPO ONUAVIIKEG yla TNV
aoddAela yLa to TpwTokoAlo IPv6.

Matnote TNV emiloyn “Next” yla va GUVEXLOETE.

AIMS OF SECURITY IN IPv6

The main aims of IPv6 security are the same as the security goals of any network
infrastructure.

They include the following:
* Robustness of the infrastructure;
*  Authentication, confidentiality, and integrity;
* Non-repudiation;
*  Access control;
* And, finally, IP accounting and billing.

ZtoxoL tnG achaAeLag Tov mpwtokoAAov IPv6

OL kUpLoL oTo)oL TNG acdaAelag Tou MPwTokOAAouU IPV6 elval ot iSlol dmwg Kal oe
KABe GAAn Slktuakn umtodopun.
Ol otoyot aodalelag mepthappavouv ta akoAouda:

*  Eupwortia (robustness) tng umodoung.

* otonoinon (authentication), epmioteutikdtnTa (confidentiality) kat

akepalotnta (integrity)

* Non-repudiation

*  Eleyxog mpooPacng

* |P accounting kat billing

THREATS TO SECURITY IN IPv6

To achieve these goals in IPv6, a number of threats need to be countered. We will
discuss the following seven security threats:

Anellég yia tnv aodaAlela oto npwtokoAlo IPv6

MNa va emtevxbolv oL mapamavw otoxoL oto TPWTOKoAo IPve Ba mpémel
TIPONYOUMEVWG VO QVTIUETWITLOTOUV OpPKETEC OMeNEG. TNV evotnta auty BOa
OULINTACOUE YLa TG TTAPAKATW ETITA ATEINEC:
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* the scanning of gateways and hosts for weaknesses

* the scanning for multicast addresses

* unauthorised access

* exposing weaknesses with NAT and weaknesses in firewalls
* performance attacks with fragmented headers

*  protocol weaknesses

* and, finally, distributed denial of service, or “DDoS"” for short

A first security threat is the scanning of gateways and hosts by hackers or systems
that want to break into the network or attack it. They scan all external addresses of
the gateways or hosts they encounter and look for weaknesses in their security
protection. Due to the large IPv6 address space, network scanning for vulnerable
systems has become more complex in IPv6. An exhaustive scan on every address of
a subnet has therefore become very difficult to do. Besides, port scanning software
such as NMAP does not even support IPv6 network scanning. Therefore, scanning
methods are likely to change with IPv6. But obviously, scanning will still occur.
Because of the need for public servers to be DNS-reachable, attackers still have
hosts to attack.

Furthermore, administrators may also adopt easy-to-remember addresses. And the
“fixed part” of the EUI-64 address eases the way for the attacker. New techniques to
harvest addresses might use information from DNS zones or logs. And finally,
hackers can find new addresses to scan by compromising routers at key transit
points in a network.

A second threat is the scanning for multicast addresses; IPv6 expects all

* TN odpwon Twv SIKTUOKWY VAWV (gateways) Kal TwV TEAIKWY CUCTNUATWV
yla aduvapieg,

* TN odpwon ot dleuBuvoelg multicast,

* Vv un efovolodotnuévn npdofaon,

e v anokdluvyn aduvaulwyv oto NAT kal aduvauieg oToug Toixoug
aodarelag (firewall)

*  eMBEOELC KATA TNE EMISOONG UE TN XPrON KATAKEPUATIOUEVWV
erukedaAibwv (fragmented headers),

* aduvapieg Twv MPWToKOA WY,

*  Katavepnuévn enibeon yla tv dpvnong uninpeciog (distributed denial of
service - DDoS).

Mia mpwtn amnelAn ivat n cdpwon (scanning) twv SIKTuakwv MUAWVY (gateways) Kot
Twv teAkwv ovotnuatwy (hosts) amd xakepg (hackers) n amd cuvotiupata mou
B£Aouv va eloéABouv mapavopa f va erIteBoUV 08 QUTECG TIG CUOKEUEG. OL XAKEPG
g€eTAlouv OAEG TIG eEWTEPLKEG SLEUOUVOELC TWV SIKTUOKWY TIUAWY (gateways) f Twv
TEALKWV CUOTHUATWY TIOU cuvavtouv kal avalntouv aduvapis¢ otnv achdAela
TouG. Aoyw Ttou olaitepa peydlov xwpou SleuBlvoewy Tou TpwTokoAAou IPV6, n
0Apwaon Tou SIKTUOU yla adUvaa CUCTAUOTA EXEL YIVEL OCNUAVTLKA TILO TIEPLTAOKN.
H efavtAntikr odpwon kdbe SlelBuvong €vog UTIOSIKTUOU E£XEL YIVEL TIPAKTIKA
aduvatn. Q¢ ouvémela, edapuoyEc capwong, onwe n edapuoyr) NMAP, Sev
umootnpilouv mAéov TNV Suvatotnta odpwong &vog Siktuou IPve. o tov
napandvw Aodyo, ol pEBodot odpwonc mbavotata Ba aAAdfouv pe TNV KablEpwon
tou IPv6. Map’ OAa autd emiBéoslg odpwong Ba e€akolouBrjoouv va UTIAPXOUV.
E€attiog TN avaykng oL Snuoclol SLOKOULOTEG va elval TTPooBACLUOL HECW TOU
ocuotnuatog DNS, ol emtiBépevol Ba €xouv akopa Stabéatuoug aTtdxouG.

ErutAéov, oL Slaxelploteg evoExeTal va uloBetrioouv SleuBuvoelg mou eivat eUKoAo
va  amopvnuoveuBouv. Emiong, to otabepd pépo¢ tng SlevBuvong EUI-64
SLeukoOAUVEL akOpo Tepaltépw évav emitifOgpevo. EmutAéov, UTdpxel mavta n
TOavoTNTA YLl TNV AVATTUEN VEWV TEXVIKWY yla TNV cuAloyr] SleuBlivoewv pe t
xpron minpodoplwv amnd tig {wveg (zones) DNS 1 ta apyeia kataypadwv (logs).
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implementations to support multicast. The new multicast addresses that IPv6
supports can enable attackers to identify key resources on a network and attack
these. The “all node” and “all router” multicast addresses may also be used as new
attack vectors. In order to make multicast addresses unreachable from the outside,
they must be filtered at the border. This is the default situation if no IPv6
multicasting is enabled.

The security of IPv6 addresses can be improved by using Cryptographically
Generated Addresses or CGAs. They are IPv6 addresses, which carry hashed
information about the public key in the identifier part. While they maintain privacy,
accountability by link administrators is also possible. Cryptographically generated
addresses provide a binding of the IP address to public keys without requiring a key
management infrastructure. Additionally, CGAs help secure IPv6 Neighbour
Discovery and could help further secure Mobile IPv6 Binding information.

Unauthorised access is a third threat. In IPv6, Layer 3 and Layer 4 policy
implementation is still done within firewalls. However, there are some design
considerations:

- site-scoped multicast addresses should be filtered at the site boundaries

- IPv4 mapped IPv6 addresses should be filtered on the wire

- and there should be multiple addresses per interface.

Mia 6eUtepn amelAr gival N cdpwaon dteuBuvoswv multicast adol to MpwTdkoAAo
IPv6 amattel 6Aeg oL uAomoloelg va urtootnpilouv Asttoupyiec multicast. Ot véeg
SlevBlvoelg multicast mou umootnpilel to IPv6 pmopel va PonBrnoouv Ttoug
ETUTIOEUEVOUG VO EVIOMIOOUV ONUOVTIKOUG TIOPOUG €vO¢ SlkTtUou Kal va
ETILKEVIPWOOUV TLG EMLOETELG TOUG 0 autoUG. OL eldikég SleuBuvoelg multicast “all
node” kat “all router” pmopoUuv va xpnoLomnolnBouv wg VEoL oTOXOL yLa TIOAATTAEG
emBéoelg. Ma va punv emtpénetal n npocPfacn oe SteubBuvoelg multicast kToOg Tou
SiktUou, Ba mpEmel OAa TA OXETIKA TAKETA Vol GIATPAPOVTAL OTOUG CUVOPLOKOUG
KopBouc. Aut n ouumeplpopd eival mposmideyuévn edodoov  Sev  ExeL
gvepyomnolnOei n Aettoupyia IPv6 multicasting.

H aoddlela twv SleuBuvoewv IPv6 pmopel va BeAtiwbBel av xpnoipomnolnbouv
SleuBlvoelg mou dnuloupyouvtal pe kpumrtoypadia (cryptographically generated
addresses) 1 ev ouvtopia CGAs. Ot SleuBivoelg CGAs mpOKeLtal yla dleuBuvoelg
IPv6 Tou dpépouv katakepuatiopéveg mAnpodopieg (hashed information) oxetika pe
1o dnudaotlo kAewdi (public key) oto tedeutaio tuApa tng StevBuvong IPv6. Evw eival
Sduvat n Slatfipnon Tou QmopPPATOU, OL SLAXELPLOTEG TOU OSIKTUOU £Xouv TN
Sduvatotnta «eléyxou» (accountability). Ot 8ieuBivoelg CGA Snuloupyolv pa
olvbdeon petaly tng SlevBuvon IP katl ta Snuoota KAELSLA Xwpig Opw va amatteital
n xpnon untoSoung Slaxeiplong KAELSLWV (key management
infrastructure). EmutAéov, ot dieuBuvaoelg CGAs BonBouv otnv acdalela tou IPv6,
Neighbour Discovery evw Ba unopoucav va Bonbricouv nepattépw otnv aodpaiela
Twv MAnpodoplwyv rou avtalldooovtal oto Mobile IPv6.

H un e€ouolodotnuévn mpocPacn (unathorised access) eival n tpitn amelin. Xto
IPv6, n edapuoyn Twv mMoATkwyY pdoPacng oto eninedo 3 kal 4 s€akohouBel va
TipOYUATOTOLE(TAL PE AelToupyleg amd ta teiyn mpootaciog (firewalls). Qotéoo,
€Xouv ylvel oL TapaKATW oXeSLAOTIKEG TOPASOXEG:
* O bleuBivoelg site-scoped multicast Ba mpénel va GIATPApETAL OTA OpLaL
TOu site,
*  OubleuBuvoelc IPv4-mapped IPv6 Ba mpémel va GIATPAPETAL OTO TOTILKO
urtoSiktuo,
*  Ba mpémnet va umapyxouv MOAEC SleuBuvoelg ava Siemadn (interface).
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Mobile IPv6 uses PANA or the Protocol for Authentication and Network Access to
prevent unauthorised access. PANA provides a link layer agnostic solution which
enables network access authentication. In Mobile IPv4, a mobile node interacted
with a Foreign Agent for its authentication. In Mobile IPv6 networks, this
authentication function is not handled by an FA but by the PANA Authentication
Agent, or PAA for short.

Weaknesses in firewalls are a fourth threat. In IPv6, firewalls can be set up in
multiple ways. However, to eliminate weaknesses, both the IPv6 architecture and
the firewall itself must meet certain requirements.

As IPv6 has no need for NAT, the same level of security and privacy as IPv4 is
possible with IPv6. This level is even increased because of the end-to-end security
offered by the mandatory implementation of IPSec.

And because there is no need for NAT, packet filtering weaknesses can no longer be
hidden. Additionally, the IPv6 architecture and firewall must support both IPv6
header chaining and IPv4/IPv6 transition and coexistence. Finally, they must not
break IPv4 security. It must be ensured that, in spite of the extra complexity of the
gateways, there is no effective weakness as such.

A fifth threat consists of performance attacks with fragmented headers. To avoid

To mobile IPv6 xpnotpomolel to mpwtokoAAo PANA (mpwTtokoANo yla tov €Aeyxo
tavtdtntag - protocol for the authentication and network access) yia tnv anoduyn
™m¢ upn €fouctobotnuévng mpooPacng. To PANA emutpémel tnv Tmuotonoinon
(authentication) ywa tn mpéoPacn oto Siktuo n omola elval Stapavig oto eninedo
ocuvbéapou (link layer). to Mobile IPv4, évag Kivoupevog kKOuBog aAAnAemidpa pe
£€va amopakpLuévo avtinpoowro (foreign agent) yia tov £Aeyxo miotomnoinong. Ito
Mobile IPv6, n Aettoupyia eAéyxou TautotnTag S&v Aomoleitat amd to FA al\d and
To avtinpocwro miotonoinong PANA (PANA Authentication Agent), i ev cuvtouia
PAA.

Ou aduvapieg otig muAeg aoddarelag (firewalls) elval n tétaptn amneln. 2to IPv6, Ta
firewalls pmopel va cuykpotnBolv pe Sladopetikolg Tpomout. Qotdoo, ya va
e€aleldpBolv oL aduvapieg, TO00 N APXLTEKTOVIKY Tou IPVv6 600 Kal to i5Lo To Telxog
nipootaoiag mpénel va TAnpoUV OpLOUEVEC TTpoUTIOBEDELG.

Edboov To IPV6 Sev £xel Kapia avaykn ylo to mpwtokoAAo NAT, to iSlo eminedo
aodAAELOG KL TPOOTACLAC TNG LBLWTIKOTNTAG elval Suvath oto IPv6 g aUyKkplon He
1o IPv4.To eminedo aocddAelag sival avfavel mepattépw oto IPv6 Adyw TNg
aodalelac and akpo oe dkpo (end-to-end) mou MpocdEPETOL ATO TNV UTIOXPEWTLKN
umootnptén tou IPSec.

Kat emeldr) 6ev uTapxeL avaykn yla xprion tou mpwtokdAAou NAT, oL aduvauieg oto
dtpaplopa Twv MoKETWY Sgv umopouv TAéov va kKpudtolv. EmutAéov, cupdwva
LE TNV apxLTeKToVIKN IPv6, ol mUAec aodalelag (firewall) mpémel va unootnpilouv
v oAvoldbwty olvdeon emikedalibwv (header chaining) kal pnxaviopoug
petdBaong IPv4/IPv6 kat tng ouvimapéng Twv Vo mpwTtokOAwv. TENog, Sev pEmeL
va Slapayei n acddAela ywa to IPv4. Mpénet va Swoodaliotel otL, mapd thv
eMUMAéoV TIOAUTTAOKOTNTA TWV SIKTUOKWY TUAWV (gateways), Sev dnuloupysital
karmotla aduvapia.

H méumtn anelhn adopd T eMBECELC HE OKOTO TN HELWON amodoong HeE Xpron
erukedbaAibwv os katakeppatiopéva IPve maketa. Na va anodeuyxBel n anelln, o
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these, any IPv6 network administrator should follow the following best practices:

*  First of all, deny the IPv6 fragments destined to an internetworking device
which are used as a DOS vector to attack the infrastructure

¢ Secondly, ensure adequate IPv6 fragmentation filtering capabilities. For
example, drop all packets with a routing header if you don’t support
MIPv6. Next, all fragments with less than 1280 octets can potentially be
dropped, except the last fragment.

¢ And finally, all fragments should be delivered in 60 seconds. If not, they
should be dropped.

A sixth security threat is formed by protocol weaknesses. In IPv4, these weaknesses
can lead to IPv4 Level 3 — Level 4 spoofing, or IPv4 ARP and DHCP attacks. In IPv6,
this is no longer the case. However, the gateways between the two worlds remain a
serious target.

While level 3 spoofing remains the same, IPv6 addresses are globally aggregated.
This makes spoof mitigation at aggregation points easy to deploy. Spoof mitigation
is easier since the IPv6 address is hierarchical. However, the host part of the IPv6
address is not protected. For accountability, mapping of the IPv6 address to the
MAC address is needed.

In IPv4, ARP and DHCP attacks were able to subvert host initialization. In IPv6, ARP
is replaced by Neighbour Discovery. With Neighbour Discovery, attack tools such as
“ARP cache poisoning” disappear, but prevention tools such as DHCP snooping also
cease to be. Therefore, Secure Neighbour Discovery is a better solution.

Sloelplotng tou diktuou IPv6 Ba mpEmel va akoAouBroeTe TIg akoAouBeg BEATIOTEG
TIPOKTIKEG:

*  KOTAPXNV, VA HNV Emtpenoviol «Bpavopata» Tou Tipoopilovial o€
SIKTUOKEG OUOKEUNG Ta omola xpnolpomolouvtal yia DoS emibéoelg otnv
urnodoun,

e &eltepov, va efaodaAlotolv ol KataAAnAeg duvatotnteg dATpapiopatog
KOTOKEPUATIOUEVWY TIAKETWY IPV6. MNa mapddelypa, amnoppipte OAa ta
TakETa pe routing header, edv dev unootnpiletal to MIPv6. ITn cuvEXELa,
oAa ta Bpavoparta (fragments) makétou pe Ayotepo amd 1280 octets
UopoUV SuvnTIKA va amoppimTovtal EKTOGC ortd TO TEAEUTALO KOUUATL.

e Kat Ttélog, OAa Ta Kkoppatia Oa mpémel va mopadoBel oe 60
SdeutepoAemta.Av OxL, Oa TipEmeL va METEL.

H éktn anel\f acdalelag adopd TI¢ aduvapiec Tou MPwWTOKOAAoU. 3to IPv4, ol
aduvapieg autég¢ umopouv va obnynoouv ot mAactoypadnon (spoofing)
SteuBlvoewv IPv4 oto eninedo 3 kal 4 f IPv4 emiBosig ARP kat DHCP. 3to IPv6,
autd bev eival ediktd. Qotdoo, ol Siktuakeg TMUAeG (gateways) petafld twv SVo
«KOOUWV» TTAPAUEVOUV €va BacLKO 0TOXO.

Evw n mAaoctoypadnon oto eminedo 3 mapapével ta dla, ot SleuBuvoelg IPv6
aBpoilovtal oe maykooulo emninedo. AUTO KaBLOTA €UKOAOTEPN TNV QVILUETWIILON
Twv TnpoPAnudatwyv mAactoypadnong (spoof) ota onueia ouvaBpoilong. H
QVTLUETWTILON TG TAaotoypaynong (spoof) eival eukoAotepn kabwg n StevBuvon
IPv6 eival Llepapyikn. Qotoco, To TuNpa tng dievBuvaong IPv6 mou adopd To TeAKO
cuotnua dev mpootatevetal. Mo Adyoug eAéyxou (accountability) eival amapaitntn
n xaptoypdadnon tg dtevBuvong IPv6 pe t tiebBuven MAC.

310 IPv4, oL emBéoelg ARP kalL DHCP rtav oe Béon va avatpéPel TNV owoTth
apxlKomoinaon evog ocuotnuatog. 2to IPv6, To ARP avtikadiotatal anod to Neighbour
Discovery. Me to Neighbour Discovery, ta gpyaAeia eniBeong, onwg « ARP cache
poisoning» g€aleipovtal ala ta péoa mpoAnpng, Omwc n umokAomn (snooping)
DHCP emiong mavel va udlotavral. Q¢ anotédeoua, to Secure Neighbour Discovery
glval n kaAUtepn Aon.
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Also possible are DHCP version 6, which includes authentication, and Neighbour
Discovery with IPSec.

A final threat lies in Distributed Denial of Service attacks. Broadcast amplification
and ‘Smurf’ attacks, that operate by sending ICMP packets to broadcast addresses,
are eliminated in IPv6, because IPv6 uses global multicast addresses instead of
broadcast addresses.

Furthermore, IPv6 specifications forbid the generation of ICMPv6 packets in
response to messages to global multicast addresses. The danger of ICMP packets
with global multicast source addresses is still unknown.

To mitigate IPv6 amplification, any host implementation must follow RFC 2463 and
implement RFC 2827 ingress filtering. Finally, ingress filtering must be applied to all
IPv6 packets from an IPv6 multicast source address.

EruutAéov, eival emiong ediktd va xpnotpomnotnBei to mpwtdkoAo DHCP ékdoaon 6,
To omoio mep\apPavel Aettoupyieg tautonoinongn, kat to mpwtokoAo Neighbour
Discovery o auvSLaoud pe to mpwtdkoAho IPSec.

Mia tehevtaio amelll adopd TIG KATAVEUNUEVEC €MIBECELG yl TNV Apvnong
uninpeoiag (distributed denial of service - DDoS). Evioxuon He Xprnon TEXVIKWV
«broadcast” kat emiBéoelg «smurf», Tou mMou SnuUloupyolVTOL HE TNV OITOCTOAN
nakétwv ICMP oe SleuBuvoelg broadcast, éxouv e€aheldpBel oto IPV6 emeldn to IPv6
Xpnotwuomnolel maykoouleg SleuBuvoelg multicast avtl yia SieuBuvoelg broadcast.

ErutAéov, oL mpodiaypadEg IPve amayopeUouy Tn Snuoupyia twv makétwv ICMPv6
WG¢ ATAVTNON O£ HNVUATA PO¢ ayKOopLeg SleuBuvoelg multicast. O kivéuvog Twy
makeTwv ICMP pe xprion dteuBuvong anootoAng (source address) pLog mayKOoULOG
SteBuvong multicast eivat akopo ayvwortn.

Ma tnv aupAuveon evioxuon eniBéoswv oto IPv6, ta TeAkd cuothpata odeilouy va
0aKOAoUBEL TNV AstToUpyLKOTNTA TTOU TteplypadeTal ota RFC2463 kal va ebapuolouv
™G Aettoupyieg dAtpaplopatog €loepxOUevng Kivnong mou avadépetal oTo
RFC2827. Téhog, To GIATpAPLOUA TNG ELOEPXOUEVNG Kivnong TpEMeL va edpapuoleTal
oe OAa ta IPv6 makéta mou mpogpyovtal amd SievBuvon amootoAng pe IPvé
multicast.
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IP SEC

Just like IPv4 networks, IPv6 networks need to cope with multiple threats. But
unlike in IPv4, where IPSec is optional, in IPv6 the security infrastructure IPSec is
part of the protocol suite; a compliant implementation must support IPSec.

IPSec security services depend entirely on the mechanism of the authentication
header and the encapsulating security payload header. These headers are defined
for both IPv4 and IPv6. When used in IPv4, these security headers are added as
options to the normal IPv4 header. But while the use of IPSec is optional in IPv4, it is
mandatory in IPv6.

IPSec provides the following optional network security services:

x  data confidentiality: the IP sender can encrypt packets before sending
them across a network

x  data integrity: the IPSec receiver can authenticate packets sent by the
IPSec sender to ensure that the data has not been altered during
transmission. Key management requires a PKI infrastructure and a key
exchange mechanism such as the simplified Internet Key Exchange IKE
version 2. A new and simplified IKE, IKE version 2, will be available soon.

X data origin authentication: the IPSec receiver can authenticate the
source of the sent IPSec packets. This service is dependent on the data
integrity service.

X antireplay: the IPSec receiver can detect and reject replayed packets.

IP SEC

AkplBwg onwce Siktua IPv4, to Siktua IPV6 TIPEMEL VO QVTIUETWITIOOUV TTOAAQTIAEG
amelAég. AM\@ oe avtiBeon pe to IPv4, 6mou n umootnplen Ttou IPSec eival
TIPOALPETLKA, 0To IPV6 n umootnplén tou IPSec elval pépog Tou MpwTtokoAAou. Mia
TIA PN uAomoinon MpéEneL va untootnpilel to IPSec.

Ou umnpeoieg IPSec efaptwvtal €€ OAOKANPOU QMO TOV HUNXAVIOUOUG TIOU
oxetixovtal pe tnv emkedalidba tautomoinong (authentication header) kat tnv
emukedaAiba acdaloug evBuldkwong Tou wdEAMou doptiou (encapsulating
security payload header). Ot U0 emikedadideg opilovrat T6co yla to IPv4 660 Kal
yla IPv6. Otav to IPSec xpnoitomoleital oto IPv4, ot emikepalibeg aoddalelag
nipootiBovtal wg emloyég (options) otnv kUpla emikedaAida IPv4. Ouwg, evw n
xpnon tou IPSec sival mpoalpeTikr) o€ IPv4, elval UTIOXPEWTLKH yLa To IPV6.

To IPSec mapExeL TIG AKOAOUBOEC TTPOALPETIKEG SLKTUAKEG UTINPECLEC aodaleLag:

*  gumotevTikotnTa Sedopévwy (data confidentiality): o amootoAéag pmopsei
va KpumtoypadrosL ta makETa IP mpLv amod tnv amootor] Toug ato Siktuo

e akepalotnta Twv OSedopévwv (data integrity): o &éktng umopel va
TOUTOTIOLOEL TA TIOKETA TIOU QTOCTEAAOVTOL OO TOV QATOOTOAEQ TIOU
xpnotpomolel IPSec wote va Slaodpaliotel OtL ta Sedopéva dev £xouv
oAoytel katd tn petadopd touc. H Siaxeipion twv KAswdwwv (key
management) amawtel tnv Umapén umodopng KPlI kat éva Paoikd
punxaviopo ovtalayng KAeWSlwy, énwe to «amlomnolnuévo» Internet Key
Exchange €k&oon 1 ev cuvtopia IKE v2. To véo amhouaoteupévo IKEv2 Ba
elvat olvtopa StaBéaopo.

* tautomnoinon mpoéAeuong Twv dedopuévwy (data origin authentications): o
napaAnmTnG Sedopévwy pmopel eAéyéel TNV TINyn TwvV TAKETWVY TOU
npowbnos éva amoocoTAfag He xpnon tou IPSec. H umnpecia auth
gfaptdtol amoé tnv umnpecia tng SlooddAlong tNg AKEPALOTNTAG TWV
Sedopévwy (data integrity service).

e antireplay: o mapaAnmtng umopeil va avixveloel kal va amoppidel ta
TIAKETO TIOU €X0UV evamoindOet.
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IPSec allows data to be sent across a public network without observation,
modification, or spoofing. IPsec functionality is essentially identical in both IPv6 and
IPv4.

However, IPSec in IPv6 can be deployed end-to-end. Data may be encrypted along
the entire path between a source node and a destination node. With IPsec, IPv6 is
less likely to fall victim to a sniffing attack or a man-in-the-middle attack than IPv4.

Additionally, to prevent IPv6 routing attacks, IPSec can secure protocols such as
OSPF version 3 and RIP new generation. Therefore, network implementers should
enable IPSec in every IPv6 node, potentially making the networks more secure.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue, click ‘Next’.

To IPSec emutpénel ota 6edopéva va otaloUv o €va Snuoolo Siktuo xwpig
Tapatnpnaon, tpomomnoinan, f mMhactoypddnan. H Aettoupykotnta IPsec eival kat’
ouactiav tautdéonun yla to IPv6 kat IPv4.

Qot6o0, to IPSec oto IPv6 umopel va edpapupootel and akpo o€ dkpo (end-to-
end). Ta 6edopéva pmopouv va kpumtoypadpnBolv oe 6o To UAKOG TNG SLadpoung
METAEL TOUu amooToAéa Kol Tou mapaAnmtn. Me 1o IPSec, n €mikowwvia TAVW amo
IPV6 gival Ayotepo mibavo va emnpeactel ano enibeong sniffing i emiBeon “man-in-
the-middle” oe oxéon pe to IPv4.

EmutAéov, yla Thv anotpori enbécewv SpopoAoynong oto IPv6, To IPSec pmopet va
e€aodalioel mpwtokoAAa, 6mwg to OSPFV3 kal RIPng. Q¢ ek ToUTOU, OL SLOXELPLOTEG
Tou SiktUou Ba mpémel va evepyomololv to IPSec oe kaBe kouPBo IPv6, mbavwg
kaBlotwvrtag Ta o achadn diktua.

Erulé€te €va 5L1adpaoTikoO oToLXElO YLl EPLOOOTEPEG AEMTOUEPELEG 1| SOKLUAOTE TIG
YVWOELG emNéyovTag To Koupmi “Test”. Ma va ocuvexioete emilé€te to Kouurl
" 4
Next”.
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6DEPLOY Module 6: IPv6 Routing, mobility and management

INTRODUCTION

Welcome to this module about IPv6 routing, mobility and management.

At the end of this module you will be able to list the Interior and the Exterior
Gateway Protocols that have built-in IPv6 support. You will also be able to explain
how these routing protocols function.

Also, you will be able to describe Mobile IPv6 and to explain its operation.

Finally, you will be able to describe the changes that IPv6 brings to network
management.

Click the ‘Next’ button to continue.

6DEPLOY Evatnta 6: ApopoAdynon, Kivntikotnta kat Ataxeipion oto
NPWTOKOAAO IPV6

Elcaywyn

KaAwg npBate otnv evdtnta yla tv SpopoAdynon, tv Kwntnkotnta Kot tnv
Slaxeiplon oto mpwtdkoAlo IPv6.

2To TENOG QUTNG TNG €voTnTag Ba UMopeite va amaplOUnoeTe Ta MPWTOKOAAQ
Interior Gateway (IGP) kot Exterior Gateway (EGP) mou umootnpilouv TO
TPWTOKOAAO IPv6. Emtiong Ba pmopeite va e€nyrnoete mwg AELTOUPYoUV TO TTAPATIAVW
TIPWTOKOAAQL.

Akopa Ba pmopeite va neplypaete to mpwtokoAAo Mobile IPv6 kat va g€nyrjoete
TOV TPOTMO Aettoupyliag tou.

TéNog Ba pmopeite va meplypadete tig aAAayég mou GEPVEL TO MPWTOKOAAO IPV6
oTov Topéa TG Slaxeiplong SikTuwv.

MatAote TNV emiloyn “Next” yla va cuve)ioeTe.
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ROUTING PROTOCOLS

To enable scalable routing, IPv6 supports existing Interior Gateway Protocols, or
IGPs, and Exterior Gateway Protocols, or EGPs for short. The longest prefix match is
the basis for routing algorithms in IPv6, exactly like in IPv4.

An IGP or Interior Gateway Protocol is an Internet protocol which distributes routing
information among routers or gateways within an autonomous system.

The most commonly used IGPs are:
*  the Routing Information Protocol, known as RIP
* the IS-IS protocol, which stands for Intermediate System to Intermediate
System Protocol
* and OSPF, or Open Shortest Path First Protocol.

For IPv6, the RIP protocol has been extended to what is called “RIPng”, which stands
for “Routing Information Protocol Next-Generation”. This protocol works in the
same way and offers the same benefits as RIP version 2 in IPv4. IPv6 enhancements
to RIP include support for IPv6 addresses and prefixes, such as “next hop IPv6
addresses”.

RIPng uses the “all-RIP routers” multicast group address FF02::9, as the destination
address for RIP update messages. As the transport layer for the protocol messages,
RIPng uses IPv6. Each address specified as a next hop must be a link-local address.

IS-IS is an IGP routing protocol. The new IPv6 routing capability has been added to
the existing IS-IS protocol.

Exchanging IPv6 routing information using the IS-IS routing protocol is accomplished
by adding 2 new type-length-values, or TLVs:
*  « IPv6 Reachability » and

MNpwtokoAAa ApopoAdynong

Mo va Kavomoloel TNV amaitnon yw oAyopiBuoug OSpopoldynong mou
KALLOKWVOUV LKOVOTIOLNTLKA, TO TPWTOKOAAO IPv6 umootnpilel Ta umdpyovia
TiPpWTOKOAAa IGP kot EGP. Omwg Kat aTo IPv4 To KpLTrpLo yla Thv dpopoAdynon sival
1o peyaAUtepo Suvatd Taiplaoua mpobEuatod.

To IGP eival éva SIKktuako mPwTtokoAAo mou Slavépel mAnpodopieg SpopoAdynong
0TOUC SpOHOAOYNTEG KalL TIG TTUAEC EVOC AUTOVOUOU SLKTUOU.

Ta o Stadebopéva mpwtokoAAa IGP elval ta g€n¢:
* 1o Routing Information Protocol (RIP)
* 1o Intermediate System to Intermediate System (IS-IS)
* 10 Open Shortest Path First (OSPF)

Mo to IPv6, to mpwtdkoAo RIP éxel emektabei oto “RIPng”, n aAwg “Routing
Information Protocol Next-Generation”. To mpwtdkoAAo autd Aettoupyei e Tov 8Lo
TPOmo Kal mpoodEpel Ta (Sla mMAsovekTHHata OMwe Kot n Seltepn £kdoon TOu
TipwTtokoAAou RIP yla to IPv4. OL enektdoelg tou RIP mepl\apfdavouv umoothplén
yla SleuBuvoelg kat mpoBéuata IPv6, omwg to “next hop IPv6 addresses”.

To RIPng xpnotuormolel tnv 8tevBuvon multicast “all-RIP routers” (FF02::9) wg
Tipooplopd yla ta pnvupata RIP update. Qg eminedo petadopdc ya ta unvopota
Tou TpwWTokOAMou To RIPng xpnowuomoleli to IPv6. KdBe 6ievBuvon mou
xapaktnpiletal wg next hop mpénel va eivat StebBuvon link-local.

To IS-IS eival éva mpwtdkoAo dpopoldynong IGP. Auvatotnta §popoAoynong yla
10 IPV6 €xeL mpooteBel oto 6N umdpyov MPWTOKOAAO.

H avtaAlayn mAnpodopiag oxeTikn He tnv Spopoldynon tou IPv6, oto mpwtdkoAAo
IS-IS, emmutuyXdvetal Pe TV mpocdnkn Twv 2 mapakdtw type-length-values, i TLVs
yla cuvtopia:
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*  «|IPv6 Interface Address ».

A new IPv6 protocol identifier has also been added to IS-IS.

Most of the algorithms of Open Shortest Path First protocol or OSPF version 3 are
the same in OSPFv2. Still, some changes have been made in OSPFv3. More
specifically, they handle the increased address size in IPv6 and the fact that OSPFv3
runs directly over IPv6.

Because OSPFv2 is heavily dependent on the IPv4 address for its operation, changes
were necessary in the OSPFv3 protocol to support IPv6.
Some of the notable changes include:

*  OSPFV3 runs per-link rather than per-subnet,

* and offers explicit support for multiple instances per link.

* Addressing semantics are removed,

* alink-local flooding scope is added

* and changes are made in authentication and packet format.

Like RIPng, IPv6 OSPFv3 uses IPv6 for transport and uses link-local addresses as
source address.

All routers running OSPF should be prepared to receive packets sent to the
"ALLSPFRouters" multicast group address FF02::5, which has the following format.
But the Designated Router and the Backup Designated Router must also be
prepared to receive packets destined to the "ALLDRouters" multicast group address,
which has the following format.

* 10 “IPv6 Reachability”
* 10 “IPv6 Interface Address”

Emiong oto mpwtdkoAho IS-IS €xel mpootebel €va vEO QvVayVWPLOTIKO ylo TO
TIPWTOKOAAO IPV6.

OL meplocotepol amd toug aAyopiBuoug tou OSPFv3 eival iSlol pe TOUG
avtiotolyoug adyopiBuoug yia to OSPFV2. Map’ 0Aa autd umnpEav KATOLEG AANQYEG
otnv tpitn £€kdoon tou OSPF. Mo cuykekpluéva to OSPFV3 €xeL tnv Suvatdtnta va
XElpiletal tov peyalutepo xwpo SleuBlvoewv tou IPv6, evw emiong Asttoupysl
TIAVW Ao To MPWTOKoAAo IPV6.

Emeldn 1o OSPFV2 epdavile peydAn e€aptnon and to IPv4 katd tnv Asttoupyia tou,
Atav amapaitnto va yivouv kamoleg alayég wote to OSPFv3 va umootnpilel to
IPv6.
MepLKEG ard TIC TTLO ONUAVTIKEG aAayEg elval oL e€AC:

*  To OSPFv3 Asttoupyei avd tomiké cUvEeopo Kal OxL ava UTIOSIKTUO

* [Mpoodépel umootrpLén yla TOAATAQ OTLYULOTUTIA VA GUVEEGO

*  Exouv adaipebel ta addressing semantics

* ‘ExeLnmpootebei éva link-local scope

*  AMNayég €xouv yivel emiong katl otnv dltadkaoio Tautonoinong kKabwg Kat

oTnV SOUN TWV TTAKETWV.

Onwg kat oto RIPng €tol kat to OSPFv3 xpnowuomolei to IPv6 oto eminedo
petadopag kabwg kat link-local SteuBuvoelc wg SteuBuvoelg mpoéleuaongc.

‘OMot oL Spoporoyntég mou xpnotuomololv to OSPF Ba mpénel va eival tkavol va
Aappavouv makéta otaApéva otnv SlevBuveon multicast “ALL SPF Routers” (F02::5)
n omola £xeL TNV MapakAatw dour. Akopa o oplopévog (designated) SpopoAoyntnig
kat ot ededpikoi oplopévol (designated) Spopoloyntéc Oa mpémel vo eivat
TiposTolpaopévol va AdBouv makéta otaApévo otnv  SievBuvon multicast
“ALLDRouters” n omola £xeL TV mopakdtw Soun.
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OSPFv3 is an IPv6-only protocol, but there is some work-in-progress about
extensible mechanisms to enable it with the support for different address families.

An EGP or Exterior Gateway Protocol is a protocol which distributes routing
information among border routers of different autonomous systems.

Multiprotocol Border Gateway Protocol is a multiprotocol EGP which became the
standard in the IPv4 and IPv6 Internet.

Only three pieces of information carried by BGP are IPv4 specific:
* the NEXT_HOP attribute, which is expressed as an IPv4 address,
*  AGGREGATOR, which contains an IPv4 address,
® and Network Layer Reachability Information, which is expressed as an IPv4
address prefix.

In other words, to provide backward compatibility, as well as simplify the
introduction of the multiprotocol capabilities into BGP-4, two new optional
attributes were created:,

¢  Multiprotocol Reachable NLRI

* and Multiprotocol Unreachable NLRI

The first attribute is used to carry the set of reachable destinations together with
the next hop information to be used for forwarding to these destinations. The
second one is used to carry the set of unreachable destinations.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘Test’ button. To continue, click ‘Next’.

To OSPFv3 eival éva mpwtokoAo mou umootnpilel pévo to IPv6, OpwG ival os
€€ENLEN TPOOTIABELEG YLOL TNV EMEKTACN TOU WOTE va Yivel cupBato Kol Pe AANEG
OLKOYEVELEC SlevBUVoEWV.

To EGP elval éva mpwtokoMo Tmou Slavépel mAnpodopleg SpopoAoynong
ouvoplakwyv Spoupohoyntwv (border routers) SLaOPETIKWV  AUTOVOUWV
CUOTNUATWV.

To Mutliprotocol Border Gateway Protocol sival éva mpwtokoAo Spouoloynong
EGP mou umootnpilel moAd& mpwtokoAa petadopeag Katl To omoio kablepwOnke
1600 yla to IPv4 600 Kat yla To IPv6.

Movo tpia otolyelo Tou BGP oxetilovtal amoKAELOTIKA WE TO IPv4:
*  To xapaktnplotiko “NEXT_HOP”, mou ekdpaletal wg pia Stevbuvon IPv4
* To “AGGREGATOR”, mou mepléxel pia StevBuvon IPv4
* To “Network Reachability Information”, mou ekdpdletal wg mpdOepa piag
IPv4 81ebBuvong

Me aAAa Adyla, yla va uTtdpxel cupBatotnTa e MPonyoU UEVO TIPWTOKOA KaBwg
Kal ywa va oamlomownBel n elwoaywyn SuvVATOTATWY UMOOTAPLENG TOANATAWY
TPWTOKOAAWV oTo BGP-4, dnuloupynbnkav 2 véa XopaKTnPLOTIKA:

*  To Multiprotocol Reachable NLRI

*  To Multiprotocol Unreachable NLRI

To MPWTO XaPAKTNPLOTIKO Statnpel Tig leuBUvoelg pe TG omoleg eivat ediktr n
eMkowwvia Kabwg kot tnv mAnpodopia next hop, n omoia Ba mpowbnBel otig
SleuBlvoelg autég. To Seutepo Slatnpel TG dleuBuvoelg pe TG omoleg Sev eival
€DLKTA N EMLKOWVWVLAL.

Erulé€te €va 6LadpaoTikO oToLXElO YL EPLOOOTEPEG AEMTOUEPELEG 1| SOKLUAOTE TIG
YVWOELG emAéyovtag To kKouprmi “Test”. Ma va ocuvexioete emilé€te to Kouuri
" ”
Next”.
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MOBILITY

Mobile IP is an IETF standard that allows mobile devices to move around without
breaking their existing connections. In IPv4, the mobility function must be added as
a new feature. In IPv6, mobility is built in and any IPv6 node can use mobility as
needed.

Mobile IPv6 is derived directly from Mobile IP, but it does not use IP encapsulation
as in IPv4. In IPv6, the extension header for Mobile IP is used, more specifically the
Destination Options header. This way, triangle routing is avoided. IPv6 mobility is
thus much more efficient for end devices in IPv6.

Other IPv6 innovations have also significantly simplified procedures.

% Stateless autoconfiguration,

% the Neighbour Discovery Protocol
and the authentication and encryption mechanisms, ... make sure Mobile IPv6 will
be much easier to implement and use than Mobile IPv4.

Mobile IPv6 will operate as follows:

A mobile host can change its access point to the Internet while still being reachable
under its home address. The home address is the static IP address of the mobile
host, valid at its home network.

IP packets addressed to the home address of a mobile node are transparently
routed to its C/o- or care-of address. This is the temporary IP address of the mobile
host, thus the IP address associated with a mobile node when it is visiting a
particular subnet other than its own. Packets are routed from the home address to

Kwntikétnta (Mobility)

To Mobile IP eival éva mpdtuno (standard) to omolo emiTpmel ot GopnTEG
OUOKEUVEC VAL LETOKLVOUVTAL SLOTNPWVTAG TG UTIAPXOUCEG GUVSEGELG TOUG. 2To IPv4
n Kwntkotnta (mobility) mpémel va mpooteBel wg VEO XapaKTnpLOTLKO. AvtiBeTa oTo
IPV6 UTLAPXEL EYYEVHG UTIOOTAPLEN AELTOUPYLWV KLVNTIKOTNTAG Kol KABe koupog IPve
UTopEl va TNV XPNOLUOTIOLAOEL OTIOTE £lval anapaitntn.

To Mobile IPv6 mpogpxetat amd to Mobile IP alMd 6ev xpnolgomolei tnv
evBuAGKkwon (encapsulation) makétwy IP éntwg oto IPv4. 3to IPV6 xpnolpomoleital n
enikepalida eméktaong (extension header) ylia to Mobile IP kal edikotepa n
enwkepalida «Destination Options». Me Tov TpOTO AUTO anodeVYETAL N TPLYWVLKNA
SpopoAldynon (triangle routing). H kivntikotnta oto IPv6 eivat mA£ov To amodoTikh
YLOL TLC TEALKEG CUOKEUEG.

MNepattépw Kalvotopieg tou IPv6 €xouv e€icou QIMAOMOLACEL TOUG QTOPOITNTOUG
pUNXaviopolg Omwe :

¢  Stateless autoconfiguration

* Neighbor Discovery Protocol
EVW Ol pnxaviopol Tautomnoinong kat kpumrtoypadnong, ... ... KAvouv eudaveg OTL TO
Mobile IPv6 Ba eival eukoAdTepo va uAomolnBel kal va xpnotuomnolnbel oe oxéon Ue
t0 Mobile IPv4.

To Mobile IPv6 Ba Aettoupyei pe tov akdhouBo tpodmo:

‘Eva KvoUpevo teAko auotnua (host) umopet va petafaAAeL To onpeio mpocPaocng

Tou oto SLadikTtuo MopapEVOVTAG OUWG TIPOCPRACLUOG Ao tnv olkeia SlevBuvaon
(home address). H owkela 6tevBuvon (home address) eivat n otatikny dtevBuvon IP
€VOG KIVOUEVOU CUOTHAHATOG, N omnola eivat £éykupn oto owkeio (home) diktuo Tou.

To IP MOKETO TTOU €XOUV WG TTPOOPLOWUO TNV olkeia SlelBuvon (home address) evog
KwoUpevou cuotriuatog Sdpopoloyouvtal, pe Stadavh tpomo, otn SievBbuvon
dofeviag (C/o 1 care-of address) tou teAlkol ouotipatoc. H 6evBuvon
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this care-of address by an entity called the home agent.

Mobile IPv4 tracks a moving host by registering the presence of the host with a
foreign agent; the home agent then forwards packets to the remote network. With
IPv6, mobile IP has no foreign agent C/o- or care-of addresses.

The association between or binding of the home address and the care-of address
allows any packets destined for the mobile node to be directed to this care-of
address. A binding cache, then, is a cache that retains previously acquired care-of
addresses.

The care-of address is registered with the home agent using a binding update
message, sent by the node to the home agent; and a binding acknowledgement
message, sent by the home agent to the node in order to confirm the update.

To achieve this kind of host mobility, Mobile IPv6 defines four new IPv6 destination
options:

- a binding update option

- a binding acknowledgement option

- a binding request option

- and a home address option

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘test’ button. To continue, click ‘next’.

d\oeviag (care-of address) eival pila mpoowpvry SievBuvon IP kol n omoia
QVTLOTOLXEL OTOV KlvoUPEVO cUotnua otov cuvdéetal os umodiktua SladopeTikd
arnd 1o olkeio Siktuo tou. Ta makéta Spopoloyolvral amod Tnv olkeia StevBuvon
(home address) otn &levBuvon dloteviag (care-of address) amod pio Aettoupyikn
OVTOTNTA TIOU OVOUALETOL OLKELOG avTimpoownog (home agent).

>to Mobile IPv4 evtomiletal €évav KWoUUEVO TEAKO cUoTnua Otav SnAwvel Tnv
TIAPOUGLa TOU Og £vav AMOUOKPUOHEVO ekmpoowro (foreign agent). Ev cuvéxela, o
owkelog ekmpoowmnog (home agent) AmOCTEAAEL TA TMOKETA OTO QTMOAKPUOHEVO
Siktuo. 3to mobile IPv6 oL &leuBuvoelg ¢hofeviog (care-of address) mou
arobibovtal amd Tov amopoKpuouévo aviutpoowrno (foreign agent) £xouv
KatapynOel.

H cuoyétion petalV tng owkelag SievBuvong (home address) kat tng dievBuveong
d\oeviag (care-of address) emitpénel oe KABe MOKETO MOU TPoOopIleTaAl ylo TOV
KwvoUpevo kopuBo va popoloyeitatl otnv SteBuvong dlogeviag. A taxeio pvAun
Seopeloswv (binding cache) amotelel tn pvAun mou Swatnpei tn SeBuvon
dhofeviag (care-of addresses) mou €xeL TpoNyoUUEVWC amokThOeL.

H 6evBuvon o¢\ofeviag (care-of address) €xel kataypadel amoé tov olkeio
avtupoowno (home agent) pe t xprion pnvopatog «binding update», to omolo
arnootEAAETaL and Tov KOUBOo otov olkelo avtutpocwno (home agent), kaBwg kat pe
™ xpnon evog pnvupatog binding acknowledgement, to omoio amooté\etal anod
tov home agent otov kOpuPo wote va eriPepatwOsei n evnuepwon.

Mo va entevyBel avtol tou eiboug n kwvntikdtnTa, To Mobile IPv6 opilel Teaoeplg
VEEG ETUAOYEG yLO TIPOOPLOUOUG IPV6.

*  Tnvemhoyn binding update

*  Tnv emloyn binding acknowledgement

*  Tnv emloyn binding request

*  Tnvemoyr home address

Erulé€te éva 6L1adpaoTikO oTolXelo Yl MEPLOCOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TIG
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YVWOELG eTAEyovVTaG TO Koupmi “Test”. MNa va ouvexloete emAé€te To Koupmi
" "7
Next”.

NETWORK MANAGEMENT

As the main management standard used for IPv4 networks is SNMP or Simple
Network Management Protocol, an obvious goal to pursue was to make SNMP
management also available for IPv6 and by means of IPv6.

Today many network vendors support SNMP over IPv6 and routers can be
monitored in an IPv6-only environment. Equipment still not supporting SNMP over
IPv6 can be managed over IPv4 as most IPv6 networks are running dual stack
nowadays.

SNMP relies on Management Information Bases or MIBs. These MIBs also need to
be able to collect IPv6 information. In 1998, a textual convention was defined for
IPv6 addresses only. This approach was chosen at the beginning of the IPv6
development. This made managing the IPv6 network without changing the existing
MIBs possible.

For instance, in 1998, the IPv6 MIB, the ICMPv6 MIB, the TCP over IPv6 MIB and the
UDP over IPv6 MIB were published. But this approach implied the partition of IPv4
and IPv6 MIBs. In other words, it would take double the effort to get all
Management Information Bases ready for both versions of IP.

Fortunately, another approach is underway. It is based on a “unified MIB
convention” where the same MIB can handle both IPv4 and IPv6. To be able to
achieve this, the address data structure had to be changed again. Depending on the
vendor, different MIB versions can be implemented.

Awaxeiplon Awktuou

To onuavtikotepo npdtumo Slayxeiplong mou xpnotpormnoleital o Siktvua IPv4 eival
1o SNMP 1 aAAwwg Simple Network Management Protocol. Mia mpodavig cuvénela
Tou mopandavw eivat n embiwén va enektabel to SNMP wote va umootnpllel To
IPv6.

YAuepa toAAol mpounBeutég SikTuakwy UTtnPecLwy umootnpilouv SNMP navw ano
IPv6 kal ol popoloynteg pmopouv mA£ov va rapakolouBouvtal (monitored) péow
evog TmeplBallovioc mou umootnpilel povo IPv6. JUOKEUEC oL omoieg Oev
urootnpifouv SNMP mtdvw amo IPv6 pmopouv va eAéyxovtal pécw IPv4 Sedopévou
OTL Ta Meploootepa Siktua otnpifovtal os uPPLEIKEG UAoToLoelg SLMANG otolfag
(dual stack).

To SNMP otnpiletal ota Management Information Bases ] MIBs. Ot MIBs mpémnet va
elval waveg va ouAAéyouv TAnpodopieg yat to IPve. To 1988, opiotnke cupBacn
mou mepléypade amnokAelotikd SteuBivoelg IPv6. AUt n mpoogyylon emAEXONnkKe
OTIC OpXEG TNG avamtuéng tou TmpwTtokOAhou IPv6 Kkal emétpede t Slaxeiplon
Stuwv IPV6 xwplic va xpetaletal petaBoAr] otig ndn umdapxouoeg MIBs.

Mo mapadeiypa, to 1988 Snuoocieldnkav ot IPv6 MIB, ICMPv6 MIB, TCP over IPv6
MIB kaL to UDP over IPv6 MIB. H mpoogéyylon oaut Ouwg TpoUmobete tnv
Sladpopomnoinon twv IPv4 kat IPv6 MIBs. Me al\a Aoyla Ba émpemne va damavnBet
S\ mpoomndBela ya va umootnpiéouv OAeg ol MIBs kot Tig U0 €kSOCELS TOU
TiPWTOKOAAOU IP.

Eutuxwg pia GAAn mpooéyylon Bplokdtav ota okapld. Xtnpllotav oe cLBAGCN OV
adopoloe pia eviaia MIB (unified MIB), omou n it MIB pmopet va g§umnpetrost
1600 To IPV4 600 KOl To IPV6 MpwTtoKoANo. lNa va To eMLTUXEL, n Sour Tou «address
data» £npene va petaBAnOei ek véou. Avaloya HE TOV KATAOKEUAOTH £EOMALOUOU,
Sladopetikég MIB pmopoloav mA€ov va uAomotnBouv.
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SNMP is the most used protocol for fault management. However, network
management covers many other aspects, including accounting. The IPFIX standard
supports IPv6 flow monitoring. Moreover, certain proprietary protocols were
updated to support IPv6 flow export. For example Netflow v9 can export IPv6 flows.

Configuration management can also be done over IPv6. The TELNET, SSH, FTP and
TFTP protocols were updated and can be used to manage routers configuration over
an IPv6-only network.

Even if IPv6 counters are not always updated and IPv6 network management still
has missing components, because not all MIBs are being supported, there are plenty
of tools capable of managing an IPv6 network. Today, getting a good view at what is
happening in an IPv6 network is possible.

Click one of the items on the screen for more details. Or test your understanding by
clicking the ‘test’ button. To continue, click ‘next’.

To SNMP eival to mo Stadedopévo mpwtdkoAo yia tn Staxeipion oboApdtwy
(fault management). Ouwg n Stoxeipon SIkTOWY KAAUTITEL TTOAOUG aKOpA TOUELG
cuumneplapPBavopévou Kal Tou «accounting» . To mpotumo IPFIX umootnpilet tov
éleyxo powv IPv6. AkOpa peplka  “KAelotd”  (proprietary) mpwtOkoAAa
avaBabuiotnkav yla va untootnpifouv tnv e€aywyn powv oe IPv6. MNa napadelypa
to mpwtokoAo Netflow ékdoon v9 pmopet va e€ayel posg IPv6.

H O&uaxeipion ouykpotnong (configuration management) pmopel emiong va
npayuatoroinBel péow IPv6. Ta mpwtdékoMa TELNET, SSH, FTP, TFTP
avaPabulotnkav Kkal pmopolV va xpnolwomolnBolv yla va  eAéyxouv Tnv
Slapopdwaon evog Spopoloynth HEow evog Siktuou IPV6.

Akopa kot ov oL IPv6 counters &gv evnuepwvoOVvTOL TAVTO KAl aAmouclalouv
ONUAVTIKA cuoTatika the Sdlaxeiplong diktuwy, kabBwg Sev umootnpilovtal OAeg oL
MIBs, umtapxel mAnBwpa epyaleiwv mou propolv va Stoxelplotolv éva IPv6 diktuo.
JTIG PEPEG Hag eival TTAEOV €PIKTO va OXNUATACEL KOVeEiG pio KaAr ewova yla thv
katdotacn evog IPv6 Siktuou.

EruAé€te €va SLaSPAOTIKO OTOLKELD YLl IEPLOOOTEPEG AEMTOUEPELEG 1 SOKLUAOTE TLG
YVWOELG €TAEyOVTaG TO Koupmi “Test”. MNa va ouvexloete emAé€te To Koupmi
“" 4
Next”.

For any comments or corrections regarding the translation of the English text to Greek, please
a message to the email address “aliako@grnet.gr”

la axoAia mou apopouv TNV UETAPPAON OTa EAANVIKA, TapakaAw OTelATe uivuua atnv
nAektpovikn dtevduvon “aliako@grnet.gr”
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