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C o p y . . .  R i g h t s
• T h i s  s l i d e s et  i s  t h e o w n ers h i p o f  t h e 6D epl o y  pro j ec t  v i a i t s  

part n ers
• T h e P o w erpo i n t v ers i o n  o f  t h i s  m at eri al  m ay  b e reu s ed  an d  m o d i f i ed  

o n l y  w i t h  w ri t t en  au t h o ri z at i o n
• U s i n g  part  o f  t h i s  m at eri al  m u s t  m en t i o n  6D epl o y  c o u rt es y
• P D F  f i l es  are av ai l ab l e f ro m  w w w . 6d epl o y . o rg  
• L o o ki n g  f o r a c o n t ac t  ?
• M ai l  t o  :  m art i n . po t t s @ m art el -c o n s u l t i n g . c h
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C o n t r i b u t i o n s  o r i g i n a l  s l i d e s
• Ma in  a uth or s

– Jea n -Ma r c  B a r oz et,  C is c o,  F r a n c e
– F a yc a l H a dj ,  C is c o,  F r a n c e
– Pa tr ic k  G r os s etete,  A r c h  R oc k ,  F r a n c e
– G un ter  V a n  de V elde,  C is c o,  B elg ium
– B er n a r d T uy,  R en a ter ,  F r a n c e
– L a ur en t T outa in ,  E N S T -B r eta g n e – IR IS A ,  F r a n c e

• C on tr ibutor s
– O c ta vio Medin a ,  E N S T -B r eta g n e,  F r a n c e
– Moh s en S ouis s i,  A F N IC ,  F r a n c e
– V in c en t L evig n er on ,  A F N IC ,  F r a n c e
– T h om a s  N oel,  L S IIT ,  F r a n c e
– A la in  D ur a n d,  S un  Mic r os ys tem s ,  U S A
– A la in  B a udot,  F r a n c e T elec om  R & D ,  F r a n c e
– B ill Ma n n in g ,  IS I,  U S A
– D a vid K es s en s ,  Q w es t,  U S A
– Pier r e-E m m a n uel G oif f on ,  R en a ter ,  F r a n c e
– Jér ô m e D ur a n d,  R en a ter ,  F r a n c e
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Contributions 6Deploy Version
• M ai n  au t h o rs :

– B ert  H ab raken ,  Ci s c o ,  N et h erl an d s



A g e n d a

IPv6 Mobility Module
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A g end a
• I P v 6 M o b i l i t y
• M o b i l e I P v 6 Sec u ri t y  O v erv i ew
• M o b i l e I P v 6 @  Ci s c o
• I m pl em en t at i o n s  an d  I n t ero perab i l i t y
• A d h o c n et w o rki n g  pro t o c o l s
• M A N E T  O SP F v 3  ex t en s i o n s



IPv6 M o b i l i t y

IPv6 Mobility Module
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M obility O v erv iew
• M o b i l i t y  i s  m u c h  w i d er t h an  “n o m ad i s m ”
• K eep t h e s am e I P  ad d res s  reg ard l es s  o f  t h e n et w o rk t h e eq u i pm en t

i s  c o n n ec t ed  t o :
– reac h ab i l i t y
– c o n f i g u rat i o n
– real  m o b i l i t y

• D i f f i c u l t  t o  o pt i m i z e w i t h  I P v 4  (R F C 3 3 4 4  P S)
• U s e f ac i l i t y  o f  I P v 6:  M I P v 6 (R F C 3 7 7 6)
• N et w o rk M o b i l i t y  (N E M O ) B as i c  Su ppo rt  P ro t o c o l :  R F C3 9 63
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I P v 6 M obility ( M I P v 6)
• I P v 6 m o b i l i t y  rel i es  o n :

– N ew  I P v 6 f eat u res
– T h e o ppo rt u n i t y  t o  d epl o y  a n ew  v ers i o n  o f  I P

• G o al s :
– O f f er t h e d i rec t  c o m m u n i c at i o n  b et w een  t h e m o b i l e n o d e an d  i t s  
c o rres po n d en t s

– R ed u c e t h e n u m b er o f  ac t o rs  (F o rei g n  A g en t  (I P v 4 ) n o  l o n g er 
u s ed  )

• M I P v 6:  R F C 3 7 7 6
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G enera l Consid era tions
• A  g l o b al l y  u n i q u e I P v 6 ad d res s  i s  as s i g n ed  t o  ev ery  M o b i l e N o d e 

(M N ):  H o m e A d d res s  (H A )
• T h i s  ad d res s  en ab l es  t h e M N  i d en t i f i c at i o n  b y  i t s  Co rres po n d en t  

N o d es  (CN )
• A  M N  m u s t  b e ab l e t o  c o m m u n i c at e w i t h  n o n  m o b i l e n o d es
• Co m m u n i c at i o n s  (keep l ay er 4  c o n n ec t i o n s ) h av e t o  b e m ai n t ai n ed  

w h i l e t h e M N  i s  m o v i n g  an d  c o n n ec t i n g  t o  f o rei g n  (v i s i t ed ) n et w o rks
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M a in f ea tures/ req uirem ents of  M I P v 6
• CN   c an :

– P u t / g et  a B i n d i n g  U pd at e (B U ) i n / f ro m  t h ei r B i n d i n g  Cac h e
– L earn  t h e po s i t i o n  o f  a m o b i l e n o d e b y  pro c es s i n g   B U  o pt i o n s
– P erf o rm  d i rec t  pac ket  ro u t i n g  t o w ard  t h e M N  (R o u t i n g  H ead er)

• T h e M N ’s  H o m e A g en t  m u s t :
– B e a ro u t er i n  t h e M N ’s  h o m e n et w o rk
– I n t erc ept  pac ket s  w h i c h  arri v e at  t h e M N ’s  h o m e n et w o rk an d  
w h o s e d es t i n at i o n  ad d res s  i s  i t s  H A

– T u n n el  (I P v 6 en c aps u l at i o n ) t h o s e pac ket s  d i rec t l y  t o  t h e M N
– D o  rev ers e t u n n el i n g  (M N  � CN )
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M obile N od e A d d ressing
• A  M N  i s  al w ay s  reac h ab l e o n  i t s  H o m e A d d res s
• W h i l e c o n n ec t i n g  t o  f o rei g n  n et w o rks ,  a M N  al w ay s  o b t ai n s  a 

t em po rary  ad d res s ,  “t h e Care-o f  A d d res s ” (Co A ) b y  au t o -
c o n f i g u rat i o n :

• I t  rec ei v es  R o u t er A d v ert i s em en t s  pro v i d i n g  i t  w i t h  t h e 
pref i x (es ) o f  t h e v i s i t ed  n et w o rk

• I t  appen d s  t h at  (t h o s e) pref i x (es ) t o  i t s  I n t erf ac e-I D
• M o v em en t  d et ec t i o n  i s  al s o  perf o rm ed  b y  N ei g h b o r D i s c o v ery  

m ec h an i s m s
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M I P v 6:  I E TF  M od el

Internet

Home Link

Correspondent N ode Home
A g en t

Data

BU

M ob i l e N od e

DataCorrespondent N ode
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M o b i l e  IPv6:  K e y  C o m p o n e n t s

Internet

MN MN, Mobile Node
A n  I P  Ho st  t h a t  Ma i n t a i n s Ne t w o r k  
C o n n e c t i v i t y  U si n g  I t s “Ho m e ” I P  A d d r e ss,  
R e g a r d l e ss o f  w h i c h  L i n k ( o r  Ne t w o r k )  I t  I s 
C o n n e c t e d  t o

H A , H om e A g en t
Ma i n t a i n s a n  A sso c i a t i o n  B e t w e e n  
t h e  MN’s “Ho m e ” I P  A d d r e ss a n d  
I t s C a r e  o f  A d d r e ss ( L o a n e d  
A d d r e ss)  o n  t h e  F o r e i g n  Ne t w o r k

CN, Cor r es p on den t  Node
D e st i n a t i o n  I P  Ho st  i n  
S e ssi o n  w i t h  a  Mo b i l e  No d e
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M o b i l e  IPv6 – a  n a t i ve  e x t e n s i o n  o f  IPv6

IPv6 Main 
H e ad e r

Un-f r a g m e nt e d  P a c k e t  E x a m p l e :

H o p -b y -h o p  
E x t .  H e ad e r

D e s t .  O p t io ns  
E x t .  H e ad e r

R o u t ing  
E x t .  H e ad e r

A u t h e nt ic at io n 
E x t .  H e ad e r

E nc ap s u l .  S e c .
E x t .  H e ad e r

D e s t .  O p t io ns  
E x t .  H e ad e r

U p p e r  
L ay e r  

H e ad e r ( s ) D at a
IPv6 Header

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

0 Version(4) Traffic class (8) F lo w  lab e l (2 0 ) 0

1 P ay lo ad  le n g t h  (1 6 ) N e x t  h e ad e r (8) H o p  lim it  (8) 1

2 2

3 S o u rce  ad d re ss (1 2 8 b it s) 3

4 4

5 5

6 6

7 D e st in at io n  ad d re ss (1 2 8 b it s) 7

8 8

9 9

• Take benefit of the IPv6 packet structure as defined in RFC 2460
• Create new  ex tension header – M obil ity  header
• A dd new  Routing  H eader Ty pe
• A dd new  D estination option
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IPv6 Pr o t o c o l  E x t e n s i o n :  M o b i l i t y  H e a d e r

• N ew  ex t en s i o n  h ead er t o  b e u s ed  b y  M N ,  H A  an d  CN  i n  al l  
m es s ag i n g  rel at ed  t o  t h e c reat i o n  an d  m an ag em en t  o f  b i n d i n g

• I P v 6 o pt i o n  h ead er m ay  al l o w  pi g g y b ac ki n g  o f  t h es e m es s ag es
– A n o t h er ad v an t ag e o v er I P v 4

Nex t  H ea der
H dr E x t  L en g t h

Mes s a g e D a t aMes s a g e D a t a

MH  T y p eMH  T y p e R es er v edR es er v ed

Previous Header
M ob ilit y  Header

N ex t  Header =  T BD  
M ob ilit y  Header 

M ob ilit y  Header

Ch ec k s u mCh ec k s u m
H dr E x t  L en g t hH dr E x t  L en g t h
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M o b i l i t y  H e a d e r
• M o b i l i t y  h ead er t y pe

– B i n d i n g  R ef res h  R eq u es t  M es s ag e
– H o m e T es t  I n i t  M es s ag e (H o T I )—H o m e T es t  M es s ag e (H o T )
– Care-o f  T es t  I n i t  M es s ag e (Co T I )—Care-o f  T es t  M es s ag e (Co T )
– B i n d i n g  U pd at e M es s ag e (B U )—B i n d i n g  A c kn o w l ed g em en t  
M es s ag e (B A )

– B i n d i n g  E rro r M es s ag e (B E )
• M es s ag e d at a f i el d  c o n t ai n s  m o b i l i t y  o pt i o n s

– B i n d i n g  ref res h  ad v i c e
– A l t ern at e Care-o f  A d d res s
– N o n c e I n d i c es
– B i n d i n g  au t h o ri z at i o n  d at a

• T ri an g u l ar ro u t i n g  d o es  n o t  req u i re al l  t h es e m es s ag e,  o n l y  B U ,  B A  
an d  B E
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N e w  O p t i o n  i n  D e s t i n a t i o n  O p t i o n  H e a d e r

• T h e h o m e ad d res s  o pt i o n  i s  c arri ed  b y  t h e d es t i n at i o n  o pt i o n  
ex t en s i o n  h ead er

• I t  i s  u s ed  i n  a pac ket  s en t  b y  a M N  w h i l e aw ay  f ro m  h o m e,  t o  
i n f o rm  t h e rec i pi en t  o f  t h e M N ' s  h o m e ad d res s
– H A O  i s  n o t  a s ec u ri t y  ri s k,  i f  m o b i l e i s  u n kn o w n ,  h o s t s  s en d  a 
param et er pro b l em ;  o t h erw i s e c o n t en t s  are v eri f i ed

• H av e t o  u s e Co A as  s o u rc e d u e t o  R P F

Nex t  H ea der H dr E x t  L en g t hH dr E x t  L en g t h

H om e A ddr es sH om e A ddr es s

O p t ion  T y p eO p t ion  T y p e O p t ion  L en g t hO p t ion  L en g t h

I Pv6  Basic  Header
D est in at ion  Header

N ex t  Header =  6 0  
D est in at ion  Header 

D est in at ion  Header
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T y p e  2  R o u t i n g  H e a d e r

• M I P v 6  d e f i n e s  a  n e w  r o u t i n g  h e a d e r  v a r i a n t  t o  a l l o w  t h e  p a c k e t  t o  b e  r o u t e d  d i r e c t l y  f r o m  a  C N  t o  a  M N  C o A
• M N  C o A i s  i n s e r t e d  i n t o  t h e  I P v 6  d e s t i n a t i o n  a d d r e s s  f i e l d ;  o n c e  t h e  p a c k e t  a r r i v e s  a t  t h e  c a r e -o f  a d d r e s s ,  t h e  M N  r e t r i e v e s  i t s  h o m e  a d d r e s s  f r o m  t h e  r o u t i n g  h e a d e r ,  a n d  t h i s  i s  u s e d  a s  t h e  f i n a l  d e s t i n a t i o n  a d d r e s s  f o r  t h e  p a c k e t
• T h e  n e w  r o u t i n g  h e a d e r  u s e s  a  d i f f e r e n t  t y p e  t h a n  d e f i n e d  f o r  " r e g u l a r "  I P v 6  s o u r c e  r o u t i n g ,  e n a b l i n g  f i r e w a l l s  t o  a p p l y  d i f f e r e n t  r u l e s  t o  s o u r c e  r o u t e d  p a c k e t s  t h a n  t o  m o b i l e  I P v 6

Nex t  H ea der H dr E x t  L en g t hH dr E x t  L en g t h

H om e A ddr es sH om e A ddr es s

R ou t in g  T y p e =  2R ou t in g  T y p e =  2 S e g m e n t s L e f t  =  1S e g m e n t s L e f t  =  1

I Pv6  Basic  Header
R out in g Header

N ex t  Header =  4 3  
R out in g Header 

R out in g Header

R es er v edR es er v ed
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M IPv6 – 4  n e w  IC M Pv6 M e s s a g e s
• U s e o f  I CM P v 6 an d  N ei g h b o r D i s c o v ery  m akes  M I P v 6 i n d epen d en t  

f ro m  t h e d at a l i n k l ay er t ec h n o l o g y
• T w o  f o r u s e i n  t h e d y n am i c  h o m e ag en t  ad d res s  d i s c o v ery  (D H A A D ) 

m ec h an i s m
– H o m e A g en t  A d d res s  D i s c o v ery  R eq u es t  – u s e o f  H o m e A g en t s  
A n y c as t  ad d res s  o f  i t s  o w n  h o m e s u b n et  pref i x  

– H o m e A g en t  A d d res s  D i s c o v ery  R epl y
• T w o  f o r ren u m b eri n g  an d  m o b i l e c o n f i g u rat i o n  m ec h an i s m s .

– M o b i l e P ref i x  So l i c i t at i o n
– M o b i l e P ref i x  A d v ert i s em en t
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D y n a m i c  H o m e  A g e n t  A d d r e s s  D i s c o ve r y

Internet

MN

HA

C N

MN

• MI P v 6  a l so  p r o v i d e s su p p o r t  f o r  m u l t i p l e  HA ’s,  a n d  a  l i m i t e d  su p p o r t  f o r  t h e  
r e c o n f i g u r a t i o n  o f  t h e  h o m e  n e t w o r k .   I n  t h e se  c a se s,  t h e  MN m a y n o t  k n o w  t h e  I P  
a d d r e ss o f  i t s o w n  HA ,  a n d  e v e n  t h e  h o m e  su b n e t  p r e f i x e s m a y  c h a n g e  o v e r  t i m e .
• A  m e c h a n i sm ,  k n o w n  a s " d y n a m i c  h o m e  a g e n t  a d d r e ss d i sc o v e r y  ( D HA A D ) "  a l l o w s 
a  MN t o  d y n a m i c a l l y  d i sc o v e r  t h e  I P  a d d r e ss o f  a  HA  o n  i t s h o m e  l i n k ,  e v e n  w h e n  t h e  
MN i s a w a y  f r o m  h o m e .   
• MN c a n  a l so  l e a r n  n e w  i n f o r m a t i o n  a b o u t  h o m e  su b n e t  p r e f i x e s t h r o u g h  t h e  
" m o b i l e  p r e f i x  d i sc o v e r y "  m e c h a n i sm .

• Ho m e  A g e n t  A d d r e ss 
D i sc o v e r y  R e q u e st  se n t  t o  
Ho m e  A g e n t s A n y c a st  
a d d r e ss o f  i t s o w n  h o m e  
su b n e t  p r e f i x
• Ho m e  A g e n t  A d d r e ss 
D i sc o v e r y  R e p l y
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M od if ic a tions to N eig h bor Disc ov ery
• M o d i f i ed  R o u t er A d v ert i s em en t  M es s ag e F o rm at

– Si n g l e f l ag  b i t  i n d i c at i n g  H A  s erv i c e
• M o d i f i ed  P ref i x  I n f o rm at i o n  O pt i o n  F o rm at

– T o  al l o w  a ro u t er t o  ad v ert i s e i t s  g l o b al  ad d res s
• N ew  A d v ert i s em en t  I n t erv al  O pt i o n  F o rm at
• N ew  H o m e A g en t  I n f o rm at i o n  O pt i o n  F o rm at
• Ch an g es  t o  Sen d i n g  R o u t er A d v ert i s em en t s

– T o  pro v i d e t i m el y  m o v em en t  d et ec t i o n  f o r m o b i l e n o d es
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B ind ing Ca c h e M a na g em ent
• E v ery  t i m e t h e M N  c o n n ec t s  t o  a f o rei g n  n et w o rk,  i t  s en d s  a B i n d i n g  

U pd at e (B U ):
• E v ery  B U  c arri es  a T T L
• A  M N  c ac h es  t h e l i s t  o f  CN s t o  w h i c h  i t  s en t  a B U
• T h e M N  m ay  h av e m u l t i pl e Co A s ,  t h e o n e s en t  i n  t h e B U  t o  
t h e H A  i s  c al l ed  t h e pri m ary  Co A
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Com m unic a tion w ith  a  M obile N od e
• 2 m et h o d s :

– B i -d i rec t i o n al  T u n n el i n g
• N o  m o b i l i t y  req u i rem en t s  o n  CN s
• N o  v i s i b i l i t y  o f  M N s f o r CN s
• N et w o rk l o ad  i n c reas ed
• H A  ro l e m u c h  rei n f o rc ed

– D i rec t  R o u t i n g
• M u c h  m o re c o m pl ex  m ec h an i s m
• H A  ro l e m u c h  al l ev i at ed
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B i-d irec tiona l Tunneling

Home L i n k

M ob i l e N od e

DataHeader

I P s rc =  C N @
I P D s t =  H@

Do n n ée sE n t ê t eE n t ê t e
de t u n n el DataHeaderT u n n el
Header

I P s rc =  HA @
I P D s t =  C o A .Data

Home A g en t

C or r es p on d en t  N od e



IPv6 Mobility Module

M ob i l e N od e

C or r es p on d en t  N od e

Data

DataHeader

I P s rc =  H@
I P D s t =  C N

Do n n ée sE n t ê t eE n t ê t e
de t u n n el DataHeaderT u n n el  
Header

I P s rc =  C o A
I P D s t =  HA @

B i-d irec tiona l Tunneling ( 2 )

Home A g en t
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Direc t R outing

Internet

Home Link

Correspondent N ode

Home
A g en t

BU
BA

BU

M ob i l e N od e

Data

C o A � HA @ H@ B U …..
IPv6  Header            Op.       M o b i l i t y

D es t .    Header

B U  :  Bi n d i n g  Up d a t e
B A  :  Bi n d i n g  A c k n o w l e d g e m e n t
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Direc t R outing :  M N  � CN

C or r es p on d en t  N od e M ob i l e N od e
D at a

H@ � C N @ D at aH@ ,  C N @ D at a

C o A � C N @ D at aH@

IPv6 header D es t  ex t
( M IP o p t i o n s )

C o A ,  C N @ D at aH@

IPv6 header D es t  ex t
( M IP o p t i o n s )
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Direc t R outing :  CN  � M N

C or r es p on d en t  N od e M ob i l e N od e
D at a

C N @  � H@ D at aC N @  � H@ D at a

C N @  � C o A D at aH@
IPv6 Header   R o u t i n g E x t .  Hdr ( t y pe 2 )

C N @  � C o A D at aH@

IPv6 Header  R o u t i n g E x t . Hdr (type 2) 
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B ind ing  U pd a te A uth entic a tion
• B U  i n f o rm at i o n  n eed s  pro t ec t i o n  an d  au t h en t i c at i o n

– Sen d er au t h en t i c at i o n
– D at a i n t eg ri t y  pro t ec t i o n  
– R epl ay  pro t ec t i o n

• A u t h en t i c at i o n  D at a s u b -o pt i o n  u s ed  t o  c arry  n ec es s ary  d at a 
au t h en t i c at i o n

• I P s ec m ay  b e u s ed  t o  f u l f i l l  al l  t h es e n eed s
– M I P v 6 i s  s een  as  a g o o d  o ppo rt u n i t y  t o  b o o s t  I P s ec (an d  I P v 6) 
d epl o y m en t
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M obility F ea tures F or I P v 6 H osts
• F o r M N s

– T o  perf o rm  I P v 6 pac ket  en c aps u l at i o n / d ec aps u l at i o n
– T o  s en d  B U s an d  rec ei v e B A s  (pro c es s  t h e M o b i l i t y  H ead er)
– T o  keep t rac k o f  B U s s en t

• F o r CN s
– T o  b e ab l e t o  pro c es s  t h e M o b i l i t y  H ead er (B i n d i n g  U pd at e,  
B i n d i n g  A c kn o w l ed g e)

– T o  u s e t h e R o u t i n g  H ead er (t y pe 2)
– M ai n t ai n  a B i n d i n g  Cac h e
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M obility F ea tures F or I P v 6 R outers
• A t  l eas t  o n e I P v 6 ro u t er o n  t h e H o m e L i n k o f  t h e M N  m u s t  b e ab l e

t o  ac t  as  a H o m e A g en t

• A  H o m e A g en t  m u s t :
– M ai n t ai n  M N ’s  b i n d i n g  i n f o rm at i o n
– I n t erc ept  pac ket s  f o r a M N  i n  a H o m e L i n k i t  i s  res po n s i b l e f o r
– E n c aps u l at e/ d ec aps u l at e (t u n n el ) t h es e pac ket s  an d  f o rw ard  
t h em  t o  t h e Co A o f  t h e M N
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M obile I P v 6 Sec urity O v erv iew
• M I P v 6 R F C 3 7 7 5 / 3 7 7 6 pro v i d es  a n u m b er o f  s ec u ri t y  f eat u res .  
• P ro t ec t i o n  o f  B i n d i n g  U pd at es  b o t h  t o  h o m e ag en t s  an d  

c o rres po n d en t  n o d es
– U s e o f  I P Sec  ex t en s i o n  h ead ers ,  o r b y  t h e u s e o f  t h e B i n d i n g  
A u t h o ri z at i o n  D at a o pt i o n .   T h i s  o pt i o n  em pl o y s  a b i n d i n g  
m an ag em en t  key ,  K b m ,  w h i c h  c an  b e es t ab l i s h ed  t h ro u g h  t h e 
ret u rn  ro u t ab i l i t y  pro c ed u re.  

• P ro t ec t i o n  o f  m o b i l e pref i x  d i s c o v ery
– T h ro u g h  t h e u s e o f  I P Sec  ex t en s i o n  h ead ers .

• P ro t ec t i o n  o f  t h e m ec h an i s m s  t h at  M I P v 6 u s es  f o r t ran s po rt i n g  d at a 
pac ket s .
– M ec h an i s m s  rel at ed  t o  t ran s po rt i n g  pay l o ad  pac ket s  - s u c h  as  
t h e H o m e A d d res s  d es t i n at i o n  o pt i o n  an d  t y pe 2 ro u t i n g  h ead er 
- h av e b een  s pec i f i ed  i n  a m an n er w h i c h  res t ri c t s  t h ei r u s e i n  
at t ac ks .
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Sec urity Th rea ts a nd  Solutions

R et urn  R out ab ilit y  R et urn  R out ab ilit y  
t estt est

• V er if ies  t h e 
c olloc a t ion  of  t h e 
CoA a n d t h e H om e 
A ddr es s

• A s s u m es  bet t er  
S ec u r it y  A s s oc ia t ion  
bet w een  H A  a n d MN

• S c a la ble a n d 
s t a t eles s

Ho m e L i n k

C N

MN

Internet
Ho m e A g e n t

Cor r es p on den t  Node
A r bit r a r y :  No p r eex is t in g  
S ec u r it y  A s s oc ia t ion

R everse T un n elR everse T un n el
• S ec u r ed by  I P S ec
• R eq u ir es  a  p r eex is t in g  S ec u r it y  A s s oc ia t ion
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I P S e c T u n n e lOriginal IP Layer Original IP Layer
DataI P  H DR

e n c r y p te d

E S P  T u n n el Mode ( R F C 2 4 0 6 )

I P S e c E n c r y p t e d  se ssi o nOriginal IP Layer Original IP Layer

e n c r y p te d
Data

E S P  T r a n s p or t  Mode ( R F C 2 4 0 6 )

I P S e c A u t h e n t i c a t e d  se ssi o nOriginal IP Layer Original IP Layer
I P  H DR DataA H  H DR

A H  P r ot oc ol ( R F C 2 4 0 2 )

I P  H DR Data I P  H DR Data

I P  H DR E S P  H DR

E S P  H DR

I P  H DR Data

I P  H DR Data

I P  H DR Data

I P  H DR DataN e w  I P  H DR

I P Sec Tec h nolog y P rim er
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B ind ing  U pd a tes P rotec tion
• B U / B A  t o  H o m e  A g e n t s  M U S T  b e  s e c u r e d  t h r o u g h  I P S e c

–E S P  e n c a p s u l a t i o n  o f  B i n d i n g  U p d a t e s  a n d  A c k n o w l e d g e m e n t s  b e t w e e n  t h e  
m o b i l e  n o d e  a n d  h o m e  a g e n t  M U S T  b e  s u p p o r t e d  a n d  M U S T  b e  u s e d .
–E S P  e n c a p s u l a t i o n  o f  t h e  H o m e  T e s t  I n i t  a n d  H o m e  T e s t  m e s s a g e s  t u n n e l e d  
b e t w e e n  t h e  m o b i l e  n o d e  a n d  h o m e  a g e n t  M U S T  b e  s u p p o r t e d  a n d  S H O U L D  b e  
u s e d .
–E S P  e n c a p s u l a t i o n  o f  t h e  I C M P v 6  m e s s a g e s  r e l a t e d  t o  p r e f i x  d i s c o v e r y  M U S T  b e  
s u p p o r t e d  a n d  S H O U L D  b e  u s e d .
–E S P  e n c a p s u l a t i o n  o f  t h e  p a y l o a d  p a c k e t s  t u n n e l e d  b e t w e e n  t h e  m o b i l e  n o d e  a n d  
h o m e  a g e n t  M A Y  b e  s u p p o r t e d  a n d  u s e d .
–I f  m u l t i c a s t  g r o u p  m e m b e r s h i p  c o n t r o l  p r o t o c o l s  o r  s t a t e f u l a d d r e s s  
a u t o c o n f i g u r a t i o n p r o t o c o l s  a r e  s u p p o r t e d ,  p a y l o a d  d a t a  p r o t e c t i o n  M U S T  b e  
s u p p o r t e d  f o r  t h o s e  p r o t o c o l s .
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M obile P ref ix  Disc ov ery
• M o b i l e N o d e an d  t h e H o m e A g en t  SH O U L D  u s e an  I P Sec  s ec u ri t y  

as s o c i at i o n  t o  pro t ec t  t h e i n t eg ri t y  an d  au t h en t i c i t y  o f  t h e M o b i l e 
P ref i x  So l i c i t at i o n s  an d  A d v ert i s em en t s .   
– B o t h  t h e M N s an d  t h e H A s M U ST  s u ppo rt  an d  SH O U L D  u s e t h e 
E n c aps u l at i n g  Sec u ri t y  P ay l o ad  (E SP ) h ead er i n  t ran s po rt  m o d e 
w i t h  a n o n -N U L L  pay l o ad  au t h en t i c at i o n  al g o ri t h m  t o  pro v i d e 
d at a o ri g i n  au t h en t i c at i o n ,  c o n n ec t i o n l es s  i n t eg ri t y  an d  o pt i o n al  
an t i -repl ay  pro t ec t i o n
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P a yloa d  P a c k ets
• P a y l o a d  p a c k e t s  e x c h a n g e d  w i t h  M N  c a n  b e  f o l l o w  t h e  s a m e  p r o t e c t i o n  p o l i c y  a s  o t h e r  

I P v 6  h o s t s
• S p e c i f i c  s e c u r i t y  m e a s u r e s  a r e  d e f i n e d  t o  p r o t e c t  t h e  s p e c i f i c i t y  o f  M I P v 6

–H o m e  A d d r e s s  d e s t i n a t i o n  o p t i o n
–R o u t i n g  h e a d e r
–T u n n e l i n g  h e a d e r s  

• H o m e  A d d r e s s  D e s t i n a t i o n  O p t i o n  c a n  o n l y  b e  u s e d  w h e n  a  C N  a l r e a d y  h a s  a  B i n d i n g  
C a c h e  e n t r y  f o r  t h e  g i v e n  h o m e  a d d r e s s .   

• T u n n e l s  p r o t e c t i o n  b e t w e e n  a  M N  a n d  H A
–M N  v e r i f i e s  t h a t  t h e  o u t e r  I P  a d d r e s s  c o r r e s p o n d s  t o  i t s  H A .
–H A  v e r i f i e s  t h a t  t h e   o u t e r  I P  a d d r e s s  c o r r e s p o n d s  t o  t h e  c u r r e n t  l o c a t i o n  o f  t h e  M N  
( B i n d i n g  U p d a t e s  s e n t  t o  t h e  h o m e  a g e n t s  a r e  s e c u r e ).
–H A  i d e n t i f i e s  t h e  M N  t h r o u g h  t h e  s o u r c e  a d d r e s s  o f  t h e  i n n e r  p a c k e t .   ( h o m e  
a d d r e s s  o f  t h e  M N )  

• F o r  t r a f f i c  t u n n e l e d  v i a  t h e  H A ,  a d d i t i o n a l  I P S e c  E S P  e n c a p s u l a t i o n  M A Y  b e  s u p p o r t e d  
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M obile I P v 6 Term s
• B i n d i n g  m a n a g e m e n t  k e y  ( K b m )

– A  b i n d i n g  m a n a g e m e n t  k e y  ( K b m ) i s  a  k e y  u s e d  f o r  a u t h o r i z i n g  a  b i n d i n g  c a c h e  
m a n a g e m e n t  m e s s a g e  ( e . g . ,  B U  o r  B A ).   R e t u r n  r o u t a b i l i t y  p r o v i d e s  a  w a y  t o  
c r e a t e  a  b i n d i n g  m a n a g e m e n t  k e y .

• C o o k i e
– A  c o o k i e  i s  a  r a n d o m  n u m b e r  u s e d  b y  a  m o b i l e  n o d e s  t o  p r e v e n t  s p o o f i n g  b y  a  

b o g u s  c o r r e s p o n d e n t  n o d e  i n  t h e  r e t u r n  r o u t a b i l i t y  p r o c e d u r e .
• K e y g e n T o k e n

– A  k e y g e n t o k e n  i s  a  n u m b e r  s u p p l i e d  b y  a  c o r r e s p o n d e n t  n o d e  i n  t h e  r e t u r n  
r o u t a b i l i t y  p r o c e d u r e  t o  e n a b l e  t h e  m o b i l e  n o d e  t o  c o m p u t e  t h e  n e c e s s a r y  
b i n d i n g  m a n a g e m e n t  k e y  f o r  a u t h o r i z i n g  a  B i n d i n g  U p d a t e .

• N o n c e
– N o n c e s a r e  r a n d o m  n u m b e r s  u s e d  i n t e r n a l l y  b y  t h e  c o r r e s p o n d e n t  n o d e  i n t h e  

c r e a t i o n  o f  k e y g e n t o k e n s  r e l a t e d  t o  t h e  r e t u r n  r o u t a b i l i t y  p r o c e d u r e .   T h e  
n o n c e s a r e  n o t  s p e c i f i c  t o  a  m o b i l e  n o d e ,  a n d  a r e  k e p t  s e c r e t  w i t h i n  t h e  
c o r r e s p o n d e n t  n o d e .
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M obile I P v 6 @  Cisc o
• H o m e A g en t

– I n  F i el d  T ri al  s i n c e CY 0 1
– R F C3 7 7 5  Co m pl i an t
– A v ai l ab l e f ro m  Ci s c o  I O S 1 2. 3 (1 4 )T ,  1 2. 4  &  1 2. 4 T
– E n h an c ed  A CL  – ro u t i n g  t y pe f i l t eri n g  c apab i l i t y  – f u t u re f eat u re 
o f  1 2. 4 T

– Sec u ri n g  M I P v 6 i s  i n  1 2. 4 (1 5 )T 2
• M o b i l e I P v 6 i s  part  o f  t h e pl an n ed  I P v 6 ro l l o u t s

– h t t p: / / w w w . c i s c o . c o m / w arp/ pu b l i c / 7 3 2/ T ec h / i pv 6/ i pv 6_ l earn ab o
u t . s h t m l

– h t t p: / / w w w . c i s c o . c o m / w arp/ pu b l i c / 7 3 2/ T ec h / i pv 6/
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1 . 1 . 1 . 7

Cisco IOS
Home Agentv6

M icr osof t
M ob i l e I P v6 C l i ent

1 . 1 . 1 . 7

Cisco IOS
M ob i l e N etw or k s v6

Cisco IOS
Home Agentv6

Ot h e r  cl ie n t  sou r ce s:
• E l m ic Sy st e m s
• L a n ca st e r  U n iv .
• R ice  U n iv e r sit y

1 . 1 . 1 . 7

1 . 1 . 1 . 7

M ob ile N et w orksv6  ( N E M O )  – in  develop m en t

M obile I P v 6 @  Cisc o
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Cisc o I O S M I P v 6 I m plem enta tion
• Su p p o r t e d  o n  Ci s c o  1 8 0 0 ,  2 60 0 X M,  2 69 1 ,  2 8 0 0 ,  3 2 0 0 ,  3 64 0 ,  3 660 ,  3 7 0 0 ,  3 8 0 0  a n d  7 2 0 0  s e r i e s

– Ci s c o  IOS 1 2 . 3 ( 1 4 ) T
– Pl a n n e d  o n  MWA M 3 . 0  

• TA H I
– f e w  a s p e c t s  f r o m  TA H I t e s t i n g  b r i n g  r e s o l ve d
– D y n a m i c  H A  A d d r e s s  D i s c o v e r y ,  M o b i l e  P r e f i x  D i s c o v e r y

• F u t u r e  a u t h e n t i c a t i o n  m e c h a n i s m s
– MD 5  Li g h t w e i g h t  a u t h e n t i c a t i o n
– Ci s c o  a u t h o r e d  a  d r a f t  t o  IETF
– IPSe c s u p p o r t  p l a n n e d  i n  a  f u t u r e  s t a g e

• CEF  s u p p o r t  o n  t h e  r o a d m a p
• Tr a c k  N EMO w o r k i n g  g r o u p

– D e ve l o p  a  p l a n  t o  b r i n g  Mo b i l e  N e t w o r k s v6 t o  m a r k e t
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CL I f or M I P v 6 H A – G loba l c om m a nd s
• R o u t er# (c o n f i g ) i pv 6 m o b i l e m h -n u m b er < 0 -25 5 >  

– C h a n g e s  t h e  n u m b e r  u s e d  i n  t h e  M I P v 6  M H .  D e f a u l t  i s  6 2
• R o u t er# (c o n f i g ) i pv 6 m o b i l e b i n d i n g  m ax i m u m  < i n t eg er>  

– S p e c i f i e s  t h e  m a x i m u m  n u m b e r  o f  r e g i s t r a t i o n  b i n d i n g s  w h i c h  m a y  b e  m a i n t a i n e d  c o n c u r r e n t l y .  B y  d e f a u l t ,  
b i n d i n g  m a x i m u m  i s  u n s e t  i n d i c a t i n g  u n l i m i t e d .  I f  t h e  c o n f i g u r e d n u m b e r  o f  h o m e  a g e n t  r e g i s t r a t i o n s  i s  
r e a c h e d  o r  e x c e e d e d ,  s u b s e q u e n t  r e g i s t r a t i o n s  w i l l  b e  r e f u s e d  w i t h  t h e  e r r o r  " I n s u f f i c i e n t  r e s o u r c e s " .  N o  
e x i s t i n g  b i n d i n g s  w i l l  d i s c a r d e d  u n t i l  t h e i r  l i f e t i m e  h a s  e x p i r e d ,  e v e n  i f  b i n d i n g  m a x i m u m  i s  s e t  t o  a  v a l u e  
b e l o w  t h e  c u r r e n t  n u m b e r  o f  s u c h  b i n d i n g s .

• R o u t er# (c o n f i g ) i pv 6 m o b i l e b i n d i n g  ref res h  < s ec o n d s >  
– D e f a u l t  i s  5  m i n u t e s  ( 3 0 0  s e c o n d s ) .  
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CL I f or M I P v 6 H A – I nterf a c e subc om m a nd s
• R o u t er# (c o n f i g -i f ) i pv 6 m o b i l e h o m e-ag en t  {  c reat e |  ru n  }  

– E n a b l e s  h o m e  a g e n t  o p e r a t i o n  o n  t h e  i n t e r f a c e .  B y  d e f a u l t ,  h o m e  a g e n t  o p e r a t i o n  i s  d i s a b l e d .  
– c r e a t e  i s  u s e d  t o  i n i t i a l i z e  t h e  h o m e  a g e n t  f e a t u r e  o n  t h e  i n t e r f a c e ,  b u t  d o e s  n o t  s t a r t  o p e r a t i o n .  I n t e r f a c e  

l e v e l  p a r a m e t e r s  m a y  b e  c o n f i g u r e d  b e f o r e  o p e r a t i o n  i s  c o m m e n c e d .  
– r u n  c a u s e s  h o m e  a g e n t  o p e r a t i o n  t o  c o m m e n c e  o n  t h e  i n t e r f a c e .  I n t e r f a c e  l e v e l  p a r a m e t e r s  m a y  b e  

c o n f i g u r e d  w h i l s t  t h e  h o m e  a g e n t  i s  i n  o p e r a t i o n .
• R o u t er# (c o n f i g -i f ) i pv 6 m o b i l e h o m e-ag en t  ac c es s  < ac l >  

– C o n f i g u r e s  a  b i n d i n g  u p d a t e  f i l t e r  u s i n g  a n  A C L .  W h e n  a n  A C L  i s  c o n f i g u r e d ,  a l l  r e c e i v e d  b i n d i n g  u p d a t e s  
a r e  f i l t e r e d .  T h i s  f e a t u r e  m a y  b e  u s e d  t o  d e n y  h o m e  a g e n t  s e r v i c e s  t o  m o b i l e  n o d e s  t h a t  h a v e  r o a m e d  t o  
p a r t i c u l a r  s u b -n e t w o r k s .  W h e n  t h e  f i l t e r  b l o c k s  a  b i n d i n g  u p d a t e ,  a  b i n d i n g  a c k n o w l e d g e m e n t  i s  r e t u r n e d  
w i t h  e r r o r  s t a t u s  " A d m i n i s t r a t i v e l y  p r o h i b i t e d " .  D e f a u l t  i s  n o  f i l t e r ;  a l l  b i n d i n g  u p d a t e s  a r e  a c c e p t e d .  N o t e  
t h a t  t h e  f i l t e r  i s  a l s o  a p p l i e d  t o  H o m e  A g e n t  A d d r e s s  D i s c o v e r y  m e s s a g e s .  W h e n  b l o c k e d ,  t h e s e  a r e  s i l e n t l y  
d i s c a r d e d .  I n  c o n f i g u r a t i o n  o f  t h e  A C L ,  t h e  s r c i s  t h e  C o A a n d  t h e  d s t i s  t h e  H o A .  

• R o u t er# (c o n f i g -i f ) i pv 6 m o b i l e h o m e-ag en t  pref eren c e < i n t eg er>  
– S p e c i f i e s  t h e  v a l u e  t o  b e  u s e  f o r  P r e f e r e n c e  i n  t h e  H o m e  A g e n t  I n f o r m a t i o n  O p t i o n  t r a n s m i t t e d  o n  t h e  

i n t e r f a c e .  A  v a l u e  i n  t h e  r a n g e  -3 2 7 6 8  t o  + 3 2 7 6 7  m a y  b e  s p e c i f i e d .  B y  d e f a u l t ,  a  v a l u e  f o r  P r e f e r e n c e  o f  
z e r o  i s  a s s u m e d  f o r  h o m e  a g e n t  o p e r a t i o n  o n  t h i s  i n t e r f a c e .
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CL I f or M I P v 6 H A – I nterf a c e subc om m a nd s
• R o u t er# (c o n f i g -i f ) i pv 6 n d ra-i n t erv al  < i n t eg er>  [ m s ec ]  

– S p e c i f i e s  t h e  i n t e r v a l  b e t w e e n  s e n d i n g  u n s o l i c i t e d  m u l t i c a s t  R o u t e r  A d v e r t i s e m e n t s  o n  t h i s  i n t e r f a c e .  T h i s  
c o m m a n d  a l r e a d y  e x i s t s ,  b u t  t h e  o p t i o n a l  s u f f f i x h a s  b e e n  i n t r o d u c e d  t o  i n d i c a t e  t h a t  t h e  i n t e r v a l  h a s  b e e n  
s p e c i f i e d  i n  m i l l i s e c o n d s ,  r a t h e r  t h a n  t h e  d e f a u l t  o f  s e c o n d s .  T h i s  a l l o w s  s p e c i f i c a t i o n  o f  t h e  n e w  m i n i m u m  
v a l u e  o f  0 . 0 5  s e c o n d s .  T h e  i n t e r v a l  s h o u l d  b e  s e t  t o  a  l o w  v a l u e o n  i n t e r f a c e s  p r o v i d i n g  s e r v i c e  t o  v i s i t i n g  
m o b i l e  n o d e s .  

• R o u t er# (c o n f i g -i f ) i pv 6 n d ad v ert i s e-i n t erv al  
– S p e c i f i e s  w h e t h e r  a n  A d v e r t i s e m e n t  I n t e r v a l  o p t i o n  s h o u l d  b e  t r a n s m i t t e d  i n  R o u t e r  A d v e r t i s e m e n t s .  T h i s  

o p t i o n  m a y  b e  u s e d  t o  i n d i c a t e  t o  a  v i s i t i n g  m o b i l e  n o d e  h o w  f r e q u e n t l y  i t  m a y  e x p e c t  t o  r e c e i v e  R A s .  I t  
m a y  u s e  t h i s  i n f o r m a t i o n  i n  i t s  m o v e m e n t  d e t e c t i o n  a l g o r i t h m .

• R o u t er# (c o n f i g -i f ) i pv 6 n d pref i x  < pref i x >  |  d ef au l t  [  [ < v al i d -
l i f et i m e>  < pref erred -l i f et i m e> ]  |  [ at  < v al i d -d at e>  < pref erred -
d at e> ]  [ o f f -l i n k]  [ n o -rt r-ad d res s ]  [ n o -au t o c o n f i g ]  ]  
– T h i s  c o m m a n d  a l r e a d y  e x i s t s  a n d  i s  m o d i f i e d  t o  s u p p o r t  t h e  n o -r t r -a d d r e s s  o p t i o n .  B y  d e f a u l t  a l l  p r e f i x e s  

c o n f i g u r e d  a s  a d d r e s s e s  o n  t h e  i n t e r f a c e  w i l l  b e  a d v e r t i s e d  i n  R o u t e r  A d v e r t i s e m e n t s .  T h i s  c o m m a n d  a l l o w s  
c o n t r o l  o v e r  t h e  i n d i v i d u a l  p a r a m e t e r s  p e r  p r e f i x ,  i n c l u d i n g  w h e t h e r  t h e  p r e f i x  s h o u l d  b e  a d v e r t i s e d  o r  n o t .  
T h e  " d e f a u l t "  k e y w o r d  c a n  b e  u s e d  t o  s e t  d e f a u l t  p a r a m e t e r s  f o r  a l l  p r e f i x e s .  A  d a t e  c a n  b e  s e t  f o r  p r e f i x  
e x p i r y .  T h e  v a l i d  a n d  p r e f e r r e d  l i f e t i m e s  a r e  c o u n t e d  d o w n  i n  r e a l  t i m e .  W h e n  t h e  e x p i r y  d a t e  i s  r e a c h e d  
t h e  p r e f i x  w i l l  n o  l o n g e r  b e  a d v e r t i s e d .  
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CL I f or M I P v 6 H A – Sh ow  c om m a nd s
• R o u t er# s h o w  i pv 6 i n t erf ac e < i n t erf ac e>  

– O u p u t e x t e n d e d  t o  i n c l u d e  h o m e  a g e n t  d a t a  w h e r e  a n d  w h e n  a p p l i c a b l e .  
• R o u t er# s h o w  i pv 6 m o b i l e b i n d i n g  [ h o m e-ad d res s  < pref i x > ]  [ c are-

o f -ad d res s  < pref i x > ]  [ i n t erf ac e < i n t erf ac e> ]  
– D i s p l a y s  d e t a i l s  o f  a l l  b i n d i n g s  w h i c h  m a t c h  a l l  t h e  s e a r c h  c r i t e r i a .  I f  n o  p a r a m e t e r s  a r e  s p e c i f i e d ,  a l l  

b i n d i n g s  a r e  l i s t e d .  
• R o u t er# s h o w  i pv 6 m o b i l e g l o b al s

– D i s p l a y s  t h e  v a l u e s  o f  a l l  g l o b a l  c o n f i g u r a t i o n  p a r a m e t e r s  a s s o c i a t e d  w i t h  M I P v 6 ,  a n d  l i s t s  t h e  i n t e r f a c e s  o n  
w h i c h  h o m e  a g e n t  f u n c t i o n a l i t y  i s  c u r r e n t l y  o p e r a t i n g .

• R o u t er# s h o w  i pv 6 m o b i l e t raf f i c  
– D i s p l a y s  c o u n t e r s  a n d  o t h e r  i n f o r m a t i o n  a s s o c i a t e d  w i t h  M I P v 6 .

• R o u t er# s h o w  i pv 6 m o b i l e h o m e-ag en t s  [ < i n t erf ac e>  [ < pref i x > ] ]  
– D i s p l a y s  t h e  H o m e  A g e n t s  L i s t  f o r  t h e  s p e c i f i e d  i n t e r f a c e  o r ,  i f n o n e  i s  s p e c i f i e d ,  d i s p l a y s  t h e  H o m e  A g e n t s  

L i s t  f o r  e a c h  i n t e r f a c e  o n  w h i c h  t h e  r o u t e r  i s  a c t i n g  a s  a  h o m e  a g e n t .  
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CL I f or M I P v 6 H A – Clea r c om m a nd s
• R o u t er# c l ear i pv 6 m o b i l e b i n d i n g  [ h o m e-ad d res s  < pref i x > ]  [ c are-

o f -ad d res s  < pref i x > ]  [ i n t erf ac e < i n t erf ac e> ]  
– Cl ears  al l  b i n d i n g s  w i t h  t h e m o b i l e n o d es  w h i c h  m at c h  t h e 
s earc h  c ri t eri a.  E . g . ,  

– ro u t er#  c l ear i pv 6 m o b i l e b i n d i n g  
– Cl ear 27  b i n d i n g s  [ c o n f i rm ]  
– N o t e t h at  w h en  t h i s  c o m m an d  i s  u s ed  t o  d el et e b i n d i n g s ,  t h e 
m o b i l e n o d e w i l l  n o t  b e i n f o rm ed  t h at  i t s  h o m e ag en t  i s  n o  
l o n g er ac t i n g  o n  i t s  b eh al f .  

• R o u t er# c l ear i pv 6 m o b i l e h o m e-ag en t  < i n t erf ac e>  
– Cl ears  t h e H o m e A g en t s  L i s t  o n  t h e s pec i f i ed  i n t erf ac e.  I t  w i l l  b e 
s u b s eq u en t l y  rec o n s t ru c t ed  f ro m  rec ei v ed  R o u t er 
A d v ert i s em en t s .  

• R o u t er# c l ear i pv 6 m o b i l e t raf f i c  
– Z ero s  c o u n t ers  as s o c i at ed  w i t h  M I P v 6.  
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CL I f or M I P v 6 H A – Debug  c om m a nd s
• R outer # debug  ip v6 n d

– outp ut m odif ied to in c lude r eleva n t h om e a g en t da ta .  
• R outer # debug  ip v6 m obile { h om e-a g en t |  r eg is tr a tion  |  c or r es p on den t-

n ode |  f or w a r din g }  
– B es t to tur n  a ll on  c ur r en tly.



Im p l e m e n t a t i o n s  a n d  In t e r o p e r a b i l i t y
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MIPv6 Implementation
• M o b i l e I P v 6 i m pl em en t at i o n s  m u s t  b e ref erred  as

– M o b i l e N o d e (M N )
– H o m e A g en t  (H A )
– Co rres po n d en t  N o d e (CN )

• M I P v 6 d raf t  I D  i s  i m po rt an t  f o r i n t ero perab i l i t y
– D raf t  I D  n o t  al w ay s  b ac kw ard  c o m pat i b l e
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K now n Implementations
• 6 W i n d
• C i s c o  – H A
• E l m i c s y s t e m s  n o w  T r e c k I n c .  w w w . t r e c k . c o m

–h ttp : / / w w w . elm ic . c om / p df / MobileIPv6_ da ta . p df
• E r i c s s o n
• H P  – H P -U X  ( H A ,  C N ) a n d  T r u 6 4  ( H A ,  C N )
• K e i o  U n i v e r s i t y  ( W i d e ) – H A ,  M N ,  C N  a n d  I P s e c  ( n o  I K E )
• M i c r o s o f t  W i n d o w  X P ,  V i s t a
• M o b i l e  I P  v 4  a n d  v 6  i m p l e m e n t a t i o n  h t t p : / / w w w . m i p 4 . o r g / 2 0 0 4 / i m p l e m e n t a t i o n s /
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K now n Implementations
• N E C  – M N ,  H A ,  C N  a n d  I P s e c
• N o k i a  – M N ,  H A ,  C N
• S a m s u n g  – M N ,  C N
• S i e m e n s
• S U N  – C N  
• U n i v e r s i t y  o f  H e l s i n s k i ( L i n u x ) – M N ,  C N

–h ttp : / / w w w . m ip l. m edia p oli. c om
• 6 N E T  M I P v 6  i m p l e m e n t a t i o n  s u r v e y

–h ttp : / / w w w . 6n et. or g / p ublic a tion s / deliver a bles / D 4 . 1 . 1 . p df
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Inter oper ab ility
• Co n n ec t h at o n

– h t t p: / / w w w . c o n n ec t at h o n . o rg /
• T es t  s u i t es

– T A H I ,  U N H
• P rev i o u s  t es t i n g  req u i red  s i m i l ar I D  c o m pl i an c y



CISCO Mo b i l e  N e t w o r k s

IPv6 Mobility Module



IPv6 Mobility Module

C is c o IO S  Mob ile N etw or k s  D eliver s . . . .
• A l w ay s -o n  I P  c o n n ec t i v i t y f o r en t i re L A N  s eg m en t s
• Su b n et s  are m o b i l e w i t h o u t  d ev i c es  o n  t h o s e s u b n et s  b ei n g  aw are
• M o b i l e R o u t er (M R ) i s  i n  ef f ec t  a M o b i l e I P  Cl i en t
• U n c o n s t rai n ed  b y  l o c at i o n
• T ran s po rt  i n d epen d en t
• R o b u s t  ro am i n g  c o n n ec t i o n s
• T ran s paren t  t o  appl i c at i o n s
• T ran s paren t  t o  en d  d ev i c es  
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V er tic al Mar k et A pplic ations
Public Services
• E m erg en cy  services
• Po lice
• F ire F ig h t ers

A rm ed  Services 
• M ilit a ry :  A rm y ,  N a vy ,  M a rin es,  

N A T O ,  U K  D o D ,  et c.
C o m m ercia l M a rk et s
• Pa ck a g e d elivery  f leet s 
• T ruck in g  
• R en t a l f leet s 

C o n sum er A ut o m o t ive
• T elem a t ics
• I n f o t a in m en t
• R a ilro a d s
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C is c o Mob ile N etw or k s
• A v ai l ab l e T o d ay  o n  I P v 4
• M o b i l e ro u t er f eat u re s et  o n  1 2. 2(4 )T  an d  ab o v e
• Ci s c o 280 0  t o  7 60 0  s eri es
• Ci s c o  M A R  3 20 0  s eri es
• B as i c  M o b i l e R o u t er I P v 6
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M obile N etw ork s I P v 6:  R oa m ing  Sc h em e

IPV 6
M o b i l e n et w o rk

I P V 6 IPV 6
Ho m e N et w o rk

I P V 6
Ho m e A g en t

I P V 6
M o b i l e r o u ter

Mobile IPV6 router roa m in g in to a  V4  or V6 n etw ork

Id ea l top olog y

I P V 4

IPV 6
Ho m e N et w o rk

G at ew ay

I P V 6
M o b i l e r o u ter
6 to 4  g a tew a y

IPV 6
M o b i l e n et w o rk

I P V 6

Roaming
I P V 6

Ho m e A g en t
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GPS

Se r v e r
H A

T o ll o r G az
S t at io n’s

I n t er n et

G PR S  o r 3 G  N et w o rk

N etw ork s in M otion



IPv6 Mobility Module

R ef erenc es
• IE T F  W or k in g  G r oup  U R L

– h ttp : / / w w w . ietf . or g / h tm l. c h a r ter s / m ip 6-c h a r ter . h tm l
• Mobile IP f or  IPv6

– h ttp : / / w w w . ietf . or g / r f c / r f c 3 7 7 5 . tx t
• F a s t H a n dover  f or  MIPv6

– h ttp : / / w w w . ietf . or g / in ter n et-dr a f ts / dr a f t-ietf -m obileip -f a s t-m ip v6-0 7 . tx t
• U s in g  IPs ec  to p r otec t MIPv6

– h ttp : / / w w w . ietf . or g / r f c / r f c 3 7 7 6. tx t
• H ier a r c h ic a l MIPv6 m obility m a n a g em en t

– h ttp : / / w w w . ietf . or g / in ter n et-dr a f ts / dr a f t-ietf -m obileip -h m ip v6-0 8 . tx t
• Mobile IP im p lem en ta tion s  f or  v4  a n d v6

– h ttp : / / w w w . m ip 4 . or g / 2 0 0 4 / im p lem en ta tion s /



Mo b i l e  IPv6 Te s t b e d
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MIPv6 D evic es
• H o m e  A g e n t

– C is c o 2 8 2 1
– IO S  1 2 . 3 ( 1 4 ) T 1

• N o d e 1  ( l a p t o p ):  W i n X P S P 1  – M I P v 6  T e c h  P r e v i e w
– H oA :  2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
– C oA :  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B

• N o d e 2  ( S e r v e r 3 ):  W i n X P S P 1  – M I P v 6  T e c h  P r e v i e w
– H oA :  2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7 C
– C oA :  2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7 C
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Topolog y – W ith out O ptim iz ed R outing

R 7  R 7  –– H AH A
2 0 0 6 : 1 : : 7 / 6 42 0 0 6 : 1 : : 7 / 6 4 Node2Node2

CN CN -- MNMN
2 0 0 6 : 1 5 1 : 2 : :2 0 0 6 : 1 5 1 : 2 : : y y yy y y / 6 4/ 6 4

Node1Node1
MNMN

CO A :  2 0 0 6 : 1 5 1 : 3 : :CO A :  2 0 0 6 : 1 5 1 : 3 : : x x x xx x x x / 6 4/ 6 4

MN MN –– Node1Node1
A tA t H om eH om e

H oAH oA :  2 0 0 6 : 1 : ::  2 0 0 6 : 1 : : x x x xx x x x / 6 4/ 6 4

C a m p u sC a m p u s

W A NW A N

R 3

R 2

C isc o 2 8 2 1C isc o 2 8 2 1

C isc o 2 6 2 1C isc o 2 6 2 1

C isc o 2 6 2 1C isc o 2 6 2 1
No d e 2No d e 2
A tA t Ho m eHo m e

Ho AHo A :  2 0 0 6 : 1 : ::  2 0 0 6 : 1 : : y y yy y y / 6 4/ 6 4
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Topolog y – W ith O ptim iz ed R outing

R 7  R 7  –– H AH A
2 0 0 6 : 1 : : 7 / 6 42 0 0 6 : 1 : : 7 / 6 4 Node2Node2

CN CN -- MNMN
2 0 0 6 : 1 5 1 : 2 : :2 0 0 6 : 1 5 1 : 2 : : y y yy y y / 6 4/ 6 4

Node1Node1
MNMN

CO A :  2 0 0 6 : 1 5 1 : 3 : :CO A :  2 0 0 6 : 1 5 1 : 3 : : x x x xx x x x / 6 4/ 6 4

W A NW A N

R 3

R 2

C isc o 2 8 2 1C isc o 2 8 2 1

C isc o 2 6 2 1C isc o 2 6 2 1

C isc o 2 6 2 1C isc o 2 6 2 1

MN MN –– Node1Node1
A tA t H om eH om e

H oAH oA :  2 0 0 6 : 1 : ::  2 0 0 6 : 1 : : x x x xx x x x / 6 4/ 6 4

C a m p u sC a m p u s
No d e 2No d e 2
A tA t Ho m eHo m e

Ho AHo A :  2 0 0 6 : 1 : ::  2 0 0 6 : 1 : : y y yy y y / 6 4/ 6 4
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H A  – Conf ig ura tion

ipv6 mobile home-a g en t
!
in t er f a c e G ig a bit E t her n et 0 / 0
d esc r ipt ion  = = = =  V er s le C a mpu s = = =
ip a d d r ess 1 0 . 1 5 1 . 1 . 7  2 5 5 . 2 5 5 . 2 5 5 . 0
d u plex  a u t o
speed  a u t o
ipv6 a d d r ess 2 0 0 6:1 ::7 / 64
ipv6 mobile home-a g en t  pr ef er en c e 1
ipv6 mobile home-a g en t
ipv6 ospf 2 0 0  a r ea  0
!

ipv6 mobile home-a g en t
!
in t er f a c e G ig a bit E t her n et 0 / 0
d esc r ipt ion  = = = =  V er s le C a mpu s = = =
ip a d d r ess 1 0 . 1 5 1 . 1 . 7  2 5 5 . 2 5 5 . 2 5 5 . 0
d u plex  a u t o
speed  a u t o
ipv6 a d d r ess 2 0 0 6:1 ::7 / 64
ipv6 mobile home-a g en t  pr ef er en c e 1
ipv6 mobile home-a g en t
ipv6 ospf 2 0 0  a r ea  0
!
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H A  Displa y – N o M obile N od eR7 # sh ipv6 mobile g loba ls
M obile I P v6 G loba l S et t in g s:
1  H ome A g en t  ser vic e on  f ollow in g  in t er f a c es:
G ig a bit E t her n et 0 / 0
B in d in g s:
M a x imu m n u mber  is u n limit ed .
1  bin d in g s a r e in  u se
1  bin d in g s pea k
B in d in g  lif et ime per mit t ed  is 2 62 1 4 0  sec on d s
Rec ommen d ed  r ef r esh t ime is 3 0 0  sec on d s

R7 #

R7 # sh ipv6 mobile g loba ls
M obile I P v6 G loba l S et t in g s:
1  H ome A g en t  ser vic e on  f ollow in g  in t er f a c es:
G ig a bit E t her n et 0 / 0
B in d in g s:
M a x imu m n u mber  is u n limit ed .
1  bin d in g s a r e in  u se
1  bin d in g s pea k
B in d in g  lif et ime per mit t ed  is 2 62 1 4 0  sec on d s
Rec ommen d ed  r ef r esh t ime is 3 0 0  sec on d s

R7 #

R7 # sh ipv6 mobile home-a g en t s
H ome A g en t  in f or ma t ion  f or  G ig a bit E t her n et 0 / 0
C on f ig u r ed :
F E 8 0 ::2 0 F :3 5 F F :F E 2 D :3 8 C 9
pr ef er en c e 1  lif et ime 1 8 0 0
g loba l a d d r ess 2 0 0 6:1 ::7 / 64

N o D isc over ed  H ome A g en t s
R7 #

R7 # sh ipv6 mobile home-a g en t s
H ome A g en t  in f or ma t ion  f or  G ig a bit E t her n et 0 / 0
C on f ig u r ed :
F E 8 0 ::2 0 F :3 5 F F :F E 2 D :3 8 C 9
pr ef er en c e 1  lif et ime 1 8 0 0
g loba l a d d r ess 2 0 0 6:1 ::7 / 64

N o D isc over ed  H ome A g en t s
R7 #
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H A  Displa y – Current B ind ing s
R7#sh ipv6 mobile binding
M obile I P v6 B inding C a c he E nt ries:
2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
link  loc a l a ddress F E 8 0 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
via  c a re-of  a ddress 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
home-a gent  2 0 0 6: 1 : : 7
st a t e A C T I V E ,  seq u enc e 4 ,  f la gs A H L k
lif et ime:  rema ining 4 0  ( sec s),  gra nt ed 60  ( sec s),  req u est ed 60  ( sec s)
int erf a c e G iga bit E t hernet 0 / 0
1 7 t u nneled,  1 7 reversed t u nneled
2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
link  loc a l a ddress F E 8 0 : : 2 0 D : 60 F F : F E F A : E 1 5 B
via  c a re-of  a ddress 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
home-a gent  2 0 0 6: 1 : : 7
st a t e A C T I V E ,  seq u enc e 2 9 ,  f la gs A H L k
lif et ime:  rema ining 1 6 ( sec s),  gra nt ed 60  ( sec s),  req u est ed 60  ( sec s)
int erf a c e G iga bit E t hernet 0 / 0
1 8  t u nneled,  2 9  reversed t u nneled

S elec t ion ma t c hed 2  bindings
R7#

R7#sh ipv6 mobile binding
M obile I P v6 B inding C a c he E nt ries:
2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
link  loc a l a ddress F E 8 0 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
via  c a re-of  a ddress 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
home-a gent  2 0 0 6: 1 : : 7
st a t e A C T I V E ,  seq u enc e 4 ,  f la gs A H L k
lif et ime:  rema ining 4 0  ( sec s),  gra nt ed 60  ( sec s),  req u est ed 60  ( sec s)
int erf a c e G iga bit E t hernet 0 / 0
1 7 t u nneled,  1 7 reversed t u nneled
2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
link  loc a l a ddress F E 8 0 : : 2 0 D : 60 F F : F E F A : E 1 5 B
via  c a re-of  a ddress 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
home-a gent  2 0 0 6: 1 : : 7
st a t e A C T I V E ,  seq u enc e 2 9 ,  f la gs A H L k
lif et ime:  rema ining 1 6 ( sec s),  gra nt ed 60  ( sec s),  req u est ed 60  ( sec s)
int erf a c e G iga bit E t hernet 0 / 0
1 8  t u nneled,  2 9  reversed t u nneled

S elec t ion ma t c hed 2  bindings
R7#

N o d e1N o d e1

N o d e2N o d e2



IPv6 Mobility Module

H A  – d eb ipv 6 m obile f orw a rd ing

R7#
* A pr 2 0  1 6: 4 6: 2 4  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 2 4  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 6: 4 6: 2 4  U T C :             f rom 2 0 0 6: 1 5 1 : : 2
* A pr 2 0  1 6: 4 6: 2 4  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 2 4  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 2 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 3 0  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 3 0  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 6: 4 6: 3 0  U T C :             f rom 2 0 0 6: 1 5 1 : : 2
* A pr 2 0  1 6: 4 6: 3 0  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 3 0  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 3 1  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 4 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )

R7#
* A pr 2 0  1 6: 4 6: 2 4  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 2 4  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 6: 4 6: 2 4  U T C :             f rom 2 0 0 6: 1 5 1 : : 2
* A pr 2 0  1 6: 4 6: 2 4  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 2 4  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 2 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 3 0  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 3 0  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 6: 4 6: 3 0  U T C :             f rom 2 0 0 6: 1 5 1 : : 2
* A pr 2 0  1 6: 4 6: 3 0  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 3 0  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 6: 4 6: 3 1  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )
* A pr 2 0  1 6: 4 6: 4 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 8 0  t t l= 61 )

Ping Ping f r o mf r o m N o d e 1  ( o n R 3 )  t o  R 2  l o o p 0N o d e 1  ( o n R 3 )  t o  R 2  l o o p 0



IPv6 Mobility Module

H A  – d eb ipv 6 m obile f orw a rd ing

* A pr 2 0  1 7: 0 8 : 3 5  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )
* A pr 2 0  1 7: 0 8 : 3 8  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 8  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )
* A pr 2 0  1 7: 0 8 : 4 1  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 4 1  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )

* A pr 2 0  1 7: 0 8 : 3 5  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 5  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )
* A pr 2 0  1 7: 0 8 : 3 8  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 8  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 3 8  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )
* A pr 2 0  1 7: 0 8 : 4 1  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             f rom 2 0 0 6: 1 : : 2 0 2 : 5 5 F F : F E B 7: A C C 3
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 4 1  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 0  1 7: 0 8 : 4 1  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 1 0 4  t t l= 61 )

Ping Ping f r o mf r o m s e r v e r 2  t o  N o d e 1  ( o n R 3 )s e r v e r 2  t o  N o d e 1  ( o n R 3 )



IPv6 Mobility Module
H A  – d eb ipv 6 m obile f orw a rd ing
ping nod e1  to nod e2
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             f rom 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 9 6 t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 5 6 t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C ->2 0 0 6: 1 : : 7 ( len= 64  t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C ->2 0 0 6: 1 : : 7 ( len= 64  t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B

* A pr 2 1  1 4 : 5 4 : 5 5  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             f rom 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 4 : 5 5  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 9 6 t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B ->2 0 0 6: 1 : : 7 ( len= 5 6 t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C ->2 0 0 6: 1 : : 7 ( len= 64  t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6 t u nnel:  I P v6/ I P v6 t o dec a ps
2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C ->2 0 0 6: 1 : : 7 ( len= 64  t t l= 61 )
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :  M I P v6-F w d:  T u nneled pa c k et
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             f rom 2 0 0 6: 1 : : 2 0 C : 2 9 F F : F E B 9 : 8 D 7C
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             t o 2 0 0 6: 1 : : 2 0 D : 60 F F : F E F A : E 1 5 B
* A pr 2 1  1 4 : 5 5 : 1 2  U T C :             u sing C O A  2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B



IPv6 Mobility Module

W inX P MIPv6 C ommand s
D isa blin g  I P S ec ( C isc o d oesn ’t  su ppor t  I P S ec y et )
C :\> ipv6 g pu M I P v6S ec u r it y  of f
M a n u a l H A  C on f ig u r a t ion
C :\> ipv6 ha u <H oA > <H A >
[ O pt ion a l]  Rou t e O pt imiz a t ion  of f
C :\> ipv6 g pu M I P v6Rou t eO pt imiz e n o
D ispla y  M I P v6 H ome A g en t  C on f ig u r a t ion
C :\> ipv6 ha
D ispla y  M I P v6 B in d in g  U pd a t es
C :\> ipv6 bu
D ispla y  M I P v6 B in d in g  C a c he
C :\> ipv6 bc

D isa blin g  I P S ec ( C isc o d oesn ’t  su ppor t  I P S ec y et )
C :\> ipv6 g pu M I P v6S ec u r it y  of f
M a n u a l H A  C on f ig u r a t ion
C :\> ipv6 ha u <H oA > <H A >
[ O pt ion a l]  Rou t e O pt imiz a t ion  of f
C :\> ipv6 g pu M I P v6Rou t eO pt imiz e n o
D ispla y  M I P v6 H ome A g en t  C on f ig u r a t ion
C :\> ipv6 ha
D ispla y  M I P v6 B in d in g  U pd a t es
C :\> ipv6 bu
D ispla y  M I P v6 B in d in g  C a c he
C :\> ipv6 bc



IPv6 Mobility Module

N od e1N od e1 :  H A  c onf ig  &  P a ra m eters

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 ha
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ome A g en t : 2 0 0 6:1 ::7
E S P T u n n elS P I : 0
E S P T u n n elS P D : 0

F :\D oc u men t s a n d  S et t in g s\f ef e>

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 ha
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ome A g en t : 2 0 0 6:1 ::7
E S P T u n n elS P I : 0
E S P T u n n elS P D : 0

F :\D oc u men t s a n d  S et t in g s\f ef e>



IPv6 Mobility Module

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bu
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ost : 2 0 0 6:1 ::7
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b    
E x pir es  : 4 7 s
C ommen t s : H O M E _ A G E N T
RRS t a t e : N O _ RR A C T I V E

F :\D oc u men t s a n d  S et t in g s\f ef e>

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bu
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ost : 2 0 0 6:1 ::7
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b    
E x pir es  : 4 7 s
C ommen t s : H O M E _ A G E N T
RRS t a t e : N O _ RR A C T I V E

F :\D oc u men t s a n d  S et t in g s\f ef e>

Node1Node1

N od e1  :  B ind ing upd a te
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N od e1 :  P ing  to H oA of  N od e2  ( 2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d 7 c )

F :\D oc u men t s a n d  S et t in g s\f ef e>pin g 6 -t  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
E n voi d ' u n e r eq u ê t e ' P in g '  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
à pa r t ir d e 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b a vec  3 2  oc t et s d e d on n ées :
Répon se d e 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  : oc t et s =  3 2  t emps= 7  ms
Répon se d e 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  : oc t et s =  3 2  t emps= 7  ms
S t a t ist iq u es d e P in g  pou r  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  :
P a q u et s : en voy és =  2 ,  r eçu s =  2 ,  per d u s =  0  ( 0 %  d e per t e) ,

D u r ée a ppr ox ima t ive d es bou c les en  millisec on d es :
M in imu m =  7 ms,  ma x imu m =  7 ms,  moy en n e =  7 ms

C t r l+ C
^ C

F :\D oc u men t s a n d  S et t in g s\f ef e>pin g 6 -t  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
E n voi d ' u n e r eq u ê t e ' P in g '  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
à pa r t ir d e 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b a vec  3 2  oc t et s d e d on n ées :
Répon se d e 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  : oc t et s =  3 2  t emps= 7  ms
Répon se d e 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  : oc t et s =  3 2  t emps= 7  ms
S t a t ist iq u es d e P in g  pou r  2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c  :
P a q u et s : en voy és =  2 ,  r eçu s =  2 ,  per d u s =  0  ( 0 %  d e per t e) ,

D u r ée a ppr ox ima t ive d es bou c les en  millisec on d es :
M in imu m =  7 ms,  ma x imu m =  7 ms,  moy en n e =  7 ms

C t r l+ C
^ C
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F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bu
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ost : 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b
E x pir es  : 2 7 s
B U _ Rex mit s : 2
RRS t a t e : A W A I T _ A C K  S E N D _ B U
H ost : 2 0 0 6:1 ::7
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b
E x pir es  : 3 9 s
C ommen t s : H O M E _ A G E N T
RRS t a t e : N O _ RR A C T I V E

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bu
H ome A d d r ess: 2 0 0 6:1 ::2 0 d :60 f f :f ef a :e1 5 b
H ost : 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b
E x pir es  : 2 7 s
B U _ Rex mit s : 2
RRS t a t e : A W A I T _ A C K  S E N D _ B U
H ost : 2 0 0 6:1 ::7
C oA : 6/ 2 0 0 6:1 5 1 :3 :0 :2 0 d :60 f f :f ef a :e1 5 b
E x pir es  : 3 9 s
C ommen t s : H O M E _ A G E N T
RRS t a t e : N O _ RR A C T I V E

H oA  Node2H oA  Node2

H AH A

N od e1 :  B U  d uring  ping  to N od e2
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N od e1 :  B ind ing  Ca c h e d uring  ping  to M N 2

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bc
home: 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
c / o: 2 0 0 6:1 5 1 :2 :0 :2 0 c :2 9 f f :f eb9 :8 d 7 c
seq : 5 0    L if et ime: 1 4 s
RRS t a t e : A C T I V E

F :\D oc u men t s a n d  S et t in g s\f ef e>ipv6 bc
home: 2 0 0 6:1 ::2 0 c :2 9 f f :f eb9 :8 d 7 c
c / o: 2 0 0 6:1 5 1 :2 :0 :2 0 c :2 9 f f :f eb9 :8 d 7 c
seq : 5 0    L if et ime: 1 4 s
RRS t a t e : A C T I V E

CoA Node2CoA Node2
H oA Node2H oA Node2
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F : \D oc u ment s a nd S et t ings\f ef e>ipv6 if  6
I nt erf a c e 6:  E t hernet :  C onnex ion a u  résea u loc a l
G u id { 7F 0 A 4 1 C 9 -F 7D C -4 62 D -9 2 1 2 -9 E B 8 1 B 8 8 F 9 6A }
z ones:  link  6 sit e 2
F irew a ll disa bled
u ses N eighbor D isc overy
u ses Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
link -la y er a ddress:  0 0 -0 d-60 -f a -e1 -5 b
pref erred globa l 2006:151:3:0:20d:60ff:fefa:e15b ,  lif e 2 m5 2 s/ 72 s ( pu blic )
pref erred link -loc a l f e8 0 : : 2 0 d: 60 f f : f ef a : e1 5 b,  lif e inf init e
mu lt ic a st  int erf a c e-loc a l f f 0 1 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 : f f f a : e1 5 b,  2  ref s,  la st  report er
link  M T U  1 5 0 0  ( t ru e link  M T U  1 5 0 0 )
c u rrent  hop limit  64
rea c ha ble t ime 4 3 5 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 1

F : \D oc u ment s a nd S et t ings\f ef e>ipv6 if  6
I nt erf a c e 6:  E t hernet :  C onnex ion a u  résea u loc a l
G u id { 7F 0 A 4 1 C 9 -F 7D C -4 62 D -9 2 1 2 -9 E B 8 1 B 8 8 F 9 6A }
z ones:  link  6 sit e 2
F irew a ll disa bled
u ses N eighbor D isc overy
u ses Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
link -la y er a ddress:  0 0 -0 d-60 -f a -e1 -5 b
pref erred globa l 2006:151:3:0:20d:60ff:fefa:e15b2006:151:3:0:20d:60ff:fefa:e15b ,  lif e 2 m5 2 s/ 72 s ( pu blic )
pref erred link -loc a l f e8 0 : : 2 0 d: 60 f f : f ef a : e1 5 b,  lif e inf init e
mu lt ic a st  int erf a c e-loc a l f f 0 1 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 : f f f a : e1 5 b,  2  ref s,  la st  report er
link  M T U  1 5 0 0  ( t ru e link  M T U  1 5 0 0 )
c u rrent  hop limit  64
rea c ha ble t ime 4 3 5 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 1

N od e1 :  CoA Ca re-of  a d d ress
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N od e1  :  H oA h om e L ink  a d d ress

F : \D oc u ment s a nd S et t ings\f ef e>ipv6 if  4
I nt erf a c e 4 :  M I P v6 P seu do-I nt erf a c e
G u id { B A D E 68 B 3 -9 F C 9 -5 E 9 E -62 8 5 -D 4 F 8 E 3 E 4 76D D }
z ones:  link  4  sit e 3
F irew a ll disa bled
does not  u se N eighbor D isc overy
does not  u se Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
pref erred globa l 2006:1::20d:60ff:fefa:e15b ,  lif e inf init e ( ma nu a l)
link  M T U  1 2 8 0  ( t ru e link  M T U  65 5 1 5 )
c u rrent  hop limit  1 2 8
rea c ha ble t ime 4 3 0 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 0

F : \D oc u ment s a nd S et t ings\f ef e>ipv6 if  4
I nt erf a c e 4 :  M I P v6 P seu do-I nt erf a c e
G u id { B A D E 68 B 3 -9 F C 9 -5 E 9 E -62 8 5 -D 4 F 8 E 3 E 4 76D D }
z ones:  link  4  sit e 3
F irew a ll disa bled
does not  u se N eighbor D isc overy
does not  u se Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
pref erred globa l 2006:1::20d:60ff:fefa:e15b2006:1::20d:60ff:fefa:e15b ,  lif e inf init e ( ma nu a l)
link  M T U  1 2 8 0  ( t ru e link  M T U  65 5 1 5 )
c u rrent  hop limit  1 2 8
rea c ha ble t ime 4 3 0 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 0
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N od e2N od e2 – I P v 6 CoA A d d ress
C : \J M B >ipv6 if  5
I nt erf a c e 5 :  E t hernet :  C onnex ion a u  resea u loc a l
G u id { C C B D 61 1 D -5 62 4 -4 F B 2 -8 4 9 6-E E 8 B 9 9 C E 7B 3 8 }
F irew a ll disa bled
u ses N eighbor D isc overy
u ses Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
link -la y er a ddress:  0 0 -0 c -2 9 -b9 -8 d-7c
pref erred globa l 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c ,  lif e 4 m4 9 s/ 8 9 s ( pu blic )
pref erred link -loc a l f e8 0 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c ,  lif e inf init e
mu lt ic a st  int erf a c e-loc a l f f 0 1 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 : f f b9 : 8 d7c ,  2  ref s,  la st  report er
link  M T U  1 5 0 0  ( t ru e link  M T U  1 5 0 0 )
c u rrent  hop limit  64
rea c ha ble t ime 1 65 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 1
C : \J M B >

C : \J M B >ipv6 if  5
I nt erf a c e 5 :  E t hernet :  C onnex ion a u  resea u loc a l
G u id { C C B D 61 1 D -5 62 4 -4 F B 2 -8 4 9 6-E E 8 B 9 9 C E 7B 3 8 }
F irew a ll disa bled
u ses N eighbor D isc overy
u ses Rou t er D isc overy
media  rec onnec t  f lu shes st a le a u t o-c onf igu red st a t e a f t er 1 5 0 0 ms
does not  heu rist ic a lly  f lu sh st a le a u t o-c onf igu red st a t e
link -la y er a ddress:  0 0 -0 c -2 9 -b9 -8 d-7c
pref erred globa l 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c ,  lif e 4 m4 9 s/ 8 9 s ( pu blic )
pref erred link -loc a l f e8 0 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c ,  lif e inf init e
mu lt ic a st  int erf a c e-loc a l f f 0 1 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 ,  1  ref s,  not  report a ble
mu lt ic a st  link -loc a l f f 0 2 : : 1 : f f b9 : 8 d7c ,  2  ref s,  la st  report er
link  M T U  1 5 0 0  ( t ru e link  M T U  1 5 0 0 )
c u rrent  hop limit  64
rea c ha ble t ime 1 65 0 0 ms ( ba se 3 0 0 0 0 ms)
ret ra nsmission int erva l 1 0 0 0 ms
D A D  t ra nsmit s 1
C : \J M B >
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N ode2  – MIPv6 IPS ec is O N  by def a ult

C : \J M B >ipv6 ha u 2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c  2 0 0 6: 1 : : 7
H ome a ddress u pda t e error:  5 7
N ot e:  C hec k  t ha t  host  is in mobile mode ( ipv6 gpu M obilit y M ode [  M N  |  M N  C N  ] ).
N ot e:  S P I  mu st  indic a t e va lid inbou nd E S P  t u nnel S P I  u sed by  H A  f or t u nnelling t o 
M N .
N ot e:  S P D  mu st  indic a t e va lid I P S ec S P D  ent ry  on M N  f or E S P  t u nnel f rom H A .
C : \J M B >

C : \J M B >ipv6 ha u 2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c  2 0 0 6: 1 : : 7
H ome a ddress u pda t e error:  5 7
N ot e:  C hec k  t ha t  host  is in mobile mode ( ipv6 gpu M obilit y M ode [  M N  |  M N  C N  ] ).
N ot e:  S P I  mu st  indic a t e va lid inbou nd E S P  t u nnel S P I  u sed by  H A  f or t u nnelling t o 
M N .
N ot e:  S P D  mu st  indic a t e va lid I P S ec S P D  ent ry  on M N  f or E S P  t u nnel f rom H A .
C : \J M B >
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D is ab ling IPv6 IPS ec
• M i c ro s o f t  h as  pro v i d ed  a m ean s  o f  d i s ab l i n g  t h e u s e o f  I P Sec i n  t h e 

s t ac k v i a t h e M I P v 6Sec u ri t y  g l o b al  param et er.  
• I f  s ec u ri t y  i s  d i s ab l ed  b y  t h e c o m m an d :

– i pv 6 g pu M I P v 6Sec u ri t y  o f f
• T h en  n o  au t h en t i c at i o n  i s  perf o rm ed  o n  h o m e b i n d i n g s ,  an d  

(rev ers e) t u n n el l i n g i s  d o n e w i t h o u t  I P Sec l eav i n g  t h e R et u rn  
R o u t ab i l i t y pro t o c o l  i s  v u l n erab l e t o  m o n i t o ri n g  o n  a m o b i l e n o d e’s  
f o rei g n  n et w o rk
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N o d e2 – D i s ab l i n g M I P v 6 I P SecC : \J M B >ipv6 gpu M I P v6S ec u rit y  of f
C : \J M B >ipv6 gp
D ef a u lt C u rH opL imit =  1 2 8
U seA nony mou sA ddresses =  no
M a x A nonD A D A t t empt s =  5
M a x A nonL if et ime =  7d/ 2 4 h
A nonRegenera t eT ime =  5 s
M a x A nonRa ndomT ime =  1 0 m
A nonRa ndomT ime =  2 m4 7s
N eighborC a c heL imit =  2 5 6
Rou t eC a c heL imit =  3 2
B indingC a c heL imit =  3 2
Rea ssembly L imit =  1 5 68 64 0
M I P v6S ec u rit y  =  of f
M I P v6M ode =  M N  C N
M I P v6Rou t eO pt imiz e =  y es
M I P v6K c nI nt erva l =  3 0 s
M I P v6K c nG enera t ions =  8
M I P v6H omeB indingL if e =  60 s
M I P v6RRB indingL if e =  3 0 s
M I P v6E rrorT imeou t  =  5 s
M I P v6H omeA gent P ref erenc e =  1
M I P v6S endM obileP ref ix A dvert isement s =  y es
M I P v6I nit ia lB inda c k T imeou t F irst Reg =  1 5 0 0 ms
C : \J M B >h

C : \J M B >ipv6 gpu M I P v6S ec u rit y  of f
C : \J M B >ipv6 gp
D ef a u lt C u rH opL imit =  1 2 8
U seA nony mou sA ddresses =  no
M a x A nonD A D A t t empt s =  5
M a x A nonL if et ime =  7d/ 2 4 h
A nonRegenera t eT ime =  5 s
M a x A nonRa ndomT ime =  1 0 m
A nonRa ndomT ime =  2 m4 7s
N eighborC a c heL imit =  2 5 6
Rou t eC a c heL imit =  3 2
B indingC a c heL imit =  3 2
Rea ssembly L imit =  1 5 68 64 0
M I P v6S ec u rit y  =  of f
M I P v6M ode =  M N  C N
M I P v6Rou t eO pt imiz e =  y es
M I P v6K c nI nt erva l =  3 0 s
M I P v6K c nG enera t ions =  8
M I P v6H omeB indingL if e =  60 s
M I P v6RRB indingL if e =  3 0 s
M I P v6E rrorT imeou t  =  5 s
M I P v6H omeA gent P ref erenc e =  1
M I P v6S endM obileP ref ix A dvert isement s =  y es
M I P v6I nit ia lB inda c k T imeou t F irst Reg =  1 5 0 0 ms
C : \J M B >h
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N o d e2 – H A  M an u al Co n f i g u rat i o n

C : \J M B >ipv6 ha u 2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c  2 0 0 6: 1 : : 7
N ot e:  D u e t o M I P v6 dependenc y  on I P S ec f or
E S P  t u nnelling bot h I P S ec a nd M I P v6 H ome
A ddresses mu st  be rec onf igu red,  in t ha t  order,
a f t er every  reboot .
C : \D oc u ment s a nd S et t ings\J M B >
C : \J M B >ipv6 ha
H ome A ddress:  2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c
H ome A gent :  2 0 0 6: 1 : : 7
E S P T u nnelS P I :  0
E S P T u nnelS P D :  0

C : \J M B >

C : \J M B >ipv6 ha u 2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c  2 0 0 6: 1 : : 7
N ot e:  D u e t o M I P v6 dependenc y  on I P S ec f or
E S P  t u nnelling bot h I P S ec a nd M I P v6 H ome
A ddresses mu st  be rec onf igu red,  in t ha t  order,
a f t er every  reboot .
C : \D oc u ment s a nd S et t ings\J M B >
C : \J M B >ipv6 ha
H ome A ddress:  2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c
H ome A gent :  2 0 0 6: 1 : : 7
E S P T u nnelS P I :  0
E S P T u nnelS P D :  0

C : \J M B >
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N od e2  – B ind ing U pd a tes

C : \>ipv6 bu
H ome A ddress:  2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c
H ost :  2 0 0 6: 1 : : 2 0 d: 60 f f : f ef a : e1 5 b
C oA :  5 / 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c
E x pires  :  3 s
RRS t a t e :  A C T I V E
T u nnelB y pa ssI ndex :  2
H ost :  2 0 0 6: 1 : : 7
C oA :  5 / 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c
E x pires  :  5 7s
C omment s :  H O M E _ A G E N T
RRS t a t e :  N O _ RR A C T I V E

C : \>

C : \>ipv6 bu
H ome A ddress:  2 0 0 6: 1 : : 2 0 c : 2 9 f f : f eb9 : 8 d7c
H ost :  2 0 0 6: 1 : : 2 0 d: 60 f f : f ef a : e1 5 b
C oA :  5 / 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c
E x pires  :  3 s
RRS t a t e :  A C T I V E
T u nnelB y pa ssI ndex :  2
H ost :  2 0 0 6: 1 : : 7
C oA :  5 / 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 c : 2 9 f f : f eb9 : 8 d7c
E x pires  :  5 7s
C omment s :  H O M E _ A G E N T
RRS t a t e :  N O _ RR A C T I V E

C : \>
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T opolog y – Inter net A c c es s

R 7  R 7  –– H AH A
2 0 0 6 : 1 : : 7 / 6 42 0 0 6 : 1 : : 7 / 6 4 W in X PW in X P -- CNCN

2 0 0 6 : 1 5 1 : 2 : :2 0 0 6 : 1 5 1 : 2 : : y y yy y y / 6 4/ 6 4

W in X PW in X P -- MNMN

MNMN
H oAH oA :  2 0 0 6 : 1 : ::  2 0 0 6 : 1 : : x x x xx x x x / 6 4/ 6 4

C a m p u sC a m p u s

W A NW A N

R 2

C isc o 2 8 2 1C isc o 2 8 2 1

C isc o 2 6 2 1C isc o 2 6 2 1

i nterneti nternet
I Pv4  I Pv4  I PS ecI PS ec

I S AT API S AT AP



Mob ile IPv6 T es tb ed
E th er eal T r ac es

IPv6 Mobility Module



IPv6 Mobility Module

Tra c es a f ter suc c essf ul ping s betw een M N 1  &  M N 2
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P ing  w ith out d irec t routing  I P v 6 tunnelised  in I P v 6

C o A  M N 1

HA

Ho A  M N 1
Ho A  M N 2
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E c h o reply w / o DR

C o A  M N 1HA

Ho A  M N 1
Ho A  M N 2



IPv6 Mobility Module

H om e test init

C o A  M N 1HA

Ho A  M N 1
Ho A  M N 2
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Ca re-of  test init

C o A  M N 1
Ho A  M N 2
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H om e test

C o A  M N 1HA

Ho A  M N 1
Ho A  M N 2
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Ca re-of  test

Ho A  M N 2 C o A  M N 1
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B ind ing  u pd ate

C o A  M N 1
Ho A  M N 2

Ho A  M N 1
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B ind ing  a c k now led g em ent . . .

C o A  M N 1HA

Ho A  M N 1
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B ind ing  a c k now led g em ent

C o A  M N 1HA

Ho A  M N 1
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P ing  w ith  DR

C o A  M N 2C o A  M N 1

Ho A  M N 2

Ho A  M N 1
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I c m p reply w ith  DR . . .

C o A  M N 1C o A  M N 2

Ho A  M N 1

Ho A  M N 2
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Ic mp r eply  w ith  D R

C o A  M N 2C o A  M N 1

Ho A  M N 2

Ho A  M N 1



R ef er enc e S lid es
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Direc t routing  

C o A  M N 2C o A  M N 1
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Direc t routing

C o A  M N 1C o A  M N 2
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H A  w ith  A C L  
C on f ig ur a tion  S a m p le :
!
in ter f a c e G ig a bitE th er n et0 / 1
des c r ip tion  = = = =  V er s le W A N  = = =
ip a ddr es s  1 0 . 1 5 1 . 1 7 . 7  2 5 5 . 2 5 5 . 2 5 5 . 0
ip n ba r p r otoc ol-dis c over y
dup lex  a uto
s p eed a uto
ip v6 a ddr es s  2 0 0 6: 1 5 1 : 1 7 : : 7 / 64
ip v6 tr a f f ic -f ilter  MIP in
ip v6 os p f 2 0 0  a r ea  0
!
[ s n ip ]
!
ip v6 a c c es s -lis t MIP
den y ip v6 h os t 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B  h os t 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7 C
den y ip v6 h os t 2 0 0 6: 1 5 1 : 2 : 0 : 2 0 C : 2 9 F F : F E B 9 : 8 D 7 C  h os t 2 0 0 6: 1 5 1 : 3 : 0 : 2 0 D : 60 F F : F E F A : E 1 5 B
p er m it ip v6 a n y a n y
!

C oA M N1 C oA M N2
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H A  w ith  A C L

R 7 # s h  ac c es s -l i s t
I P v 6 ac c es s  l i s t  M I P
d en y  i pv 6 h o s t  20 0 6: 1 5 1 : 3 : 0 : 20 D : 60 F F : F E F A : E 1 5 B  h o s t  
20 0 6: 1 5 1 : 2: 0 : 20 C: 29 F F : F E B 9 : 8D 7 C s eq u en c e 1 0
d en y  i pv 6 h o s t  20 0 6: 1 5 1 : 2: 0 : 20 C: 29 F F : F E B 9 : 8D 7 C h o s t  
20 0 6: 1 5 1 : 3 : 0 : 20 D : 60 F F : F E F A : E 1 5 B  s eq u en c e 20
perm i t  i pv 6 an y  an y (1 62 m at c h es ) s eq u en c e 3 0

R 7 #
R 7 #



N E MO  N E tw or k MO b ility
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W h at is  N E MO ?
“T h e N E MO  W or k in g  G r oup  is  c on c er n ed w ith  m a n a g in g  th e m obility of  a n  
en tir e n etw or k ,  w h ic h  c h a n g es ,  a s  a  un it,  its  p oin t of  a tta c h m en t to th e 
In ter n et a n d th us  its  r ea c h a bility in  th e top olog y.  T h e m obile n etw or k  
in c ludes  on e or  m or e m obile r outer s  ( MR s )  w h ic h  c on n ec t it to th e g loba l 
In ter n et.
A  m obile n etw or k  is  a s s um ed to be a  lea f  n etw or k ,  i. e.  it w ill n ot c a r r y 
tr a n s it tr a f f ic .  H ow ever ,  it c ould be m ultih om ed,  eith er  w ith  a  s in g le MR  
th a t h a s  m ultip le a tta c h m en ts  to th e in ter n et,  or  by us in g  m ultip le MR s
th a t a tta c h  th e m obile n etw or k  to th e In ter n et. ”
N e t w o r k  M o b i l i t y  ( n e m o )  I E T F  W o r k i n g  G r o u p  C h a r t e r
h t t p : / / w w w . i e t f . o r g / h t m l . c h a r t e r s / n e m o -c h a r t e r . h t m l
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Mob ile R ou ter  IPv6:  N E MO  B as ic  
CN

Cor r es p on den t  Node

H om e A g en t  f or  MR

A c c es s  R ou t er

IP v 6  B a c k b o ne

Mobile R ou t er

�
�

• F ea tur es :
– L oc a l A uto-C on f ig ur a tion
– H A  r eg is tr a tion
– R ever s e tun n ellin g
– IPv4  /  IPv6 D oor s
– IC MP ( Pa th  MT U  D is c over y)
– D H A A D
– A H  a uth en tic a tion  h ea der
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Mob ile R ou ter :  R oaming  S c h eme

IPV 6/ V 4
M o b i l e n et w o rk

I P V 6 IPV 6/ V 4
Ho m e N et w o rk

I P V 6
Ho m e A g en t

I P V 6
M o b i l e r o u ter

Mobile IPV6 router roa m in g in to a  V4  or V6 n etw ork

Id ea l top olog y

I P V 4

IPV 6/ V 4
Ho m e N et w o rk

D o o r G at ew ay

I P V 6
M o b i l e r o u ter

IPV 6/ V 4
M o b i l e n et w o rk

I P V 6

Roaming
I P V 6

Ho m e A g en t
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D y namic  H ome A g ent A d d r es s  D is c over y
• S t e p  1 :  E a c h  H o m e  A g e n t  r e c e i v e s  

R o u t e r  A d v e r t i s e m e n t  f r o m  a l l  t h e  
o t h e r  H A s o n  t h e  H o m e  N e t w o r k  
u s i n g  s t a n d a r d  N e i g h b o r  D i s c o v e r y  
p r o t o c o l .

• S t e p 2 :  E a c h  H o m e  A g e n t  m a i n t a i n s  
a n  o r d e r e d  l i s t  o f  t h e  C u r r e n t  H o m e  
A g e n t s  w i t h  t h e i r  l i f e t i m e  a n d  
p r e f e r e n c e .

H o m e N et w o rk

HA  1

HA  2

HA  3

��
�������
	

����
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Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me
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D y namic  H ome A g ent A d d r es s  D is c over y
• S t e p  3 :  T h e  M o b i l e  R o u t e r  s e n d  a  I C M P  

H o m e  A g e n t  D i s c o v e r y   R e q u e s t  
m e s s a g e  t o  t h e  M o b i l e  I P v 6  H o m e -
A g e n t s  A n y c a s t a d d r e s s .

• S t e p  4 :  T h e  f i r s t  H A  t o  r e c e i v e  t h e  
m e s s a g e  r e p l y  w i t h  a n  I C M P  H o m e  
A g e n t  D i s c o v e r y   R e p l y  w i t h  t h e  l i s t  o f  
a l l  t h e  G l o b a l  I P  a d d r e s s e s  o f  t h e  H o m e  
A g e n t s  i n  t h e  o r d e r  o f  p r e f e r e n c e .  Ho m e  Ne t w o r k

HA  1

HA  2

HA  3Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

IC M P H A D  R eq u est
IC M P H A D  R ep ly

Mo b i l e  R o u t e r
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D y namic  H ome A g ent A d d r es s  D is c over y
• S t e p  5 :  T h e  M o b i l e  R o u t e r  h a v i n g  

a c q u i r e d  a  C a r e  O f  A d d r e s s  b y  a u t o -
c o n f i g u r a t i o n  s e n d s  a  B i n d i n g  U p d a t e  
m e s s a g e  t o  t h e  f i r s t  H o m e  A g e n t  i n  t h e  
l i s t .

• S t e p  6 :  T h e  H o m e  A g e n t  a n s w e r s  b a c k  
w i t h  a  B i n d i n g  A c k n o w l e d g m e n t  
m e s s a g e .  I t  u p d a t e s  i t s  B i n d i n g  C a c h e  
t a b l e  w i t h  t h e  C o A o f  t h e  M o b i l e  R o u t e r .

• S t e p  7 :  A  b i d i r e c t i o n a l  t u n n e l  i s  
e s t a b l i s h e d  b e t w e e n  t h e  M o b i l e  R o u t e r  
a n d  t h e  H o m e  A g e n t .

Ho m e  Ne t w o r k

HA  1

HA  2

HA  3Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

Home Agent l i s t:
HA 1  : l i f eti me
HA 2  : l i f eti me
HA 3  : l i f eti me

IC M P H A D  R eq u est
IC M P H A D  R ep ly

Mo b i l e  R o u t e r

� �
� � �
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Mob ile N etw or k  S ample C onf ig u r ation ( IO S )
• H o m e  A g e n t  c o n f i g u r a t i o n :

•i n t e r f a c e  E t h e r n e t 1
• i p v 6  a d d r e s s  C A 5 A : 4 : : B B 4 / 6 4
• i p v 6  e n a b l e
• i p v 6  m o b i l e  h o m e -a g e n t  r u n
•i p v 6  r o u t e  D 0 9 3 : : / 6 4  C A 5 A : 4 : : 9

• M o b i l e  R o u t e r  C o n f i g u r a t i o n :
•i p v 6  u n i c a s t -r o u t i n g
•i p v 6  m o b i l e  r o u t e r
• h o m e -n e t w o r k  C A 5 A : 4 : : B B 4 / 6 4  
• h o m e -a d d r e s s  h o m e -n e t w o r k  : : 9
•i n t e r f a c e  F a s t E t h e r n e t 0 / 1
• i p v 6  a d d r e s s  a u t o c o n f i g
• i p v 6  e n a b l e
• i p v 6  n d s u p p r e s s -r a
• i p v 6  m o b i l e  r o u t e r -s e r v i c e  r o a m
•i n t e r f a c e  F a s t E t h e r n e t 1 / 0
• i p v 6  a d d r e s s  D 0 9 3 : : 1 / 6 4
• i p v 6  e n a b l e

� Home Agent Address

� S ta ti c  R ou te to M ob i l e N etw ork

� Home N etw ork

� M ob i l e N etw ork

� Home Address of  M ob i l e R ou ter

� R oa mi ng i nterf a c e
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Mob ile T u nnel S u ppor t ( IPv4 / IPv6 in IPv6)

• C on f ig ur a tion  of  IPv6 tun n el betw een  th e Mobile R outer  a n d its  H om e 
A g en t.

• B oth  IPv4  a n d IPv6 tr a f f ic s  c a n  g o th r u th is  m obile tun n el
• T h e m obility bein g  h a n dled a t th e IPv6 level.

IPV 6/ V 4
M o b i l e n et w o rk

I P V 6
i n f ras t ru c t u re

IPV 4
N et w o rk

I P V 6
Ho m e A g en tI P V 6

M o b i l e r o u terI P v 4  H o s t

IPV 6
N et w o rk

I P v 6  T u nnel
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R ever s e R ou ting  H ead er

• W or k s  w ith p la in  V 6 h os ts  on  both en ds
• H om e E q uiva len t  Pr iva c y op tion  via  H A
• F ir s t MR  or  MN  builds  a  tun n el w ith  R R H
• N ex t MR s a dd th e s our c e to th e R R H  a n d over w r ite s our c e w ith  th eir  C O A
• A  c om bin a tion of  IP R outin g  in  In f r a s tr uc tur e a n d of  O n  D em a n d S our c e R oute in  th e m obile c loud to a da p t f a s ter  to top olog y c h a n g es

oNAF S =  M R 3  C oa D =  M R 1  H A M R 2  C oa M R 1  C oa M R 1  H oA i NAF S =  L FN1 D =  C N1 i P AY L O AD  

R R H 
R out in g Header t y p e 4O ut er I PV 6  header E n c ap sulat ed I PV 6  p ac ket

• Routing H e a d e r :  ty p e  4 M R 3 ’s  H A

M R 2’s  H A
M R 1 ’s  H A

M R 3

M R 2

M R 1

L F N 1

Packets route

A c c es s  R o u ter

I nternet

C N

T u nnel
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T r ee D is c over y
• E a c h Mobile r outer  h a s on ly on e 

C O A  ( MIPV 6)
• E a c h Mobile R outer  a tta c h es  to 

a n oth er on e f ollow in g r ules th a t
f or c e T r ee top olog y
– B a s ed on  a uton om ous dec is ion
of  ea c h Mobile r outer

– B a s ed on  L oop a voida n c e
m ec h a n is m

T L M R

I n t ern et
T L M R
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T r ee D is c over y
• Addition of a T r e e I nfor m ation O p tion to R ou te r  
Adv e r tis e m e nt

T L M R

I n t ern et
T L M R
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T r ee D is c over y
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S u mmar y
• S u p p o r t  f o r  I E T F  N E M O  s p e c i f i c a t i o n s
• M o b i l e  R r o u t e r T r e e s  a l l o w  f o r  c a s c a d e d  c o n f i g u r a t i o n s
• D y n a m i c  H A  a l l o w  f o r  G e o g r a p h i c a l l y  d i s p e r s e d  H o m e  A g e n t s
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R ef er enc es
• I E T F  N E M O  W o r k i n g  G r o u p

– h t t p : / / w w w . i e t f . o r g / h t m l . c h a r t e r s / n e m o -c h a r t e r . h t m l
• I E T F  M o b i l i t y  f o r  I P v 6  W o r k i n g  G r o u p

– h t t p : / / w w w . i e t f . o r g / h t m l . c h a r t e r s / m i p 6 -c h a r t e r . h t m l
• S e l e c t e d  N E M O  D r a f t s :

– h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -i e t f -n e m o -b a s i c -s u p p o r t -0 3 . t x t
– h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -t h u b e r t -n e m o -b a s i c -u s a g e s -0 1 . t x t
– h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -t h u b e r t -n e m o -r o -t a x o n o m y -0 2 . t x t
– h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -t h u b e r t -t r e e -d i s c o v e r y -0 0 . t x t
– h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -t h u b e r t -n e m o -r e v e r s e -r o u t i n g -

h e a d e r -0 5 . t x t



Mob ile A d -H oc  N etw or k  r ou ting

IPv6 Mobility Module
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C h ar ac ter is tic s  of  MA N E T s ( R F C 2 5 0 1 )
• D y n a m i c  t o p o l o g i e s

– N o d e s  a r e  f r e e  t o  m o v e  a r b i t r a r i l y .  N e t w o r k  t o p o l o g y  m a y  c h a n g e  r a n d o m l y  
a n d  r a p i d l y  a t  u n p r e d i c t a b l e  t i m e s .

• B a n d w i d t h -c o n s t r a i n e d ,  v a r i a b l e  c a p a c i t y  l i n k s
– W i r e l e s s  l i n k s  h a v e  s i g n i f i c a n t l y  l o w e r  c a p a c i t y  t h a n  t h e i r  h a r d w i r e d  

c o u n t e r p a r t s .  A f t e r  a c c o u n t i n g  f o r  t h e  e f f e c t s  o f  m u l t i p l e  a c c e s s ,  f a d i n g ,  
n o i s e ,  a n d  i n t e r f e r e n c e  c o n d i t i o n s ,  e t c . ;  t h e  a c t u a l  t h r o u g h p u t  i s  o f t e n  m u c h  
l e s s  t h a n  a  r a d i o ' s  m a x i m u m  t r a n s m i s s i o n  r a t e .

• E n e r g y -c o n s t r a i n e d  o p e r a t i o n
– S o m e  o r  a l l  o f  t h e  n o d e s  i n  a  M A N E T  m a y  r e l y  o n  b a t t e r i e s  o r  o t h e r  

e x h a u s t i b l e  m e a n s  f o r  t h e i r  e n e r g y .  N e t w o r k  &  r o u t i n g  o p t i m i z a t i o n  m u s t  b e  
c o g n i z a n t  o f  e n e r g y  c o n s e r v a t i o n .

• L i m i t e d  p h y s i c a l  s e c u r i t y  
– M o b i l e  w i r e l e s s  n e t w o r k s  a r e  m o r e  p r o n e  t o  p h y s i c a l  s e c u r i t y  t h r e a t s  ( i . e .  

e a v e s d r o p p i n g ,  s p o o f i n g ,  a n d  D O S  a t t a c k s ) t h a n  h a r d w i r e d  n e t w o r k s .    
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D y namic  T opolog y
• R a n d o m  i n t e r c o n n e c t i o n

–M i n i m a l  o r  n o  e n g i n e e r i n g
–L o w  b a n d w i d t h  l i n k s

• C o n s t a n t  o r  f r e q u e n t  c h a n g e  ( m o t i o n )
–N e i g h b o r  c h a n g e s ;  

•N e w  n e i g h b o r  m a y  b e  l e s s  r e l i a b l e  c o n n e c t i o n
•M o r e  r e l i a b l e  c o n n e c t i o n  m a y  b e  a t  l o w e r  b a n d w i d t h
•R e s u l t i n g  i n f o r m a t i o n  p r o p a g a t i o n  ( f l o o d i n g )
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R ad io C h ar ac ter is tic s
• D i r e c t i o n a l  A n t e n n a

–S o m e  r a d i o s  s e n d  i n  a  s t a t e d  d i r e c t i o n ;  h a v e  t o  s e n d  w h e n  p e e r  
i s  l i s t e n i n g  i n  t h a t  d i r e c t i o n

• V a r y i n g  s i g n a l  s t r e n g t h ,  l i n k  q u a l i t y
–R o u t e  c o s t  should t a k e  l i n k  q u a l i t y  i n t o  c o n s i d e r a t i o n

• O v e r l a p p i n g  c o n n e c t i v i t y
–N o  u n i f y i n g  c o n c e p t  l i k e  D e s i g n a t e d  R o u t e r
–H a p h a z a r d  c o n n e c t i o n s
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R ad io r eg ions  over lap h aph az ar d ly
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E ner g y -c ons tr ained  O per ation
• S om e n odes  ( e. g .  h a n d-h eld,  or  la p top  devic es )  a r e p ow er ed by ba tter ies
• O th er s  ( e. g .  veh ic le-ba s ed)  m a y be a ble to r ely on  a  “c on s ta n t” p ow er  

s our c e
• B a tter y dr a in  w ill in f luen c e a  n ode’s  a bility to p a r tic ip a te a s  a  r outin g  

n ex t-h op
– Y ou c ould s us p en d a  n ode if  it h a s n ’t p a r tic ip a ted in  a  MA N E T  f or  
s om e p er iod of  tim e,  but th en  h ow  do you w a k e it up  w h en  
a p p r op r ia te?

– R oute c os t should ta k e en er g y c on s tr a in ts  in to c on s ider a tion
• In ef f ic ien t da ta  lin k ,  MA C ,  or  n etw or k  la yer  des ig n  c a n  r es ult in  

a ddition a l p a c k ets  bein g  tr a n s m itted,  h en c e,  m or e ba tter y p ow er  bein g  
c on s um ed.
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L imited  Ph y s ic al S ec u r ity
• R a d i o  t r a n s m i s s i o n  i s  i n h e r e n t l y  l e s s  s e c u r e  t h a n  w i r e d  t r a n s m i s s i o n

– E a s i e r  t o  s n o o p  o r  e a v e s d r o p
• M o r e  s u s c e p t i b l e  t o  D o S a t t a c k s
• D e t e c t i o n  a v o i d a n c e  f o r  m i l i t a r y  a p p l i c a t i o n s
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MA N E T  Pr otoc ols  in IE T F• N u m e r o u s  p r o t o c o l s  h a v e  b e e n  p r o p o s e d  o v e r  t h e  y e a r s ;  f o u r  r e m a i n  a c t i v e  
i n  t h e  M A N E T  I E T F  w o r k i n g  g r o u p

• P r o t o c o l s  f a l l  i n t o  t w o  c a t e g o r i e s :  P r o a c t i v e  a n d  R e a c t i v e
–P r o a c t i v e  – P r o t o c o l s  t h a t  a c t i v e l y  m a i n t a i n  n e t w o r k  t o p o l o g y  w h e t h e r  a  
s p e c i f i c  r o u t e  h a s  b e e n  r e q u e s t e d  o r  n o t
–R e a c t i v e  – P r o t o c o l s  t h a t  d e f e r  r o u t e  d i s c o v e r y  u n t i l  i t  i s  n e e d e d

• P r o a c t i v e
–O p t i m i z e d  L i n k  S t a t e  R o u t i n g  ( O L S R  – R F C 3 6 2 6 )
–T o p o l o g y  D i s s e m i n a t i o n  B a s e d  o n  R e v e r s e -P a t h  F o r w a r d i n g  ( T B R P F  –
R F C 3 6 8 4 )

• R e a c t i v e
–A d  H o c  O n  D e m a n d  D i s t a n c e  V e c t o r  R o u t i n g  ( A O D V  – R F C 3 5 6 1 )
–D y n a m i c  S o u r c e  R o u t i n g  P r o t o c o l  f o r  A d  H o c  N e t w o r k s  ( D S R  – I n t e r n e t  
D r a f t ,  n o  R F C  n u m b e r  a s s i g n e d ,  l a s t  u p d a t e d  1 5  A p r i l  2 0 0 3 )
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A O D V
• B a s e d  o n  D e s t i n a t i o n -S e q u e n c e d  D i s t a n c e -V e c t o r  ( D S D V )  r o u t i n g  

a l g o r i t h m
• R o u t e s  a r e  d i s c o v e r e d  a s -n e e d e d  b y  b r o a d c a s t i n g  a  r o u t e -r e q u e s t  

( R R E Q )  t h r o u g h  t h e  n e t w o r k ,  a n d  w a i t i n g  o n  a  u n i c a s t r o u t e -
r e p l y  ( R R E P )

• R o u t e s  a r e  m a i n t a i n e d  “a s  l o n g  a s  n e e d e d ”
• R o u t e  e r r o r s  a r e  s i g n a l e d  b y  a  R o u t e  E r r o r  ( R E R R )  m e s s a g e  t o  a l l

e f f e c t e d  d e s t i n a t i o n s
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A d  H oc  D is tanc e V ec tor  ( A O D V )
• A  r o u t e  b e t w e e n  t w o  n o d e s  i s  f o u n d  b y  s e n d i n g  

a n  R o u t e  R e q u e s t  t o  a  l o c a l i t y
–I n i t i a l  l o c a l i t y  s m a l l ,  g r o w s  w i t h  f a i l u r e
–A f t e r  t h a t ,  a  l i t t l e  l a r g e r  t h a n  t h e  l o c a l i t y  
t a r g e t  l a s t  f o u n d  i n

• R o u t e  R e s p o n s e  s e n t
–B y  t a r g e t  i f  n e c e s s a r y
–B y  n e i g h b o r i n g  r o u t i n g  n o d e  i f  p o s s i b l e  t o  
“j o i n ” e x i s t i n g  r o u t e

• N e t w o r k  s t o r e s  t h e  r o u t e

d

j k l

ihg

f

A

e

C

B
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A O D V  C ontinu ed
• E a c h  r oute is  to a  r outer
• E a c h  r oute a dver tis em en t h a s  a  s eq uen c e n um ber

–O r ig in a tor  bum p s  s eq uen c e n um ber  on  n ew  in f or m a tion
–O th er s  bum p  on ly w h en  w ith dr a w in g  f a iled r oute

• E f f ec t:  w e a lw a ys  k n ow  r ela tive or der  of  in f or m a tion
–N o c oun t to in f in ity
–N o loop in g  r outes
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A O D V  A naly s is
• O p p or tun ities

–Per h a p s  g ood in  a p p lic a tion  in  w h ic h  devic es  in ter a c t w ith  r ela tively 
s m a ll n um ber  of  oth er s
–Pos s ibility of  a ddin g  tr a f f ic  en g in eer in g  p a r a m eter s
–D evic e k n ow ledg e m in im iz ed

• Is s ues
–D ela y dur in g  r oute in s ta lla tion / c h a n g e
–H ea vy m ultic a s tin g  dur in g  n etw or k  c h a n g e
–R oute a uth en tic a tion / a uth or iz a tion
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O ptimiz ed  L ink  S tate R ou ting  ( O L S R )
• S ys tem s  tr a de

–S om e f or m  r outin g  ba c k bon e
–S om e a c t a s  “h os ts ”

• A s  devic es  m ove
–T op olog ic a l r ela tion s h ip s  
c h a n g e
–R outes  c h a n g e
–B a c k bon e s h a p e a n d 
c om p os ition  c h a n g es
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O L S R  A naly s is
• O p p o r t u n i t i e s

–P r o a c t i v e :  k n o w s  n e t w o r k  u p  f r o n t
–P a r a m e t e r s  c a n  b e  a d d e d  f o r  e n g i n e e r i n g
–M i n i m i z e s  d i s t r i b u t i o n  t r a f f i c  f o r  S P F  p r o t o c o l

• I s s u e s
–E v e r y  n e t w o r k  c h a n g e  r e q u i r e s  e v e r y  r o u t e r  t o  d o  s o m e t h i n g
–N o  h i e r a r c h i c a l  r o u t i n g  c o n c e p t  c o m p a r a b l e  t o  O S P F  a r e a s
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• W h e n  l o o k i n g  a t  I E T F  p r o t o c o l s ;
– N o  ‘o p t i m a l ’ p r o t o c o l
– P e r f o r m a n c e  d e p e n d s  o n  n e t w o r k  s c e n a r i o  a n d  a p p l i c a t i o n  
( t r a f f i c  p a t t e r n s )
– T e s t i n g  s t u d i e s  – n o t  v a l i d a t e d  i n  r e a l -w o r l d  d e p l o y m e n t s  
( r e s e a r c h  c o m m u n i t y )
– L i v e  i m p l e m e n t a t i o n s  a r e  l i m i t e d
– E x p e r i m e n t a l  R F C s

W h at’s  th e b es t MA N E T  pr otoc ol?
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How about one of the other p r otoc ol s  av ai l abl e?
L U N AR

M O S AI C
F I S H E Y E

T O R A

Z R P

AB R

S T AR

S S A

L AN M AR
L AR

P S R

Ant M ob il e M an



MA N E T  O S PF v3  ex tens ions

IPv6 Mobility Module



IPv6 Mobility Module
A r eas  of  O S PF v3  inef f ic ienc y  ad d r es s ed  w ith  
MA N E T  E x tens ions
• I nter fac e T y p es
• N ei g hbor  ad j ac enc i es
• D atabas e s y nc hr oni z ati on 
• F l ood i ng  of r outi ng  up d ates
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Inter f ac e T y pe
• E x i s t i n g  O S P F  i n t e r f a c e  t y p e s  ( B r o a d c a s t ,  N B M A ,  P 2 M P ,  P 2 P )  a r e  

n o t  e f f i c i e n t  f o r  o p e r a t i o n  i n  a d -h o c  e n v i r o n m e n t
• N e w  M A N E T  i n t e r f a c e  t y p e  i s  a  v a r i a n t  o f  P 2 M P

– A l l  r o u t e r -t o -r o u t e r  c o n n e c t i o n s  o v e r  t h e  M A N E T  i n t e r f a c e  
b e h a v e  a s  i f  t h e y  w e r e  p o i n t -t o -p o i n t  l i n k s  

– R o u t e  c o s t  m e t r i c  c a n  b e  s e t  o n  a  p e r  n e i g h b o r  b a s i s
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N eig h b or  A d j ac enc y  Is s u es
• N o d e s  m a y  h a v e  v a r i e d  c a p a b i l i t i e s
• P e r i o d i c  H e l l o  m e s s a g e s  – o v e r h e a d  i n c r e a s e s  w i t h  s i z e  a n d  d e n s i t y  
o f  n e t w o r k ,  a n d  w i t h  r a t e  o f  H e l l o  m e s s a g e  e x c h a n g e s

• P o t e n t i a l  l a r g e  s i z e  o f  n e i g h b o r  l i s t  t o  b e  a d v e r t i s e d  i n  H e l l o
–U n n e c e s s a r y  o v e r h e a d  a n d  p o s s i b l e  s i z e  i s s u e s  ( p a c k e t s  l a r g e r  
t h a n  i n t e r f a c e  M T U )

• S o l u t i o n  i s  i m p l e m e n t e d  i n  ‘I n c r e m e n t a l  H e l l o ’ m e s s a g e s
–A l l o w s  f o r  v a r i e d  p a r t i c i p a t i o n  l e v e l s
–T w o -w a y  c o n n e c t i v i t y  c h e c k
–I n c l u d e  s e l e c t i o n  o f  ‘a c t i v e ’ o v e r l a p p i n g  r e l a y s  f o r  o p t i m i z e d  
f l o o d i n g
–I n c l u d e  W i l l i n g n e s s  t o  s e r v e  a s  a n  ‘a c t i v e ’ o v e r l a p p i n g  r e l a y

• D o n ’t  i n c l u d e  f u l l  n e i g h b o r  l i s t  o n  H e l l o  p a c k e t s ;  i n c r e m e n t a l l y  
u p d a t e  a s  n e i g h b o r  s t a t e  c h a n g e s



IPv6 Mobility Module

D atab as e S y nc h r oniz ation
• Im p lem en t a  T em p or a r y L in k  S ta te D a ta ba s e
• K eep s  va lid L S A s f r om  r outer s  th a t you h a ve n ot  y e t  es ta blis h ed a n  
a dj a c en c y w ith

• L S A s a r e m ultic a s ted,  loc a l r outer  c a c h es
• L S A s a r e “p r om oted” ( m oved in to th e Per m a n en t L in k  S ta te D a ta ba s e)  
if / w h en  th e loc a l O S PF  es ta blis h es  a n  a dj a c en c y w ith  th e r em ote p eer

• K eep s  th em  f r om  be r e-tr a n s m itted dur in g  s yn c h r on iz a tion  p r oc es s
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F lood ing  Is s u es
• F l o o d i n g  O v e r h e a d

–C u r r e n t  f l o o d i n g  o c c u r s  o n  a l l  i n t e r f a c e s  o t h e r  t h a n  t h e  
r e c e i v i n g  i n t e r f a c e
–A l l  r o u t e r s  f l o o d  r e c e i v e d  u p d a t e s

• F l o o d i n g  o p t i m i z a t i o n  ( O v e r l a p p i n g  R e l a y s )
–M i n i m i z e  p r o p a g a t i n g  l i n k -s t a t e  i n f o r m a t i o n  t o  r o u t e r s  w h o  
h a v e  a l r e a d y  r e c e i v e d  i t
–U s e  k n o w l e d g e  o f  t w o -h o p  n e i g h b o r h o o d ,  a l l o w i n g  m o r e  
i n t e l l i g e n t  f l o o d i n g  d e c i s i o n s  a n d  i n t e l l i g e n t  A C K i n g d e c i s i o n s  t o  
b e  m a d e
–G o a l  i s  t o  m i n i m i z e  c o n t r o l  o v e r h e a d
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S tand ar d  O S PF  F lood ing
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O ver lapping  R elay s
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O ver lapping  R elay  A lg or ith ms
• C on c ep t dr a w n  f r om  O L S R  MPR
• W h o g ets  to be a  r ela y s ys tem ?

–R outer  a dver tis es  w illin g n es s  
( p olic y)
–N eig h bor s  s elec t n eig h bor  
w ith  m os t “tw o h op ” n eig h bor s

• W h a t if  s elec ted r ela y f a ils  to 
deliver  m es s a g e?

–O th er  n eig h bor s  “r e”tr a n s m it
–E f f ec tively,  a c t a s  ba c k up  
r ela y s ys tem



IPv6 Mobility Module

Intellig ent A c k ing
• A l l  A C K s ar e m ul ti c as t.
• R efl ood of L S A  s er v es  an i m p l i c i t A C K
• N od e s houl d  onl y  A C K  fi r s t L S A  r ec ei v ed  on l i nk
• R el ay s  s houl d  onl y  ex p ec t A C K S  ( i m p l i c i t or  ex p l i c i t)  fr om  p eer s  that hav e not al r ead y  A C K ed thi s  L S A .
• S ev er al  A C K S  bund l ed  i n s i ng l e p ac k et
• A C K s r es et R outer D ead I nter v al at r ec ei v er
• A C K s r es et Hel l oI nter v al at s end er  i f no s tate i s  wai ti ng  to be s ent i n a Hel l o p ac k et
• L S A  r ec ei v ed  uni c as t i s  A C K ed v i a m ul ti c as t
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IT E F  R ef er enc es
• M A N E T  C h a r a c t e r i s t i c s  - h t t p : / / w w w . i e t f . o r g / r f c / r f c 2 5 0 1 . t x t
• A O D V  - h t t p : / / w w w . i e t f . o r g / r f c / r f c 3 5 6 1 . t x t
• O L S R  - h t t p : / / w w w . i e t f . o r g / r f c / r f c 3 6 2 6 . t x t
• T B R P F  - h t t p : / / w w w . i e t f . o r g / r f c / r f c 3 6 8 4 . t x t
• D S R  - h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -i e t f -m a n e t -d s r -

0 9 . t x t
• O S P F v 3  M A N E T - h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -

c h a n d r a -o s p f -m a n e t -e x t -0 4 . t x t
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IT E F  R ef er enc es  c ont’d .
• P P P  - h t t p : / / w w w . i e t f . o r g / r f c / r f c 1 6 6 1 . t x t
• P P P o E  – h t t p : / / w w w . i e t f . o r g / i n t e r n e t -d r a f t s / d r a f t -b b e r r y -p p p o e -

c r e d i t -0 6 . t x t


