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Part 1

IPv6 Setup In several Platforms
(Windows 2K/XP/2003/Vista,
Linux, BSD)
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IPv6 Setup: W2K (1)

* Non-production stack available (originally developed by Microsoft Research)
 Download the “Microsoft IPv6 Technology Preview for Windows 2000”:

Available at http://www.ipv6tf.org/using/connectivity/guides.php?cid=1
Note that Windows 2000 IPv6 isn't supported anymore by Microsoft

e |nstall Procedure:

Log on to the Windows 2000 with local administrator privileges

Extract IPv6 Technology Preview files, for example in C:\IPv6Kit

Follow the procedure in SPn & IE6 fixed.txt in order to change /setup/hotfix.ini file
Run the Setup.exe or hotfix.exe

From the Windows 2000 desktop, click Start, point to Settings, and then click Network and
Dial-up Connections. As an alternative, you can right-click My Network Places, and then click
Properties

Right-click the Ethernet-based connection to which you want to add the IPv6 protocol, and
then click Properties (typically, this connection is named Local Area Connection

Click Install)

In the Select Network Component Type dialog box, click Protocol, and then click Add

In the Select Network Protocol dialog box, click Microsoft IPv6 Protocol and then click OK
Click Close to close the Local Area Connection Properties dialog box

e InaDOS Prompt:

IpVv6 if to check if IPv6 has been installe

*
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IPv6 Setup: W2K (2)

* Uninstall Procedure:
— Log on to the Windows 2000 with local administrator privileges

— From the Windows 2000 desktop, click Start, point to Settings, and then click
Network and Dial-up Connections. As an alternative, you can right-click My
Network Places, and then click Properties

— Right-click the connection to which you want to remove the Microsoft
Research IPv6 protocol, and then click Properties (typically, this connection is
named Local Area Connection)

— Click MSR IPv6 Protocol and then click Uninstall
— In the Uninstall MSR IPv6 Protocol dialog box, click Yes
— In the Local Network dialog box, click Yes to restart your computer

e InaDOS Prompt:
— ipv6 if to check if IPv6 was uninstalled
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IPv6 Setup: XP/2003 (1)

 Ina DOS Prompt:

—1pv6 Install to install IPv6 as Network
Protocol

e ipconfig or ipv6 if to check if IPv6 was
installed
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IPv6 Setup: XP/2003 (2)

-L Local Area Connection Properties

3 AnOther Optlon to CheCk General | Authentication | Advanced
If IPv6 was installed

E& IntellR] PROA00YE Metwork Conne

Thiz connection uzes the following items:

v SEDS F'au:ket Scheduler -

Network Connections > Local
Area Connection > Properties

vl =-E‘i=.-“-‘-.EI3IS P'n:utl:u:l:ul [IEEE EHIIE'IH] v3.1.0.1
¥ %= Internet Protocol [T CPAP b

o Also it is possible to < *

[ Install... ] [ Uninztall ]

Install/uninstall IPv6

TCPAP werzion 6. The next-generation version of the internet

fro m h e re protocal that provides communication across diverse

intercanhected nebwark.s.

] Show icon in notification area when connected
Matify me when this connection haz mited ar no connectivity

] ] [ Cancel
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IPv6 Setup: XP/2003 (3)

In a Command Prompt:

—1pv6 uninstall to delete IPv6 as
Network Protocol

e ipconfig or ipv6 If to check if IPv6 was
uninstalled
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IPv6 Setup: Vista (1)

Nothing to do!!!
— IPv6 is installed by default ©
— The configuration is based on GUI ©

Other new features in Vista regarding IPv6
— Full IPsec support
— MLDv2

— Link-Local Multicast Name Resolution (LLMNR)

» It doesn’'t need DNS server. IPv6 nodes in a segment ask the name to a
multicat IPv6 address. It's similar to the NetBIOS working.

— |Pv6 address in URLs support
— IPv6 over PPP
— DHCPV6, not only in the client but also in the server

— Random IDs by default for the IPv6 address
» Similar to the Privacy Extension Address but allows to be included in DNS
» It prevents the user be tracked by using the EUI-64 part of the IPv6 address

— Teredo supports symetric NATs

* Itis enabled by default but no actvie. It becomes active automatically if any
application needs IPv6 support ar“o uvely available in the network
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IPv6 Setup: Vista (2)

Un-installation

It cannot be un-installed because the IPv6 stack is completely integrated in the operating system
as the IPv4 one

It can be disabled for one specific network interface

Through the GUI “Network Connections” and disabling the IPv6 stack

Different IPv6é components can be customized through the registry:

=

S A

o

The following record (type DWORD) needs to be created:
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\tcpip6\Parameters\DisabledCom
ponents

The DisabledComponents registry value is a bit mask that controls the following series of flags,
starting with the low order bit (Bit 0 = enabled):

Bit 0 =» Set to 1 to disable all IPv6 tunnel interfaces, including ISATAP, 6to4, and Teredo tunnels. Default value is
0

Bit 1=» Set to 1 to disable all 6to4-based interfaces. Default value is 0
Bit 2 = Set to 1 to disable all ISATAP-based interfaces. Default value is O
Bit 3 = Set to 1 to disable all Teredo-based interfaces. Default value is O

Bit 4 =» Set to 1 to disable IPv6 over all non-tunnel interfaces, including LAN interfaces and Point-to-Point
Protocol (PPP)-based interfaces. Default value is 0

Bit 5 =» Set to 1 to modify the default prefix policy table to prefer IPv4 to IPv6 when attempting connections.
Default value is 0

Some values of DisabledComponents for disabling some components:

Disable all tunnel interfaces 0x1
Disable 6to4 0x2
Disable ISATAP 0x4
Disable Teredo 0x8
Disable Teredo and 6to4 OxA
Disable all LAN and PPP interfaces 0x10

Disable all LAN, PPP, and tunnel interfaces Ox11

o
Prefer IPv4 over IPv6 x20 e
Disable IPv6 over all interfaces and C * ¢6°—4:‘ , :
prefer IPv4 to IPv6 R O eplLov coﬁ
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IPVA Satrl 1y (1)
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To check Iif IPv6 Is installed:
#test -f /proc/net/if_inet6 && echo “Current Kernel supports IPv6*

Module Installation:
#modprobe ipv6

Module check:
#lsmod |grep -w 'ipv6' && echo “IPv6 module loaded"

Automatic Load/Unload of Module
(/etc/modules.conf o /etc/conf.modules ):

alias net-pf-10 ipv6 #enables load on demand
alias net-pf-10 off #disables load on demand
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IPv6 Setup: Linux (2)

# ifconfig to check
ethO Link encap:Ethernet HWaddr 00:E0:81:05:46:57
inet addr:10.0.0.3 Bcast:10.0.0.255 Mask:255.255.255.0
inet6 addr: fe80::2e0:81ff:fe05:4657/64 Scope:Link
inet6 addr: 2001:800:40:2a05::3/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2010563 errors:0 dropped:0 overruns:0 frame:0
TX packets:1700527 errors:0 dropped:0 overruns:2 carrier:0
collisions:0 txqueuelen:100
RX bytes:205094215 (195.5 Mb) TX bytes:247063610 (235.6Mb)
Interrupt:11 Base address:0xe000 Memory:f8201000-f8201038
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
Inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1675838 errors:0 dropped:0 overruns:0 frame:0
TX packets:1675838 errors:0 dropped:0 overruns:O carrier:0
collisions:0 txqueuelen:0
RX bytes:659846244 (629.2 Mb) TX bytes 659846244 (629.2 Mb)
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IPv6 Setup: Linux (3)

Persistent Configuration

 Red Hat (from 7.1) and similar “distros”:

Add Iin /etc/sysconfig/network:
NETWORKING IPV6=yes

Network Restart:

# service network restart

Or

#letc/init.d/network restart
e SUSE:

Add In letc/sysconfig/network/ifcfg-<Interface-Name>.
SUSE 8.0: ip6ADDR="<ipv6-address>/<prefix>"
SUSE 8.1.: IPADDR="<ipv6-address>/<prefix>"
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IPv6 Setup:
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Persistent Configuration

e Debian/Ubuntu:

Once the IPv6 module is loaded, then edit /etc/networkiinterfaces,
for example:

iface ethO inet6 static
pre-up modprobe ipv6
address 3ffe:ffff:1234:5::1:1
# unable autoconfiguration:
# up echo 0 > /proc/sys/net/ipv6/conf/all/autoconf
netmask 64
# router is autoconfigured and doesn’t have static address
# it finds it because of
# (/proc/sys/net/ipv6/conf/all/accept_ra).
# if not, gateway must be configured:
# gateway 3ffe:ffff:1234:5::1

— Reboot or:
# ifup --force ethO
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|IPVO Set

e Tools:

1. net-tools package

# /sbin/ifconfig -? 2>& 1|grep -qw 'inet6' && echo "ifconfig supports IPv6*
# /sbin/route -? 2>& 1|grep -gw 'inet6’' && echo "'route supports IPv6"

2. lproute package
# /sbin/ip 2>&1 |grep -qw 'inet6' && echo "ip supports IPv6*

3. Iputils package contains pingo,
traceroute6 and tracepath6
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IPv6 Setup: BSD (1)

e To install the Stack (Versions 4.5+)
e Good IPv6 support
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Part 2

Basic Configuration
Stateless/Stateful
Autoconfiguration, Privacy,
Static Routes
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Basic Configuration: W2K (1)

Basic Commands in W2K
Useful to obtain information about the status and to configure interfaces,
addresses, caches, routes, and so on

Two groups of commands:
— Net.exe
e Can be used to stop and start the IPv6 protocol

» Restarting the IPv6 protocol causes it to reinitialize as if the computer
were rebooting, which might change interface numbers

— ipv6.exe (covers up to Windows XP SP2)
» All Microsoft IPv6 protocol configuration is done with the ipv6.exe tool

e Some changes are not persistent (values lost with each reboot). It is
possible to execute a configuration in a .cmd script in each boot
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Basic Configuration: W2K (2)

e “Net” Commands

— Net.exe has many subcommands, each with its own set of arguments and options. Only the
following commands are directly relevant to IPv6:

* net stop tcpip6: Stops the IPv6 protocol and unloads it from memory. This command fails if there are any
open IPv6 sockets

* net start tcpip6: Starts the IPv6 protocol if it was stopped. If a new Tcpip6.sys driver file is present in the
%systemroot%\System32\Drivers directory, it is loaded

e “Ipv6” Commands
— ipv6.exe has many subcommands, each with its own set of arguments and options:

* Ipv6 If [if#]
» ipv6 ifc if# [forwards] [advertises] [-forwards] [-advertises] [mtu #bytes] [site site-identifier]
e ipv6 ifd if#

* ipv6 nc [if# [address]]
e ipv6 ncf [if# [address]]
* ipv6 rc [if# address]

* ipv6 rcf [if# [address]]

e ipv6 bc

* ipv6 adu if#/address [lifetime VL[/PL]] [anycast] [unicast]
* ipv6 spt

* ipv6 spu prefix if# [lifetime L]

* ipv6rt

* IpV6 rtu prefix if#/nexthop] [lifetime L] [preference P] [publish] [age] [sp! site-prefix-length]

 Further information at:
http://msdn.microsoft.com/downloads/sd ks/E)Iatform/tpipv6/start.asp
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Basic Configuration: W2K (3)

e Pingin W2K
— ping6 destination-address

e Traceroute iIn W2K
— tracert6 destination-address
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Basic Configuration: W2K (4)

e Adding an Address:

— 1pv6 adu Ifindex/Address [life
ValidLifetime[/PrefLifetime]] [anycast] [unicast]

— Example: ipv6 adu 2/2001:db8::1

e Deleting an Address:

— 1pv6 adu Ifindex/Address [life
ValidLifetime[/PrefLifetime]] [anycast] [unicast]

— Example: ipv6 adu 2/2001:db8::1 life O

e Check the configuration using
— 1pV6 If 2
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Basic Configuration: W2K (5)

e Adding a Static Route:

— 1pv6 rtu Prefix IfIndex[/Address]
[lifetimeValid[/Preferred]] [preference P] [publish]
[age] splSitePrefixLength]

— Example: ipv6 rtu ::/0 2/::192.168.0.102
e Above, ::192.168.0.102 is the default gateway

e Showing Routes:
— 1pVv6 [-Vv] rt
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Basic Configuration: W2K (6)

e Deleting a Static Route:

— 1pv6 rtu Prefix IfIndex[/Address]
[lifetimeValid[/Preferred]] [preference P] [publish]
[age] splSitePrefixLength]

— Example: ipv6 rtu ::/0 2/::192.168.0.102 pub life O
e Above, ::192.168.0.102 is the default gateway

 Check using
— 1pV6 rt
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Basic Configuration: W2K (7)

Manual Tunnel

Use ipv6 adu and ipv6 rtu
Example:

Ipv6 rtu ::/0 2/::200.20.20.20

Ipv6 adu 2/2001:db8:0a20:0011::2
— 200.20.20.20 is the remote endpoint address
— 2001:db8:0a20:0011::2 is the local address

Check using ipv6 if 2 and ipv6 rt
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Basic Configuration: XP/2003 (1)

e Basic Commands in XP/2003

o Useful to obtain information about the status and to
configure interfaces, addresses, caches, routes, and so on

e Two groups of commands:

— Ipv6.exe (covers up to Windows XP SP2)

e« Some changes are not persistent (values lost with each reboot). It
IS possible to execute a configuration in a script in each boot.

— netsh interface ipv6 (starting on Windows XP SP2 and Server
2003)
e Option store=active|persistent to save changes

Equivalences at:
http://www.microsoft.com/windowsserver2003/technologies/i

pv6/ipv62netshtable.mspx
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Basic Configuration: XP/2003 (2)

. “ipv6” Commands
— ipv6 [-p] [-v] if [ifindeX]
— ipv6 [-p] ifcr vbv4 vasrc v4dst [nd] [pmld]
— ipv6 [-p] ifcr 6over4 v4src
— ipv6 [-p] ifc ifindex [forwards] [-forwards] [advertises] [-advertises] [mtu #bytes] [site site-identifier] [preference P]
— ipv6 rlu ifindex v4dst
— ipv6 [-p] ifd ifindex
— ipv6 [-p] adu ifindex/address [life validlifetime[/preflifetime]] [anycast] [unicast]
— ipv6 nc [ifindex [address]]
— ipv6 ncf [ifindex [address]]
— ipv6 rc [ifindex address]
— ipv6 rcf [ifindex [address]]
— ipv6 bc
— ipv6 [-p] [-v] rt
— ipv6 [-p] rtu prefix ifindex[/address] [life valid[/pref]] [preference P] [publish] [age] [spl SitePrefixLength]
— ipv6 spt
— ipv6 spu prefix ifindex [life L]
— ipv6 [-p] gp
— ipv6 [-p] gpu [parameter value] ... (try -?)
— ipv6 renew [ifindex]
— ipv6 [-p] ppt
— ipv6 [-p] ppu prefix precedence P srclabel SL [dstlabel DL]
— Ipv6 [-p] ppd prefix
— Ipv6 [-p] reset
— ipv6 install
— Ipv6 uninstall

°
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Basic Configuration: XP/2003 (3)

 “netsh interface ipv6” Commands

— 6to4 - Changes to the ‘netsh interface ipv6 6to4’ context
= 2 - Displays a list of commands

— add - Adds a configuration entry to a table

— delete - Deletes a configuration entry from a table

— dump - Displays a configuration script

— help - Displays a list of commands

— install - Installs IPv6

— isatap - Changes to the ‘netsh interface ipv6 isatap’ context
— renew - Restarts IPv6 interfaces

— reset - Resets IPv6 configuration state

— set - Sets configuration information

— show - Displays information

— uninstall - Uninstalls IPv6

ub‘éo L |
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Ba5|c Configuration: XP/2003 (4)

“netsh interface ipv6 add” Commands

add 6over4tunnel - Creates a 6over4 interface.
add address - Adds an IPv6 address on an interface.

add dns - Adds a static DNS server address.
add prefixpolicy - Adds a prefix policy entry.
add route - Adds an IPv6 route over an interface.

add v6v4tunnel - Creates an IPv6-in-IPv4 point-to-point tunnel.

netsh interface ipv6 set” Commands

set address - Modifies IPv6 address information.

set global - Modifies global configuration general parameters.

set interface - Modifies interface configuration parameters.
set mobility - Modifies mobility configuration parameters.
set prefixpolicy - Modifies prefix policy information.

set privacy - Modifies privacy configuration parameters.
setroute - Modifies route parameters.

set state - Sets the state of deprecated functionality.
setteredo - Sets Teredo state.

netsh interface ipvé6 show” Commands

show address - Shows IPv6 addresses.
show bindingcacheentries - Shows binding cache entries.
show destinationcache - Shows destination cache entries.
show dns - Displays the DNS server addresses.

show global - Shows global configuration parameters.
show interface - Shows interface parameters.

show joins - Shows IPv6 multicast addresses.

show mobility - Shows mobility configuration parameters.
show neighbors - Shows neighbor cache entries.

show prefixpolicy - Shows prefix policy entries.

show privacy - Shows privacy configuration parameters.
show routes - Shows route table entries.

show siteprefixes - Shows site prefix table entries.
show state - Shows the state of deprecated func
show teredo - Shows Teredo service state.
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Basic Configuration: XP/2003 (5)

e Interface Information
e ipconfig [/all]

e Ipv6 [-v] if [IfiIndex]
« Example: ipv6 if 5

Interface 5: Ethernet: Local Area Connection

Guid {F5149413-6E54-4FDA-87BD-24067735E363}

uses Neighbor Discovery

uses Router Discovery

link-layer address: 00-01-4a-18-26-c7
preferred global 2001:db8::2, life infinite (manual)
preferred global 2001:db8::4, life infinite (manual)
preferred global 2001:db8::fde7:a76f:62d5:3bb9, life 6d21h3m20s/21h33s (temporary)
preferred global 2001:db8::201:4aff:fe18:26c¢7, life 29d23h51m39s/6d23h51m39s (public)
preferred link-local fe80::201:4aff.fe18:26c7, life infinite
multicast interface-local ff01::1, 1 refs, not reportable
multicast link-local ff02::1, 1 refs, not reportable
multicast link-local ff02::1:ff18:26¢7, 2 refs, last reporter
multicast link-local ff02::1:ffd5:3bb9, 1 refs, last reporter
multicast link-local ff02::1:ff00:4, 1 refs, last reporter
multicast link-local ff02::1:ff00:2, 1 refs, last reporter

link MTU 1500 (true link MTU 1500)

current hop limit 64

reachable time 29000ms (base 30000ms)

retransmission interval 1000ms

DAD transmits 1

* * % ‘c:!‘ ofﬁof
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Basic Configuration: XP/2003 (6)

« Pingin XP/2003

e ping6 [-t] [-a] [-n count] [-] size] [-w timeout] [-S
srcaddr] [-r] dest

— Ping the specified host until interrupted
- a Resolve addresses to hostnames

— ncount Number of echo requests to send

— | size Send buffer size

— wtimeout Timeout in milliseconds to wait for each reply

— ssrcaddr Source address to use

L Use routing header to test reverse route also
. ping command default to IPv6 if available

ub‘éo L |
‘.’”./ﬁ’o‘éf? =PhoY CO@ Te’ -30




Basic Configuration: XP/2003 (7)

. Examples of Ping in XP/2003

. ping6 www.ipv6tf.org

Pinging www.ipv6tf.org [2a01:48:1:0:2e0:81ff:fe05:4658]
from 2001:800:40:2a05:9c4d:b1cd:98d5:5a32 with 32 bytes of data:
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658: bytes=32 time<lms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658: bytes=32 time<lms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658: bytes=32 time<lms
Reply from 2a01:48:1:0:2e0:81ff:fe05:4658: bytes=32 time<lms
Ping statistics for 2a01:48:1:0:2e0:81ff:fe05:4658:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0ms, Average = 0ms




Basic Configuration: XP/2003 (8)

« Examples of Ping in XP/2003
e ping::1
Pinging ::1 from ::1 with 32 bytes of data:
Reply from ::1: bytes=32 time<lms
Reply from ::1: bytes=32 time<lms
Reply from ::1: bytes=32 time<lms
Reply from ::1: bytes=32 time<lms
Ping statistics for ::1:
Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms
e ping6 fe80::201:4aff:fel8:26¢c7 (own link-local)
Pinging fe80::201:4aff:fe18:26¢c7 from fe80::201:4aff.fe18:26¢c7%5 with 32 bytes of data:
Reply from fe80::201:4aff:fe18:26¢c7%5: bytes=32 time<lms
Reply from fe80::201:4aff:fe18:26¢7%5: bytes=32 time<lms
Reply from fe80::201:4aff:fe18:26¢7%5: bytes=32 time<lms
Reply from fe80::201:4aff:fe18:26¢7%5: bytes=32 time<lms
Ping statistics for fe80::201:4aff:fe18:26¢7:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = Oms
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Basic Configuration: XP/2003 (9)

e Which are my neighbors?
— netsh interface ipv6 show neighbors

Interface 5: Local Area Connection

Internet Address Physical Address Type
fe80::201:4aff:.fe18:26¢c7 00-01-4a-18-26-c7 Permanent
fe80::200:87ff.fe28:a0e0 00-00-87-28-a0-e0 Stale (router)

2001:db8::201:4aff;fe18:26¢7 00-01-4a-18-26-c7 Permanent
2001:db8::fde7:a76f:62d5:3bb9 00-01-4a-18-26-c7 Permanent

2001:db8::2a03::3 00-e0-81-05-46-57 Stale
2001:db8::1 00-00-87-28-a0-e0 Stale
2001:db8::2 00-01-4a-18-26-c7 Permanent
2001:db8::4 00-01-4a-18-26-c7 Permanent

 The reference to specific interface is done with “%”
— %>5 is about interface 5




Basic Configuration: XP/2003 (10)

« Examples of Ping in XP/2003

e ping fe80::200:87ff.fe28:a0e0%5 (link-local neighbor in interface 5)

Pinging fe80::200:87ff.fe28:a0e0%5 from fe80::201:4aff.fe18:26¢7%5 with 32
bytes of data:

Reply from fe80::200:87ff.fe28:a0e0%5: bytes=32 time<lms
Reply from fe80::200:87ff.fe28:a0e0%5: bytes=32 time<lms
Reply from fe80::200:87ff.fe28:a0e0%)5: bytes=32 time<lms
Reply from fe80::200:87ff:fe28:a0e0%5: bytes=32 time<lms
Ping statistics for fe80::200:87ff.fe28:a0e0%?5:

Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0ms, Average = 0ms




Basic Configuration: XP/2003 (11)

e Traceroute in XP/2003

— tracert6 [-d] [-h maximum_hops] [-w timeout] [-S

srcaddr] target_name

. d Do not resolve addresses to hosthnames

. h max_hops Maximum number of hops to search for target
. w timeout Wait timeout milliseconds for each reply

. S srcaddr Source address to use

. r Use routing header to test reverse route also

—  tracert command defaults to IPv6 when available
. Example of traceroute in XP/2003: tracert www.lacnic.net

Trarinn rnn'h:n tn lacrnie Nnat I27NN1 -1 ’)'F'F ﬂ ’) 1 l-:'l over a Avimii nf 2N hnno
riaciriy rvuic 0 iachnic.net [EVuL.LZdi Jj UVCi a maxXimum GOi1 ou 1818 5)

1 1ms <1ms <1ms gr2000-00.consulintel.euro6ix.org [2001:800:40:2a05::1]
2 <lIlms * 1 ms 2001:800:40:2f02::1

3 4ms 1ms 1ms 2001:800:40:2f01::2

4 10ms 4ms 4 ms data-to-tid.tid.euro6ix.org [2001:800:40:2f1a::2]

5 200ms 189 ms 189 ms 3ffe:80a::1

6 388 ms 390 ms 388 ms v6gw.isc.registro.br [2001:418:0:1::10:2]

7 396 ms 396 ms 387 ms lacnic.net [2001 12f£:0:2::15]

Trace complete. «&«:epLov c
onsul;.r
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Basic Configuration: XP/2003 (12)

e Adding an Address:

 netsh interface ipv6 add address
nterfaceNameOrindex IPv6Address
[type=]unicast|anycast]
[validlifetime=]Minutes|infinite]
[preferredlifetime=]Minutes|infinite]
[store=]active|persistent]

e« Example: netsh interface ipv6 add address 5
2001:db8::2 type=unicast validlifetime=infinite
preferredlifetime=10m store=active

 Check the configuration using ipv6 if 5

** % ‘oiq‘ O’;‘o- L
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Basic Configuration: XP/2003 (13)

« Modifying the options of an already configured
address:

 netsh interface ipv6 set address
Interface=|<string> [address=|<IPv6 address>
[[type=]unicast|anycast]
[[validlifetime=]<integer>|infinite]
[[preferredlifetime=]<integer>|infinite]
|[store=]active|persistent]

. Example netsh interface ipv6 set address 5
2001:db8::2 preferredlifetime=infinite

* Check the configuration using ipv6 if 5

** % ‘oiq‘ O’;‘o- L
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Basic Configuration: XP/2003 (14)

e Deleting an Address:

 netsh interface ipv6 delete address
[interface=|<string> [address=]|<IPv6 address>
[[store=]active|persistent]

 Example: netsh interface ipv6 delete address 5
2001:db8::2 store=persistent

e To check the configuration using ipv6 if 5

** % ‘oiq‘ofﬁg- L
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Basic Configuration: XP/2003 (15)

e Adding a Static Route:

 netsh interface ipv6 add route
prefix=]IPv6Address/Integer
[Interface=]String]
[nexthop=]IPv6Address]
[siteprefixlength=]Integer]
[metric=]Integer] [[publish=]{no | yes
immortal}] [[validlifetime=]{Integer |
infinite}] [[preferredlifetime=]{Integer
Infinite}] [[store=]{active |
persistent}

« Example: netsh interface ipv6 add route 2002::/16 5
fe80::200:87ff.fe28:a0e0 store=persistent
 Above, fe80::200:87ff.fe28:a0e0 is the default gateway

‘rdeEDLDHJ CO@ Te’ -39




Basic Configuration: XP/2003 (16)

« Showing Routes:

* netsh interface ipv6 show routes
[[level=]{normal | verbose}]
[[store=]{active | persistent}]

 Example: netsh interface ipv6 show routes

Querying active state...

Publish Type Met Prefix ldx Gateway/Interface Name
no Manual 0 2002:/16 5 fe80::200:87ff:fe28:a0e0
no Autoconf 8 2001:db8::/64 5 Local Area Connection

no Autoconf 256 ::/0 5 fe80::200:87ff:fe28:a0e0

** % ‘oiq‘ / ’ﬁo' L
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Basic Configuration: XP/2003 (17)

e Deleting a Static Route:

 netsh interface ipv6 delete route
[prefix=]<IPv6 address>/<integer>
[Interface=]|<string> [[nexthop=]<IPv6
address>] [[store=]active|persistent]

« Example: netsh interface ipv6 delete route
2002::/16 5 fe80::200:871f.fe28:a0e0
store=persistent

e Check using netsh interface ipv6 show routes

** % ‘oiq‘ 0’;‘0- L
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Basic Configuration: XP/2003 (18)

e Adding a Static DNS Server:

 netsh interface ipv6 add dns
[Interface=]|String]
[address=]IPv6Address]
[Index=]Integer]

e Example: netsh interface ipv6 add dns “Local
area network” 2001:DB8:1000:1::947c 1

 The index represent the position of the DNS server just
configured in the DNS servers lists

** % ‘oiq‘ 0’;‘0- L
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Basic Configuration: XP/2003 (19)

e Showing DNS servers:

— netsh interface ipv6 show dns
[[Interface=]|string]

— Example: netsh interface ipv6 show dns

DNS servers in LAN interface
Index DNS server

1 2001:7f9:1000:1::947¢c
2 2001:7f9:1000:1::947¢c

e Deleting a Static DNS server:

— netsh interface ipv6 delete dns
l[interface=]<string> [[address=]|<IPv6
address>|all]

— Example: netsh interface ipv6 delete dns “Local
area network” all

— Check using netsh intdie ns

BSUiTel -
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* There exists two ways of configuration
— It supports configuration based on GUI (new) ©

— Basic commands based on DOS
e Same that XP/2003.

» Valid all the before mentioned regarding XP/2003 configuration
— netsh interface ipv6 (like in Windows XP and Server 2003)
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Basic Configuration: Vista (2)

General |

e Basic

You can get IPva settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPva settings,

i@ Obtain an IPv6 address automatically;
{71 Uge the following IPv address:

IFv6 address:

| = - . 1 |, | 31
Subnet prefix length:

Defaulk gateway:

i@ Obtain DNS server address automatically

i3 Use the following DNS server addresses:

Preferred RS server:

alcernate DN server;

[ Advanced. ..

Configuration
based on GUI

— Network
Connections =2
Connection =
Properties -
TCP/IPv6

— Address
configuration either
automatic or
manual

— Configuration of
DNS server

. enlLov
- Congul;;re) -




Basic Configuration: Vista (3)

Advanced TCP/P Settings . |2

P Sevngs [ | | * Advanced Configuration
IF addresses ba.Sed On GUI

Autamtic confiuratonony — Network Connections
L - Connection -
| Properties - TCP/IPv6
i - Advanced

.t_?;;teway Metric . .
— Manual Configuration of

miiltinle IPvAR addraccac
IIIUIILI|JI\, 1l VU AUl VUOVUWVDOLU

| Addi |

| — Default IPv6 gateway
i Automaticnetric configuration

— Metric Configuration for
routes

- X enlLov ;
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Basic Configuration: Vista (4)

Advanced TCP/IP Settings -9

| Add...

The following three settings are applied to all connections with TCP/TP
enabled, For resolution of ungualified names:

@ Append primary and connection specific DNS suffives

"1 Append these DNS suffixes {in order):

DMS suffix for this connection:

+ | Register this connection's addresses in DNS

Lise this connection's DMNS suffix in DNS registration

« Advanced
Configuration based
on GUI

— Network
Connections =2
Connection =2
Properties -
TCP/IPv6 = DNS

— DNS IPv6 servers
manual configuration

7 Congulype) -
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Basic Configuration: Linux (1)

« Basic Commands (1)
— Ifconfig

— ping6 <hostcondirlPv6e>|<dirlPv6>|[-I <interface>]
<link-local-ipv6address>

— traceroute6 <hostcondirlPve>|<dirlPv6>
— tracepath6 <hostcondirlPv6>|<diriPv6>
— tcpdump

ub‘éo Lo |
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Basic Configuration: Linux (2)

# ping6 ::1

PING ::1(::1) 56 data bytes

64 bytes from ::1: icmp_seq=1 ttI=64 time=0.047 ms

64 bytes from ::1: icmp_seq=2 ttI=64 time=0.039 ms

64 bytes from ::1: icmp_seq=3 ttI=64 time=0.042 ms

64 bytes from ::1: icmp_seq=4 ttI=64 time=0.020 ms

--- ;1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.020/0.037/0.047/0.010 ms

# ping6 -l ethO fe80::2e0:81ff:fe05:4657

PING fe80::2e0:81ff:fe05:4657(fe80::2e0:81ff:fe05:4657) from ::1 ethO: 56 data
bytes

64 bytes from fe80::2e0:81ff:.fe05:4657: icmp_seq=1 ttI=64 time=0.056 ms

64 bytes from fe80::2e0:81ff.fe05:4657: icmp_seq=2 ttI=64 time=0.055 ms

64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=3 ttI=64 time=0.048 ms

64 bytes from fe80::2e0:81ff:fe05:4657: icmp_seq=4 ttI=64 time=0.128 ms

--- fe80::2e0:81ff.fe05:4657 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms

rtt min/avg/max/mdev = 0.048/0.071/0.1ﬁ4 gg .
< )-Ccenlov , _
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Basic Configuration: Linux (3)

« Basic Commands (2)
e Adding an Address:

# /sbin/ip -6 addr add <ipv6address>/<prefixlength> dev <interface>
# /sbin/ifconfig <interface> inet6 add <ipv6address>/<prefixlength>

e Deleting an Address:

# /sbin/ip -6 addr del <ipv6address>/<prefixlength> dev <interface>
# /sbin/ifconfig <interface> inet6 del <ipv6address>/<prefixlength>




Basic Configuration: Linux (4)

e Static Routes
e Showing Routes:

# /sbin/ip -6 route show [dev <device>]
# /sbin/route -A inet6

e Adding a Default Route via a Gateway:

# /sbin/ip -6 route add <ipvenetwork>/<prefixlength> via
<lpv6address> [dev <device>]

#/sbin/route -A inet6 add <ipvenetwork>/<prefixlength> gw
<ipv6address> [dev <device>]




Basic Configuration: Linux (5)

e Deleting a Default Route via a Gateway:

# /sbin/ip -6 route del <ipvbnetwork>/<prefixlength> via <ipv6address> [dev
<device>]

# [sbin/route -A inet6 del <network>/<prefixlength> [dev <device>]

 Adding a Route via an interface:

# /sbin/ip -6 route add <ipvenetwork>/<prefixlength> dev <device> metric 1
# /sbin/route -A inet6 add <network>/<prefixlength> dev <device>

e Deleting a Route via an interface:

# /sbin/ip -6 route del <ipvbnetwork>/<prefixlength> dev <device>
# /sbin/route -A inet6 del <network>/<prefixlength> dev <device>

g&depmv c —l
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Basic Configuration: Linux (6)

e Showing Neighbors Table

# ip -6 neigh show [dev <device>]

e Adding a Neighbor

# ip -6 neigh add <IPv6 address> lladdr <link-layer address>
dev <device>

* Deleting a Neighbor

I N W 1

# Ip -6 neigh del <IPv6 address> lladdr <link-layer address>
dev <device>

** % ‘oiq‘ 0’;‘0- L
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Basic Configuration: BSD (1)

e Basic Commands
e Adding an IPv6 Address

#>i1fconfig <interface> inet6 add <dir. IPv6>

e Deleting an IPv6 Address

#>i1fconfig <interface> inet6 del <dir. IPv6>

e Adding a Default Route:

#>route —n add -inet6 default <dir. IPv6>

e Deleting a Default Route:

#>route —n del -inet6 default

x * % gga_d L
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Basic Configuration: BSD (2)

* Persistent Configuration:

Edit file /etc/rc.conf:

ipv6_enable="YES”
ipv6_ifconfig_rl0="2001:db8:10:4::4 prefixlen 64"

In /etc/defaults/rc.conf you can find the
different parameters to configure and
the defaults values

 To make apply changes in rc.conf you
must reboot

x * % ggid L
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Basic Configuration: Exercise 1

e ping6 to link-local Address of a
Neighbor

« At the same time, capture packets using
tcpdump:

# tcpdump -t -n -i ethO -s 512 -vv ip6 or proto ipv6

e Another way to show addresses:

# Isbin/ip -6 addr show dev eth2
# ifconfig ethO

e Add and delete the address:

2001:db8:40:2a09:1:2:3:4 in the ethO interface

x * % E?gid L
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Basic Configuration: Exercise 2

Linux

e Add and delete a route through a gateway
 Add and delete a route through an interface
« Show neighbors table

 Add and delete a neighbor

BSD
e Add and delete a route through a gateway
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Stateless Autoconfiguration (1)

« RFC4862: IPv6 Stateless Address
Autoconfiguration

 [STATELESS] Provides information about:
— Network Prefix
— Routing
e Global Addresses are built by two elements
— Interface ldentifier (64 bits based on EUI-64, and
usually obtained from IEEE 48 bit MAC Address)
— Prefix obtained from de Prefix Information Options
contain in the Router Advertisements
e Easing the Configuration
— The user does not need to configure any network
parameter in order to obtain native IPv6 connectivity

o o
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Stateless Autoconfigurat

* In Windows XP/2003 hosts, it is enabled by default
e Ipconfig o ipv6 if to check which is the autoconfigured

address
« Example: 2001:db8:10:10:201:4aff:fe18:26¢7

— Interface ldentifier EUI-64 obtained from this MAC

address: 4aff:fel8:26c¢7
— Prefix provided by the router: 2001:db8:10:10




Stateless: Exercise 1 (1)

Configure a Linux router to send RA
packets to the network

Get a ‘radvd’ daemon for the used Linux

distribution

— http://www.rpmfind.net/linux/rpm2html/search.php?query=radvd&su
bmit=Search+...

Install it
Enable routing capabillities

— echo 1 > /proc/sys/net/ipv6e/conf/all/forwarding

Edit /etc/radvd.conf file with the
following content:

** % ‘oiq‘ / ’ﬁo' L
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Stateless: Exercise 1 (2)

interface ethO0

{
AdvSendAdvert on;

MinRtrAdvinterval 3;
MaxRtrAdvinterval 5;

AdvHomeAgentFlag off;

prefix 2001:db8:40:2a30::/64
{

AdvOnLink off;
AdvAutonomous on;
AdvRouterAddr off;
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e Launch radvd daemon

— radvd

 Check that other computers in the
network are autoconfigured thanks to
our radvd daemon
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o« [STATEFUL] Similar to DHCP in IPv4

 An IPv6 address is provided. This address can be different each
time a node gets connected
* Provides information complementary to the stateless one
— DNS Server (could be IPv6)
— domain name
— NTP server (could be IPv6)
— SIP server (could be IPv6)
— SIP domain name
— Prefix delegation
— Etc.
. (D)IgCPVG Implementations are still not available in the most common
S

— An specific installation of a DHCPv6 application is needed (server
and/or client)
* http://klub.com.pl/dhcpv6/
» http://sourceforge.net/projects/dhcpv6-linux/




Stateful: Exercise 1 (1)

e Configuring a DHCPVG6 server on Linux

— Obtain the DHCPv6 implementation

for Linux from:
http://klub.com.pl/dhcpv6/dibbler/dibbler-0.4.0-linux.tar.gz

— Untar the file

 tar —xvzf dibbler-0.4.0-linux.tar.gz

— Make these directories

o /var/lib/dibbler
« /etc/dibbler
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Stateful: Exercise 1
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« Edit the content of file server.conf
log-level 7
log-mode short

iface ethO {
T1 1000
T2 2000
class {

pool 2001:db8:40:2a03::10-2001:db8:40:2a03:ffff.frff-.fFff-frff
+

option dns-server 2001:db8:40:2a03::2, 2001:db8:40:2a04::2
option domain example.com, testl.example.com

}

» The given addresses will be in the prefix 2001:db8:40:2a03::/64 starting from
2001:db8:40:2a03::10

» Copy the file server.conf in the directory /etc/dibbler
Launch dhcpv6 server
— dhcpv6-server run

i/p—CE,’JLDH’ co@ Te’
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ul: Exercise 2 (1)

-

e Configure DHCPvV6 client in Linux

— Get a DHCPv6 implementation for

Linux from: http://klub.com.pl/dhcpvé/dibbler/dibbler-0.4.0-
linux.tar.gz

— Untar the file

 tar —xvzf dibbler-0.4.0-linux.tar.gz

— Create the directories

o /var/lib/dibbler
» /etc/dibbler
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Edit the content of file server.conf
log-mode short

i1face ethO
{
1A
option dns-server
option domain
+
With this configuration you get
— An IPv6 address
— DNS servers
— Domain name
Copy client.conf file in the directory /etc/dibbler
Launch dhcpv6 client
— dhcpv6-client run
With ‘ifconfig ethO’ you can check if you have got an IPv6 address
In /etc/resolv file you can check the DNS servers obtained
Note that you don’t get routing information, so you can’t make ping6
— The routing information is obtained by means of stateless autoconfiguration (RA)
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Privacy (1)

RFC 4941: Privacy Extensions for Stateless
Address Autoconfiguration in IPv6

Extension of Stateless Autoconfiguration

It generates a global address that changes
over time

It makes more difficult to identify when
different addresses used in different
transactions actually correspond to the same
node

o
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Privacy (2)

 |In Windows XP/2003 hosts, it is enabled by

default
 Ipconfig oipv6 If to check which is the

autoconfigured address
 There are two ways to disable it:

1. netsh interface ipv6 set privacy
state=disabled store=persistent

2. 1pv6 [-p] gpu UseTemporaryAddresses
no

* To checkthe change: “disable” and “enable”
the physical interface on Windows Network

Connection, then |pconf|g o |pv6 If
| Consul;; o] -




Privacy (3)

« Additional options with netsh command:

 netsh interface Ipv6 set privacy
[state=]enabled|disabled]
[maxdadattempts=]<integer>]
[maxvalidlifetime=]<integer>]
[maxpreferredlifetime=]<integer>]
[regeneratetime=|<integer>]
[maxrandomtime=]<integer>]
[randomtime=]<integer>]
[Store=]active|persistent]
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Part 3

Transition Mechanisms
Configuration
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Configuration of Transition
Mechanisms: Exercises

E1l: Setup a 6in4 tunnel between two alumni’'s hosts
E2: Delete the 6in4 tunnel

E3: Get IPv6 connectivity by means of a 6in4 tunnel by using a
B

— See the path to different IPv6 web sites

— See the path to the provided IPv6 address from a looking glass
E4: Get IPv6 connectivity by means of a 6to4 tunnel

— See the path to different IPv6 web sites

— See the path to the provided IPv6 address from a looking glass

E5: Setup a 6to4 relay (Windows 2003)
E6: Setup a Teredo Client (Windows XP/2003)

E7: Usage of IPv4/IPv6 proxies
— 46Bouncer
— Windows XP/2003
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El: 6in4 Tunnel Setup (1)

Exercise to be made with partners (*)

— Alumni A==>ADD_IPv4 A

— Alumni B==>ADD _IPv4 B

Alumni A sets up the tunnel in his side by using the following data:

— Local IPv6 address ==> ADD _IPv4_A

— Remote IPv4 address ==> ADD_IPv4_B

— IPv6 address ==> 2001:db8:20:30::12/126

— IPv6 gateway address ==> 2001:db8:20:30::11/126

Alumni B sets up the tunnel in his side by using the following data:

— Local IPv4 address ==> ADD _IPv4 B

— Remote IPv4 address ==> ADD_IPv4_A

— IPv6 address ==> 2001:db8:20:30::11/126

— IPv6 gateway address ==> 2001:db8:20:30::12/126

Check IPv6 connectivity between both alumni

e Alumni A ==> ping6 IPv6_Address_Alumna_B

e Alumni B ==> ping6 IPv6_Address_Alumna_A

Enable forwarding

e« Alumni A ==> enable forwarding in both tunnel and LAN interfaces
e Alumni B ==> enable forwarding in both tunnel and LAN interfaces

(*) This exercise does not provide global IPv6 connectivity, just IPv6 connectivity
between alumni A and alumni B 6
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E1l: 6in4 Tunnel Setup (2)

e Scripts for setting up 6in4 tunnels
— Windows XP/2003 (from the command line window)

* netsh interface ipv6 add vev4tunnel “Tunnel01" Address_IPv4 local
Address_IPv4 _remote

* netsh interface ipv6 add address “Tunnel01" Address_IPv6

* netsh interface ipv6 add route ::/0 “Tunnel01" Address_gateway IPv6
publish=yes

* netsh interface ipv6 set interface “Tunnel01” forwarding=enable
* netsh interface ipv6 set interface “LAN” forwarding=enable

— Linux/UNIX (from the shell)
* modprobe ipv6

e ip tunnel add Tunnel01 mode sit remote Address IPv4 _remote local
Address_IPv4 local ttl 255

* ip link set Tunnel01 up
* ip addr add Address_IPv6/126 dev TunnelO1
 ip route add 2000::/3 dev Tunnel01
— FreeBSD
 gifconfig gif0 Address_IPv4 local Address_IPv4_remote
« ifconfig gifO inet6 Address_IPv6 Address_gateway_ IPv6 prefixlen 128
* route -n add -inet6 default Address_gateway_IPv6
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E1l: 6in4 Tunnel Setup (3)

» Scripts for setting up 6in4 tunnels

— FreeBSD>=44
« ifconfig gifO create
 ifconfig gifO tunnel Address_IPv4 local Address _IPv4 remote
« ifconfig gifO inet6 Address_IPv6 Address_gateway_|IPv6 prefixlen 128
» route add -inet6 default Address_gateway IPv6

— NetBSD
 ifconfig gif0O Address_IPv4 local Address_IPv4 _remote
 ifconfig gifO inet6é Address_IPv6 Address_gateway_IPv6 prefixlen 128
e route -n add -inet6 default Address_gateway |IPv6

— OpenBSD
 ifconfig gifO giftunnel Address_IPv4 local Address_IPv4 remote
 ifconfig gifO inet6 Address_IPv6 Address_gateway_IPv6 prefixlen 128
» route -n add -inet6 default Address_gateway |IPv6




E2: Deleting 6in4 tunnels (1)

 EXxercise to be done by each alumni (individually)

 The alumni deletes the tunnel configured
previously according to the configuration script of
Its Operating System

e The alumni has to check that the tunnel has been
deleted by using:
— Ipconfig on Windows XP/2003
— Ifconfig on Unix/Linux/*BSD
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E2: Deleting 6in4 Tunnels (2)

o Scripts for deleting 6in4 tunnels
— Windows XP/2003 (from the command line window)

* netsh interface ipv6 del route ::/0 “Tunnel01"
Address _gateway |IPv6

* netsh interface ipv6 del address “Tunnel01" Address_IPv6
* netsh interface ipv6 del int “Tunnel01"
— Linux/UNIX (from the shell)
 ip route del 2000::/3 dev Tunnel01
 ip addr del Address_IPv6/126 dev TunnelO1
 ip link set Tunnel01 down

 ip tunnel del Tunnel01 mode sit remote Address_IPv4 remote
local Address_IPv4 local ttl 255

— FreeBSD
* route delete -inet6 default
o ifconfig gifO inet6 delete Address_IPv6

o ifconfig gifO down ¥
26 cenl i
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E2: Deleting 6in4 Tunnels (3)

1

e Scripts for deleting 6in4 tunnels

— FreeBSD >=4.4
e route delete -inet6 default Address _gateway IPv6
e ifconfig gifO inet6 Address_IPv6 prefixlen 128 delete
e ifconfig gifO delete

— NetBSD
e route delete -inet6 default
« ifconfig gifO inet6 delete Address_IPv6
e ifconfig gifO down

— OpenBSD
e ifconfig gifO inet6 delete Address_IPv6
e ifconfig gifO deletetunnel
e ifconfig gif0 down
e route delete -inet6 default




E3: IPv6 Connectivity viaa TB

1. Choose a TB from
http://www.ipv6tf.org/using/connectivity/test.php

2. Follow the steps provided by the TB
3. Check that the IPv6 connectivity is available
— pingb6, traceroute6 (ping & tracert on windows)
e Wwww.kame.net, www.6power.org, www.ipv6.org
— Browsing to the same web sites

4. Check the path to the assigned IPv6 address from an external
looking glass

— http://www.ipv6tf.org/using/connectivity/looking_glass.php
— http://www.ipv6.udg.mx/Ig.php
— http://www.v6.dren.net/lg/




E4: IPv6 Connectivity with 6to4 (1)

1. Choose a 6to4 relay from
http://www.ipv6tf.org/using/connectivity/6to4.php

2. Follow the configuration script according to the
proper Operating System

3. Check that the IPv6 connectivity is available
— pingb6, traceroute6 (ping & tracert en windows)

e Www.kame.net, www.6power.org,
WWW.IpVv6.0rg

— Browsing to the same web sites

4. Check the path to the assigned IPv6 address from
an external looking glass

— http://lwww.ipv6tf.org/using/connectivity/looking_g
lass.php

—  http://www.ipv6.udg.mx/Ig.php

—  http://www.ve.dren.nclEil 5 ccoiov =
X “’6{ ** Consuli oy -«




E4:. IPv6 Connectivity with 6to4 (2)

o Scripts for deleting the 6to4 tunnels
— Windows XP/2003 (from the command line window)

* netsh int ipv6 6to4 set relay <Address 6TO4 RELAY> enabled
1440

— Linux/UNIX (from the shell)

 ip tunnel add tun6to4 mode sit ttl 80 remote any local
<Address_public_IPv4 local>

 ip link set dev tun6to4 up
e ip -6 addr add 2002: XXYY:ZZUU::1/16 dev tun6to4
* ip -6 route add 2000::/3 via ::192.88.99.1 dev tun6to4 metric 1

e Note that XXYY:ZZUU is the hexadecimal notation for

Address_public_IPv4 local (the public IPv4 address) according
to the following:

Address public_IPv4 local =60.172.21.22 -> 60 -> 3C
172 -> AC

21 -> 15

22 -> DE

60.172.21.22 -> XXYY:ZZUU n::;gt_)ge Lo
us CO@ nlel
OSUETel =




E4: IPv6 Connectivity with 6to4 (3)

o Scripts for deleting 6to4 tunnels
— *BSD
» Be sure that there is at least one stf(4) interface configured in the kernel

— In http://www.netbsd.org/Documentation/kernel/ information about
that can be found

« ifconfig stfO inet6 2002: XXYY:ZZUU::1 prefixlen 16 alias
» route add -inet6 default 2002:c058:6301::1

 Note that XXYY:ZZUU is the hexadecimal notation for

Address_public_IPv4 local (the public IPv4 address) according to the
following:

Address_public_IPv4 local = 60.172.21.22 -> 60 -> 3C
172 -> AC

21 -> 15

22 -> DE

60.172.21.22 -> XXYY:ZZUU = 3CAC:15DE

E/p—CE,’JLDH’ co@ Te’




E5: Setting-Up a 6to4 Relay
(Windows 2003)

The 6to4 Relay configuration is very ease in case of Windows 2003

— netsh interface ipv6 set interface interface=“Local area connection"
forwarding=enabled

— netsh interface ipv6 set state state=enabled undoonstop=disabled

— netsh interface ipv6 set relay name=192.88.99.1 state=enabled
interval=1440

— netsh interface ipv6 set routing routing=enabled sitelocals=enabled

Every 6to4 packet received by the “Local area connection” interface will be
forwarded to the proper IPv6 destination

In order to check the 6to4 relay configuration, a 6to4 tunnel can be
configured in other host (foliowing the instructions of previous slides) and the
6to4 server in such a new host will be the 6to4 relay just configured

— Doing ping6 and traceroute6 (ping and tracert on Windows XP/2003) to
check IPv6 connectivity




EG: Setting-Up a Teredo Client

(Windows XP/2003 w/o SP1)
There are other Teredo implementations for other Operating Systems such as:
— Linux: http://www.simphalempin.com/dev/miredo/
— FreeBSD: http://www-rp.lip6.fr/teredo/
Windows XP/2003 presents an implementation of Teredo Client
From a DOS window type the following:
— set teredo client teredo.ipv6.microsoft.com. 60 34567
— apublic Teredo Server by Microsoft is used: teredo.ipv6.microsoft.com
There exist other experimental Teredo Server/Relays (without guarantied service)
— teredo.ipv6.vol.cz
— teredo.ipv6.wind.com
— teredo.via.ecp.fr
Check the provided IPv6 address
— ipconfig
Check the data of the Teredo interface
— netsh int ipv6 show teredo
— netsh int ipv6 show int teredo

Global IPv6 connectivity is not provided because Microsoft does not provide any
Teredo Relay

IPv6 connectivity with other Teredo clients is available
— Check by pinging to the IPv6 address of other alumni’s Teredo Client

%%CE,’JLDH’
o> Congul o)
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E7. Use of IPv4/IPv6 Proxies (1)

* An IPV4/IPv6 proxy is not the same that a transition
mechanism based on translation (NAT-PT)

« The proxy is an intermediate host working on the
application level

— It receives TCP connections over a protocol (IPv4 or IPv6)
and it extracts all the data from the application level

— Then it establishes TCP connection (IPv6 or IPv4) with the
destination host and it put in the new connection the
application data extracted in the previous step

CA it allmiwaniece ~rAannacsrtinne hahh ninan:

DU, IL AllUVVO LUILNITITULIVIITO UTLVYVCTII.

— Client IPv4 ==> Proxy IPv4/IPv6 ==> Server IPv6
— Client IPv6 ==> Proxy IPv6/IPv4 ==> Server IPv4

 There are two well-known proxies:

— 46Bouncer (Windows y Linux)
— Windows XP/2003

g&depmv c —l
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E7. Use of IPv4/IPv6 Proxies (2)

e Implement a IPv4/IPv6 Proxy on Windows XP/2003

— Forward the TCP/ IPv4 8220 port to the TCP/IPv6 80 port of
www.kame.net (2001:200:0:8002:203:47ff:fea5:3085)

— netsh int port set v4tov6 Port_v4 _TCP_local
Address IPv6 remote Port v6 TCP_remote
Address IPv4 local

— netsh int port set v4tove 8220
2001:200:0:8002:203:47ff.fea5:3085 80 Address_IPv4 local

— Check with http://address_IPv4 local

e Implement a IPv6/IPv4 Proxy on Windows XP/2003

— Forward the TCP/IPv6 8330 port to the TCP/IPv4 80 port of
www.kame.net (203.178.141.194)

— netsh int port set v6tov4 8330 203.178.141.194 80
Address IPv6 local

g&depmv c —l
i LonsulioTel -




Part 4

Examples of Applications
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IPv6 Applications (1)

e Client-Server model implies that it is possible
to have Client/Server applications working:

— IPv4 Only
— IPv6 Only
— [Pv4 + IPv6

e Thus provides a set of combinations that Is
needed to consider jointly with the availabllity
or unavailablility of IPv4/IPv6 connectivity

** % ‘oiq‘ O’;‘o- L
NS - () cenlov | _
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IPv6 Applications (2)

« DNS lookups are used to make or
differentiate an available service through
IPv4 and/or IPv6

 If a clients wants to connect to
service.example.com, when resolving the
domain name he/she can get an IPv4, IPv6
or both addresses

e |n the case of getting both (v4 and v6) it is up
to the client which protocol (v4/v6) to choose.
The common practice is to choose v6 as the
first option by default

** % ‘ob‘ / ,;i .
S o )" ceplLov S
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IPv6 Applications (3)

2% PuTTY Configuration _ () P u tty
Categary: .
= SessLil:un . B azic options for pour PuT T session o I PV4/I PV6 Cl Ie nt for
aging Specify pour connection by host name or IP address
= Terrgnall:l 4 Host Mame [or IP address) Part Te I n et an d S S H
evboar -
Bel 2001 :db8::1 22 V f I f
eatures robocal: ®
= Winz.:.;.: E}::!awl () Telnet () Rlogin {(#) 55H ery_ u_Se u . Or
EEEZ:ELTE Load, save or delete a stored session Ad m I n I Stratl O n an d
ranzlation Saved Seszions
;E|E,3|ti.:,tn 2001:dbg::1 Management Of
o o devices
Diata 2007:db8:3 Save .
Pro 20013564 e Available at
o s o = http:// hiark
Ll b P.//IWWW.Chiark.gr
%S'&EIWPESSDWESEHS;E[ %) Only on clean exit eenend .Org ) UI(/~Sgta
tham/putty/downloa
[ Open ] [ Cancel d . html

ub‘of‘
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Very useful for connectivity validation and troubleshooting
Available at http://www.ethereal.com/download.html

IPv6 Applications (4)

Ethereal (last version 0.99.0 — 4/24/2006)
Captures y Decodes IPv4/IPv6 Traffic

@ Intel(R) PRO/100 VE Network Connection (Microsoft's Packet Scheduler) : Capturing - Ethereal

110 31.
111 31.
112 31.
113 31.
114 31.
115 31.
116 31.
117 31.

:559766
. 291516

341843
341878
342115
391834
5355984
637772
B37807
B00628

feso::
2001:
2001
2001
2001
2001
2001
2001
2001
2001

F5:8eCB:5897:4C04

200 E?ff fEZS anen

BOO:
rdo
800:
800:
6830:
B30:
B30:
B0O0:
B30:

630

40

40
40
do
do
do
40
do

t2a05:7975 :18eCcB1 5809714004
1131:230:48FfF:fesl:564d
12405:7975:8eCB8:5897:4C54
$2a05:7975:8ec8:5897:4c04
1131:230:48FF:fesl:564d
1131:230:48Ff:fesl:564d
1131:230:48Ff:fes1l:564d
12a05:70975:82cB:5897 1404
1131:230:48FF:fe51:564d

ffoz::
2001:
2001:
2001 :
2001 :
2001 :
2001 :
2001 :
2001
2001 :

B30
s00:
a30:
a30:
s00:
s00:
s00:
B30
B00:

ida

1131:230:458FF:Fe51:564d
12a05i¥e7I18ecB 589714004
1131:230:48Ff:feil:564d
1131:230:48FfF:fesl:564d
$2a05:7975:8ecB:5897:4c04
12a05:7975:82cB:5897:4c54
12a05:7975:82cB:5897:4c54
1131:230:48FfF:fe51:564d
12a05:7075:8ecB: 5807404

ICMPWH
|

ICMPw
PIMwZ
TCR
TCP
TCP
HTTP
TCP
HTTP
HTTP
TCP
HTTP

Mu1t1cast listener repaort
i solicitation
Ne1ghb0r advertisement
Hella

1236 > htrp [5YN] sSeq=0 ack=0 win=16384 Len=0 mMs5=1440
http » 1236 [svN, AcCk] seq=0 Ack=l win=3760 Len=0 mMs5=14
1236 > http [Ack] sSeg=l Ack=1l win=17280 Len=0

GET / HTTR/1.1

http > 1236 [ACK] Seq=1 Ack=418 win=6432 Len=0

HTTP/L.1 200 ok[uUnreassembled Packet]

Continuation or non-HTTP traffic
1236 » http [ACK] Seq=418 Ack=288l win=17280 Len=0
Continuation or non-HTTP traffic

Fil: Edit Wew Go Capture Analyze  Statistics  Help
; = e
e & *x WG Qe»0F L EE QAQAA EYEX @
Eilker: ~ Expression... Clear Apply
No, - Time Source Destination Protocal | Info
99 18.041823 2001:200:0:8002:203:47FF:feat:3085  2001:800:40:2a05:7975:8eC8:5897:4c04 HTTP  HTTP/L.1 304 Nof Madified
100 18.043191 2001:800:40:2a05:7975:82c8:5897:4cd  2001:200:0:8002:203:47Ff:feas:3085 HTTP  GET Alogos/l/images/kame3.png HTTPAL.1
101 18.069029 2001:200:0:8002:203:47ff:F2a5:3085 20001:800:40:2a05:7975:82cB:5897:14c54  HTTP HTTP/1.1 304 Mot Modified
102 18.185625 2001:800:40:2a05:7975:82CB:5897:4¢c04  2001:200:0:3002:203:47FF:feaf:3085 TCP 1234 > http [ACK] Seq=1087 Ack=557 win=16724 Len=0
103 18.356567 2001:200:0:8002:203:47ff:F2as:3085 2001:800:40:2a05:7975:82cB15897:14c04  HTTP HTTP/1.1 304 Mot Modified
104 18.4873587 2001:800:40:2a05:7975:82C8:5897:4¢04  2001:200:0:8002:203:47FF:feaf:3085 TCP 1235 = http [ACK] Seq=663 Ack=350 win=16891 Len=0
105 15.112371 fe80 el8:26c? ffoz Fro7:4c94

versio
Traffic class:

Flowla

Mext h
Hop 11

Type:
Code:

n: g

eader:
mit: 2

Source address:
Destination address:
= Internet Control Message Protocol va

® Frame 106 (86 hytes

on wire,
28:a0:20,

0x00
bel: 0xQ0000
Payload Tlength: 32

B6 hytes captured)
Dst: 00:

ICMPYE (0x3al)

55

2001:800:40:2a05::1
200L:800:40:2a05:7975:82c8: 589714094

135 (Meighbor solicitation)

0

0000
0010
0020
0030
0040

00 01 4a 18 26 c7 00
a Tt

08 00 00 40 Za 05 79

OO 00 20 01
BE c8 58 97 4c 84 01 01

NNsn AN NN /7 IR an an ’ T
l Irkel Ri PRO{IDD YE Mebwork Connection iMIC Pi 619 [: 619 M: 0 e
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IPv6 Applications (5)

Wireshark (last version 1.0.0 - 3/31/2008)
Captures y Decodes IPv4/IPv6 Traffic

Very useful for connectivity validation and troubleshooting
Avallable at http://www.wireshark.org/download.html

-
Bl (Untitled) - Wireshark =NEC X
File Edit View Go Capture Analyze Statistics Help
B & @ B W x % & @ « » » F & G q Q 0O o @M & x| &
Filter: * Expression.. Clear Apply
No. . Time Source Destination Protocol Info i
7 7.787664 207.46.109.45 192.168.1.100 MSNMS QNG 48 s
8 7.982913 192.168.1.100 207.46.109.45 TCP 50639 > msnp [ACK] Seq=5 Ack=8 win=67 Len=0 |E|
9 12.907274 Intel_53:42:61 Cisco-Li_7b:la:61 ARP who has 192.168.1.17 Tell 192.168.1.100 e
10 12.908258 Cisco-Li_7b:la:61l Intel_53:42:61 ARP 192.168.1.1 is at 00:13:10:7b:la:61
11 21.884655 192.168.1.100 192.168.0.1 DNS Standard query AAAA www.ipvetT.org
12 22.045657 192.168.0.1 192.168.1.100 DNS standard query response AAAA 2301:48:1:0:2e0:81ff:fe05:4658

192.168.1.100

2 ICMPVE
ICMPVE

4 | I 2

# Frame 15 (151 bytes on wire, 151 bytes captured)
Ethernet II, src: Cisco-Li_7b:1la:61 (00:13:10:7b:1a:61), Dst: Intel_53:42:61 (00:19:d2:53:42:61)
Internet Protocol, Src: 65.55.158.80 (65.55.158.80), Dst: 192.168.1.100 (192.168.1.100)
User Datagram Protocol, Src Port: teredo (3544), Dst Port: 58493 (58493)
Teredo IPvE over UDP Ttunneling
0110 .... = version: &

0000 0000 . ...
wire saws ... 0000 QO0OOC QOOOC QOO0 QOO0
rayload length: 48
Next header: IcMPve (0x3a)

Hop 1imit: 255
source: TeB80::8000:T227:bec8:61af (fe80::8000:f227:bec8:6l1af)
Destination: fe80::ffff:ffff:fffe (fed0::ffff:ffff:fffe)

# Internet Control Message Protocol vé

Traffic class: Ox00000000
Flowlabel: 0x00000000

e |

Internet Protocol Version 6 (ipvG), 40 bytes P: 46 D: 46 M: 0 Drops: 0

nlel ~




IPv6 Applications (6)

VLC

Multimedia Client and Server

Unicast y Multicast Support

Avallable at http://www.videolan.org/vic/

£ VLC media player E_|E|E|
File Miew Settings Audio  Wdeo MNavigation Help
a I H M4 44 » K IS @E}

x1.00  udpifi@[::] pY c -
ou onsul; ro; -

A




IPv6 Applications (7)

Microsoft Windows Media Player and Server
Multimedia Client and Server
It supports both IPv4/IPv6 Unicast/Multicast

http://www.microsoft.com/windows/windowsmedia/
default.aspx

WMP Client

g&depmv c —l
o LonsutiaTe] -




IPv6 Applications (8)

e |ISABEL
e |Pv4/IPv6 Unicast/Multicast
o http://isabel.dit.upm.es/

CENSSE ] AT is—
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IPv6 Applications (9)

e BitTorrent

— File Sharing

{n*} . E::]LDLIJ j
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IPv6 Applications (10)

VNC
— Remote Access to a PC using IPv6
— Graphic Environment

Client/server Model
— Server installed in remote PC which is the target
— Client installed in local PC for remote access

Supported for

— Windows XP

— Linux

Avalilable at

— http://jungla.dit.upm.es/~acosta/paginas/vnclPv6.html

ub‘éo Lo |
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IPv6 Applications (11)

e Web

 The most common Clients: Firefox, IE, Konqueror, Opera,

Safari support IPv6
o Servers: Apache 2, IS 6+ supp

ort IPv6

The IPv6 Portal

Mozilla Firefox

File  Edit Biookmarks
¢->- 900 @

ETPE IPv6 PORTAL

o e using IPvE
2001:800:40: 2405: 4801621 . 130: 405

View Go Tools  Help

@ http: e ipvetf . org/news/newsroom.php

Vi news

NEWsroom

Main Headlines

Mews publication: IPwE - Legal Aspects of the Mew Internat
Protocol

# Earcelona 2008 Global IPwE Summit slides availsble

#* Pew IPvE Cluster publication: IPvE and Broadband

OMB details milestones to move to IPy6
Peste by: Joreh en Vedfesclay, fugst 5, 2005 - 11:07 FM

Agencies may have until June 30, 2008, to transition to Intemet Protocal Wersion &, but the

6 planning starts now.
The Cffice of Management and Budget has released & memo that gives agencies until Mo,

|Pv6 TASK FORCE 15 to assign an official to coordinate the mowe to the new pratocol and complete an inventary
of existing routers, switches and hardware frewalls,
(11 Reads) comrnents? =5

Read more ...

3G Americas Publishes ¥hite Paper on Convergence and Its Cross-Industr
Impact
Pektad by: Jordh on Wik diny, iy 37, 2005 - 06:41 P

P
( &

& -- BnComp the c & between media, datacom and
telecommmunication industries -- is the topic of the latest report From 3G Americas, a wireless
industry group supparting S5M and its evalution te 3G and beyond,

The white paper exarnines the cornpenents of convergence, provides an overview of the
anabling technologies For full conwergance such 3s HTTRISIF, IPwE, YoIP, IMS, UM& and &
host of radio access technologies and addresses how together they will Facilitate Fized-tMobile
Convergence [FMC),

(191 Reads) Read more .., comments? =9
Korea Moves into "Ubiguitous’ Mode
Posted by: Jorch o Thearselay, My 21, 2005 - 08: 19 AM

While the Thai gowermment continues ta push the country toweards an information-based

— economy and society, ower in South Korea they're already looking at the next stage, plotting
plans for so-called ubiquitous cormmunications, of "u-Korea," where people can commmunicare
and access informnation anywhere and anytime.

|Pv TASK FORCE  Speaking at the recent SEK 2005, a major IT eshibition and seminar in Korea, the Minister of
Inforrnation and Communications, Cr Caeje Chin, said the country would reach its u-Korea
target az eady az 2010,

¥| © 0 |[CL
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= POLICY MAKER
> JOURNALIST
>ISP

> MANAGER

> ENGINEER

> END USER

Keap informed, visit aur
> NEWSROOM

Tell us your thoughts
on IPwe = POLL

Looking far an
IPvé Task Force? >
Select an IPVE TF

Questions? > FAQS
Jump to PROJECTS
Mext EVENTS
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D00 merbers
014 guests

Peesaimird [PRFFRAA
Togin
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Get "extras”, Register
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<

Done
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IPv6 Applications (12)

FreeBSD

You can use FreeBSD ports:

#>cd /usr/ports
#>make search key="ipv6”

A list of available IPv6 applications with IPv6 support will
appear. Among the information of each application you can
find the path, which is the folder where we will go and from
where we can install the application:

#>cd path

#>make install
This starts a search over different source code servers,
from where the application will be downloaded, compiled
and installed

You can also download just the source code, that will be In
fusr/ports/distfiles, using instead of make install, make fetch

-g&depmv R o
e Consul Tel =




IPv6 Applications: Exercise 1

e To install (in case those are not already
installed):

- SSH Client with IPv6 support (Putty)

- FTP Client (Command line on BSD, Linux,
Windows)

- Web Browser (Firefox, IE)
Ethereal/Wireshark

- VLC

- VNC

b o
o B
R - ()" ceplov on:
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IPv6 Applications: Exercise 2

* To use the different services while
Ethereal/Wireshark (or tcpdump) is used, In
order to capture packets

 To use the SSH client to access by v4 or v6
choosing by means of DNS resolution

e To use the SSH client to access by v4 or v6
choosing by means of an application
parameter (linux: #ssh -6|-4)(XP: ping -6|-4)

o ‘OIQ\ : ”‘o' L
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IPv6 Applications: Exercise 3 (1

VLC with Unicast

£ Stream output

Stream output MAL

Destination Target | -sout=Hduplicate{dst=stdlacoess=udp, mus=ts, ul=IP+E_unicast_client_address: 123 v|

Output methods
[ Plaw locally

[IFile

CIHTTP | | | |
] MMSH | | | |

UoP Address ||F'VB_unicast_client_address | Port |1234 | -~

Encapzulation Method
() MPEG TS

Tranzcoding options

[ videa codec Bitrate (kb/s) Scale
[ Audio codes Bitrate [kbs) Channels B
[ Subtitles codec [ Subtities averlay

Mizcellaneous options

Group name || |

[ 54F announce [ 5LP announce
Channel name | |

[ 5elect all elementary streams

’ 0K ] ’ Cancel ]

Server

Media Rezource Locator [MAL)

Open: |UC|D:.-".-"@[::]

Alkernatively, you can build an MBL using one of the following predefined targets:

File | Disc | Metwork | DirectShow

(&) UDFP/RTP Pot 1234 = Force IPv6

© UDP/RTP Multicast | | |

O HTTRAHTTPS FTR/MMS | |

ORTSP | |

[ llows timeshifting

Stream output

[ oK ][ Cancel ]

Client

o " Integrales en

. enlLov
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IPv6 Applications: Exercise 3 (2

VLC with Multicast

£ Stream output

Stream output MAL

LEX

Destination Target, | sout=Hduplicate{dst=std{acoess=udp, mus=ts, url=[ff15:: 2005112 34}}

]

Output methods
] Play locally

[IFile

CIHTTP | | |

] MMSH | | |

[IuDP Address  |Hf15:2005 | Pt [1234

Encapsulation Method
@ MPEG TS

Tranzcading optiohs

[videa codec Bitrate (kbss) Scale

[ Audio codes Bitrate [kbz) Channel: B

[ 5ubtitles codec [ Sublitles overlay

Iizcelaneous options

Group name |

[J5AP arnounce [ ] 5LP annaunce

Channel narme |

[ 5elect all elementary streams

[ ok ] [ Cancel ]

Server

Media Rezource Locator [MAL)

Open: |udp:a’a’@[ff1 5::2005] R |
Alkernatively, you can build an MBL using one of the following predefined targets:
File | Disc | Metwork | DirectShow
(& UDP/RTP Multicast Address | FF15:2005 | Pot 1234 5
O HTTRAHTTPS FTR/MMS | |
O RTSP | |
[ llows timeshifting
[ Ok ] [ Cancel ]
. enlLov

. Con

s Tel -
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IPv6 Applications: Exercise 4 (1)

Win¥NC: Current User Properties E|E|E] —
. . Win¥NC: Current User Advanced Properties E“ O |§|
Incaming Connections oK. —
v Accept Socket Connections Cuery Settings | 0K |
Digplay Murnber ; [v Ao % [ Query console on incoming connections
- ) I_ Cancel |
Baaamal - | Spply Guery Timeout; zeconds
r Apply |
-
[ Disable Remaote Keyboard & Paointer r

[ Disable Local Keyboard & Painter

Caonnection Priarity
[+ Enable built-in HTTP daemon

Update Handling ool Cerce] v Dizconnect existing connechions

[ Poll Full Screen [w olLonsole Iv il loopback connections
Windows Only " Automatic shared sessions

I Poll Foreground Window [ Fe Bl " Fefuze concurrent connectiong I Allow ONLY loopback

Received Only

_ [ Loginfo bo Winvne. log
[ Poll*indow Under Cursar

[+ Disable empty passwords [

« VNC Server Properties

— Itis needed to configure the “Display Number” so as to
receive the connections

o Default value is O
— It is needed to define a password
* VNC Server Properties = => Advanced

— Also enable “allow loopbac c

’:’JLD‘T’ . :
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IPv6 Applications: Exercise 4 (2)

Connection details E|
m (V[ [ o1 404021 2: 79 Febb:Fa50/
VE |zege: host/dizplay Cancel

£.0. snoopyds
[Dizplay defaults to 0 if not given) Options...

« VNC client
— VNC server is specified trough
—An IPv6 address
—Or a DNS name
— Then, the “Display” is added after the VNC server

— It Is specified by a number separate from VNC
server with a ‘/’

- VX enlLov ;
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IPv6 Applications: Exercise 5

ConferenceXP with Multicast

92 ConferenceXP Reflector Service Manager [_ [}
Start Servi
‘% ConferenceXP Yenue Service Manager H=] —'l Sft semce

e Venues | opsevie 7 Agomaien s servee

[ ame |dentifier | IP Address | Part |
B4 |PyE Mulicast D iquel |.di . HO7:900:900 [ To wiew Reflector participants, make sure the service iz started,

HIPE Multicast Demo ... | miguelangel diaz® and then double-click the ConferenceP Reflector Service Monitor
I Link Local IPvE Mullic...  webmaster@consul... | f12:4000 5104 ison in the notfication arsa.

About | Cloge |
New.. | Edi. | | Deeie |

Windows Server 2003, Enterprise edition

I anage Participants

Mame | Identifier | E-Mail |

+s ConferenceXP Q‘§|®

Settings  Actions  Help

fiEE Wuiticast!  LinkLocal IPW6 Local Wenue

iDemoWenue!  hiulticastVenue

Refresh | edt.. | | Deee | i
Help | Aibout | Cloze |
Venue Service Manager
Wlndows Server 2003, Enterprlse edltlon Werue Service: hitp:#fvenues. consulintel.corm: 8100/ verussemvice
Client

Windows XP

enlLov ;
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IPv6 DNS (1)

 Exercise: BIND (www.isc.org) in Linux

1. Installation BIND 9.x (Download apt or red-had
package)

2. Configuration

3. Tests

.%EQLDV . ﬁ_
£ Congulygp -




IPv6 DNS (2)

« BIND Configuration:

letc/named.conf: is the main configuration file. There
are the following options:

options {
directory "/var/named/";
listen-on-v6 { any; };

Which inform about the directory containing the rest of
configuration files and also enables IPv6 support

-gﬁ?depmv . _
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IPv6 DNS (3)

 BIND Configuration:

[etc/named.conf: includes the declaration of
forward and reverse zones that the server will
manage, not only as master but also as slave:

zone "." {
type hint;
file '"named.ca";
};
zone ""localhost" {
type master;
file "localhost.zone';
};
zone "learn.example.com" {
type master;

file "learn.example.zone";

i

-gﬁ?depmv . _
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IPv6 DNS (4)

e /etc/named.conf:

Zone
"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.
0.0.0.0.0.0.ip6.int" {

type master;
file '"::_.zone';
};
zone '"'a.2.0.4.0.0.8.b.d.0.1.0.0.2.1p6.arpa" {
type master;
file “2001:db8:0040:2a.zone";

o

ub‘éo Lo |
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IPv6 DNS (5)

e /var/named/learn.example.com:

$TTL 86400
@ IN SOA nsl.example.com. dnsadmin.example.com (
2002071901 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttk
)

IN NS nsl.example.com.

www. learn.example.com. IN AAAA 2001:db8:40:2a03::11
ftp.learn.example.com. IN AAAA 2001:db8:40:2a03::11

db.learn.example.com. IN AAAA 2001:db8:40:2a03::12

;\é
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IPv6 DNS (6)

e /var/named/2001:0db8:0006:2a.zone:

$TTL 86400
@ IN SOA nsl.example.com. dnsadmin.example.com (
2002071901 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttk

)

IN NS nsl.example.com.

1.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3-.0 IN PTR
www . learn._.example.com.

&
< N =PLer con | S -113
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IPv6 DNS (7)

e Tests:

e #>dig aaaa www.learn.example.com
;> QUESTION SECTION:

;www . learn_example.com. IN AAAA

;> ANSWER SECTION:

www . learn.example.com. 86400 IN AAAA 2001:db8:1000:1::103

e #>dig ptr -n 1.1.0.
-a.2.0.4.0.0.F.F.F_T.
;> QUESTION SECTION:

; 1.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0-.a.2.0.4.0.0.F.f.f.Ff.e.F_.F.3 1p6.arpa.
IN PTR

;> ANSWER SECTION:

1.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0-a2-2.0.4.0.0.F.F.F.f.e.T_.T.3.ip6.arpa.
86400 IN PTR www.learn.example.com.

;5 AUTHORITY SECTION:
a.2.0.4.0.0.f.f.f.f.e.f.f.3 1p6.arpa. 172800 IN NS nsl.example.com.

E!0
* \ f‘.
B Congul
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DNS IPv6: Windows 2003 dnscmd (1)

Usage: DnsCmd <ServerName> <Command> [<Command Parameters>]

<ServerName>:
IP address or host name  -- remote or local DNS server
§ -- DNS server on local machine
<Command>:

/Info -- Get server information

/Config -- Reset server or zone configuration

/EnumZones -- Enumerate zones

/Statistics -- Query/clear server statistics data

/ClearCache -- Clear DNS server cache

/WriteBackFiles -- Write back all zone or root-hint datafile(s)
/StartScavenging -- Initiates server scavenging
/ResetListenAddresses  -- Set server IP address(es) to serve DNS requests
/ResetForwarders -- Set DNS servers to forward recursive gueries to
/Zonelnfo -- View zone information

/ZoneAdd -- Create a new zone on the DNS server

/ZoneDelete -- Delete a zone from DNS server or DS

[ZonePause -- Pause a zone

/ZoneResume -- Resume a zone

/ZoneReload -- Reload zone from its database (file or DS)
/ZoneWriteBack -- Write back zone to file

/ZoneRefresh -- Force refresh of secondary zone from master
/ZoneUpdateFromDs -- Update a DS integrated zone by data from DS
[ZonePrint -- Display all records in the zone

/ZoneResetType -- Change zone type

/ZoneResetSecondaries  -- Reset secondary\notify information for a zone
/ZoneResetScavengeServers -- Reset scavenging servers for a zone
/ZoneResetMasters -- Reset secondary zone's master servers
/ZoneExport -- Export a zone to file
/ZoneChangeDirectoryPartition -- Move a zone to another directory partition
/EnumRecords -- Enumerate records at a name

/RecordAdd -- Create a record in zone or RootHints
/RecordDelete -- Delete a record from zone, RootHints or cache
/NodeDelete -- Delete all records at a name

/AgeAllRecords -- Force aging on node(s) in zone

/EnumDirectoryPartitions -- Enumerate directory partitions
/DirectoryPartitioninfo  -- Get info on a directory partition
/CreateDirectoryPartition -- Create a directory partition
/DeleteDirectoryPartition -- Delete a directory partition
/EnlistDirectoryPartition -- Add DNS server to partition replication scope
/UnenlistDirectoryPartition -- Remove DNS server from replication scope
/CreateBuiltinDirectoryPartitions -- Create built-in partitions

<Command Parameters>:
DnsCmd <CommandName> /? -- For help info on specific Command




DNS IPv6: Windows 2003 dnscmd (2)

C:\>dnscmd ::1 /Info
Query result:

Server info

server name =
dnsl.novagnet.com

version = OECEO0205 (5.2
build 3790)

DS container = N/A

forest name = N/A

domain name = N/A

builtin domain partition = N/A
builtin forest partition = N/A

last scavenge cycle = not since
restart (0)

Configuration:
dwLoglLevel = 00000000
dwDebugLevel = 00000000
dwRpcProtocol = FFFFFFFF
dwNameCheckFlag = 00000002
cAddressAnswerLimit =0
dwRecursionRetry =3
dwRecursionTimeout =15
dwDsPollinginterval =180

Configuration Flags:

fBootMethod =1
fAdminConfigured =1
fAllowUpdate =1
fDsAvailable =0
fAutoReverseZones =1
fAutoCacheUpdate =0
fSlave =0
fNoRecursion =0
fRoundRobin =1
fStrictFileParsing =0

fLooseWildcarding 0
fBindSecondaries 1
fWrite AuthorityNs =0
fLocalNetPriority =1

ServerAddresses:
Addr Count=1

Addr[0] => 213.172.48.139

ListenAddresses:

NULL IP Array.

Forwarders:

NULL IP Array.
forward tlmeout =5

dﬂlLov
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DNS IPv6: Windows 2003 dnscmd (3)

Enabling IPv6 in the DNS server
— dnscmd /config /EnablelPv6 1

— Dnscmd.exe is part of Windows Server 2003 Support Tools. These tools
can be found at the Support\Tools folder of the Windows Server 2003 CD
and they are installed by running suptools.msi in sucha a folder

— Restart the DNS server
e Adding a zone

— dnscmd serverName /ZoneAdd zoneName zoneType [options]
 Deleting a zone

— dnsdmd serverName /ZoneDelete zoneName [/DsDel] [/f]
 Adding a record

— dnscmd serverName /RecordAdd zoneName nodeName [/Aging] [/OpenAcl]
[Ttl]] typeRR dataRR

 Deleting a record

— dnscmd serverName /RecordDelete zonceName nodeName typeRR
dataRR [/f]
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DNS IPv6: Exercise 1 (1)

e Windows
C:\>nslookup
>set type=a
>Www.ipv6tf.org
Name: www.ipv6tf.org
Address: 213.172.48.141
>set type=aaaa
>Www.ipv6tf.org

www.ipv6etf.org AAAA IPv6 address =
2a01:48:1:0:2e0:81ff:fe05:4658

ub‘éo Lo |
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DNS IPv6: Exercise 1 (2)

e Linux:
# dig a www.ipvé6tf.org
;; QUESTION SECTION:
;WWw.ipv6tf.org. IN A
.» ANSWER SECTION:

www.ipvetf.org. 172800 IN A 213.172.48.141

e #dig aaaa www.ipv6tf.org
. QUESTION SECTION:

WWW.Ipv6tf.org. IN  AAAA
s ANSWER SECTION:

www.ipvetf.org. 172800 IN AAAA
2a01:48:1:0:2e0:81ff:fe05:ﬁ e
() Cceplovw . :
Q5 Conguly ey -




DNS IPv6: Exercise 1 (3)

e Linux:

#dig aaaa www.kame.net @
2a01:48:1:0:2e0:81ff.fe05:4658

. QUESTION SECTION:
‘Www.kame.net. IN AAAA
- ANSWER SECTION:

www.kame.net. 86400 IN AAAA
2001:200:0:8002:203:47ff:fea5:3085

,; Query time: 400 msec

* SERVER: 2a01:48:1:0:2e0:81ff:fe05:4658#53
(2a01:48:1:0:2e0:81ff:fe05:4658)

- WHEN: Fri Jun 24 13:49:41 2005
;» MSG SIZE rcvd: 107 R 5 cenlon Con
e Onsul T =120
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IPv6 and PPP

 PPP (point-to-point protocol) provides an standard
method for transporting datagrams of several
protocols over point-to-point links. [RFC1661]

 PPP has been updated to support the transport of
IPv6 datagrams [RFC2472]

|t consists of three parts:
— Definition of the encapsulation method of IPv6 datagrams
over a point-to-point link
— LCP (Link Control Protocol) to establish, configure and
check the connection on the link level

— NCP (Network Control Protocol) to establish and configure
the network level
It only provides one link local address (fe80::/64)

:\é ‘.
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Implementations PPP

e Windows
— Not IPv6 support in Windows 2000/XP/2003
— Support in Windows Vista

e Linux/*BSD/Solaris

— http://sourceforge.net/projects/pppchbcp
— http:/ffreshmeat.net/projects/pppd

e Unix implementations include:
— etc/ppp/ipv6-up
— /etc/ppp/ipv6-down
— [etc/pppl/ip-up.ipv6tod
— Jetc/ppp/ip-down.ipv6tod

ub‘éo Lo |
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Configuration example pppd (1)

» /etc/ppp/options.server
[root@nsl root]# more /etc/ppp/options.server
debug
lock
modem
crtscts
/dev/ttySO
115200
escape FF
asyncmap O
auth
192.168.11.201:192.168.11.220
+1pv6
iIpv6 :-:201,::220
proxyarp
nodetach
require-chap
refuse-pap
show-password

e Client

— pppd connect 'chat -v "' AT OK ATM1L2 OK ATDT911518197 CONNECT" /dev/itySO
115200 lock crtscts debug asyncmap 0 escape FF +ipv6 user USUARIO password

MI_PASSWORD P
.obﬁ“ )~ L _ :
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Configuration example pppd (2)

ppp0 Link encap:Point-to-Point Protocol
inet addr:192.168.11.201 P-t-P:192.168.11.220
Mask:255.255.255.255
inet6 addr: fe80::201/10 Scope:Link
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:11 errors:0 dropped:0 overruns:0 frame:0
TX packets:11 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3
RX bytes:258 (258.0 b) TX bytes:252 (252.0 b)

pppO0 Link encap:Point-to-Point Protocol
inet addr:192.168.11.220 P-t-P:192.168.11.201
Mask:255.255.255.255
inet6 addr: fe80::220/10 Scope:Link
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:9 errors:2 dropped:0 overruns:0 frame:0
TX packets:9 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:3

* * ¥ u,b‘ofﬁoz
RX bytes:156 (156.0 b) TX bytes:162 (162.0 b) ;ﬁﬁgﬁeptw CO@ .




Use of pppd

RAS (Remote Access Server)

— Loggin into the host/network by using a modem

— lItis required:
* ppd with IPv6 support

» Configure
— /etclinittab

— [etc/mgetty+sendfax/login.config
— [etc/mgetty+sendfax/mgetty.config

— letc/ppp/options.server

» One autoconfiguration method (radvd or dhcpv6)

— letc/sysconfig/network
— letc/ppp/ipv6-up.local
— letc/ppp/ipv6-down.local
— /etc/radvd.conf

VPNSs (Server: softwires, pptpd, client: pptp)
— They use PPP as link protocol, so IPv6 is used as network protocol

over the VPN

IPv6

PPP

GRE

IPv4

;\é
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Firewall IPv6

e Windows XP/2003

— Common security GUI for IPv4 and IPv6
— Specific configurations with “netsh firewall”

e add - add the security server configuration.

e delete - delete the security server configuration.

e dump - show the configuration command sequence.
* help - show the command list.

* reset - reset the security server configuration.

» set - set the security server configuration.

e show - show the security server configuration,

e Unix systems

— Ip6tables. Tool that configures and shows the kernel built-in
filter tables.

— Functionality similar to the IPv4 iptables

°
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Firewall Example IPv6 Linux (1

*>*:RS
* > * :547 (DHCPV6)

IPVv6
Traffic

*>*:NS
* > * :ECHO-RQ AI Iowed
* 3> *:ECHO-RP
< * > *:53 (DNS)

* > *:80 (HTTP)

* > * :443 (HTTPS)

2001:800:40:2A05:/64 > 2001:800:40:2A03:.... :22 (SSH)
| *->*:1812,1813,1814 (RADIUS)

IPv6
Traffic

6’[/70 (

2001:800:40:2A03:/64 - 2001:800:40:2A03:... :22 (SSH)
2001:618:10:2A03:/64 - 2001:800:40:2A03:..., 2001:800:40:2a30:..., 2001:618:10:2a03:... :*
{ 2001:800:40:2A03:/64-> 2001:800:40:2A03:..., 2001:800:40:2a30:..., 2001:618:10:2a03:.... :*
* 3 *:31456, 31457, 31458 (Tetrix.net)

* > *:1025 (DNS) .

‘O\b\é’;‘of |
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Firewall Example IPv6 Linux (2)

*> *:RA

*>*:NA
*>*:NS

< * > *: 546 (DHCPV6) {

2001:618:10:2A03....

2001:800:40:2A03:... - 2001:800:40:2A30:/64 :*

k 2001:618:10:2A03....

2001:618:10:2A03:...
2001:800:40:2A03.... - 2001:800:40:2A03:/64, 2001:618:10:2A03:/64 :*
2001:618:10:2A03:...

2001:800:40:2A03:..., 2001:618:10:2A03:... > * :*

Allowed

/ IPV6 Traffic
ppl)o %@

OUTPUT s

Traffic

‘O.b\éo /;‘o, |
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Firewall Example IPv6 Linux (3)

* = 2001:800:40:2A30:/64

ppp0

FORWARDING

ethO

2001:800:40:2A30:/64 > * :ECHO-RQ
2001:800:40:2A30:/64 > * :ECHO-RP

2001:800:40:2A30:/64 > * :21, 22, 23, 25 (FTP, SSH, TELNET, SMTP)
ﬁ 2001:800:40:2A30:/64 - * :53,80, 109, 110 (DNS, HTTP, POP-2, POP-3)

2001:800:40:2A30:/64 - * :443 (HTTPS)
2001:800:40:2A30:/64 - * :1812,1813,1814 (RADIUS)

IPVv6 Traffic

Allowed

o
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Firewall Example IPv6 Linux (4)

#!/bin/sh

#

# rc.firewall-2.4-stronger for zafiro
#

FWVER=0.77s

echo -e "\nLoading rc.firewall - version $FWVER..\n"

IP6TABLES=/sbin/ip6tables
LSMOD=/shin/lsmod
DEPMOD=/shin/depmod
INSMOD=/sbin/insmod
GREP=/bin/grep
AWK=/bin/awk
SED=/bin/sed
IFCONFIG=/shin/ifconfig

#Setting the EXTERNAL and INTERNAL interfaces for the network
EXTIF="ppp0"

INTIF="eth0"

#echo " External Interface: $EXTIF"

echo" Internal Interface: $INTIF"

echo" ---" )

. enlLov
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Firewall Example IPv6 Linux (5)

# Specify your IP address here or let the script take care of it for you.
#

INTIPV6_1="2001:800:40:2a03:204:acff:fe77:b83d"
INTIPV6_2="2001:618:10:2a03:204:acff:fe77:b83d"
INTNETV6_1="2001:800:40:2a03::/64"
INTNETV6_2="2001:618:10:2a03::/64"

echo" Internal IPv6 1: $INTIPV6_ 1"

echo" Internal IPv6 2: SINTIPV6_2"

echo" Internal IPv6 Network 1: $INTNETV6_1"

echo" Internal IPv6 Network 2: $INTNETV6_2"

echo" ---

# Assign the external TCP/IP network and IP address
EXTNETV6="2001:800:40:2a30::/64"
EXTIPV6="2001:800:40:2a30::201"

echo" External Network: SEXTNETV6"

echo" External IPv6:  $EXTIPV6"

EChO L

# Setting a few other local variables
#
UNIVERSE="::/0"

8> Conguly, ey -




Firewall Example IPv6 Linux (6)

# Need to verify that all modules have all required dependencies
echo " Verifying that all kernel modules are ok"
$DEPMOD -a

echo -en" Loading kernel modules: "

echo -en "ip6_tables, "

#

#Verify the module isn't loaded. Ifitis, skip it

#

if[-z" $LSMOD | $GREP ip6_tables | SAWK {'print $1'} ™" ]; then
$INSMOD ip6_tables

fi

EChO no_.n

HHHHHHH R R R R R R R
#

#Clearing any previous configuration

# Unless specified, the defaults for INPUT, OUTPUT, and FORWARD to DROP

#

echo " Clearing any existing rules and setting default policy to DROP.."
$IP6TABLES -P INPUT DROP

$IP6TABLES -F INPUT

$IP6TABLES -P OUTPUT DROP

$IP6TABLES -F OUTPUT

8> Conguly,e




Firewall Example IPv6 Linux (7)

$IP6TABLES -P FORWARD DROP

$IP6TABLES -F FORWARD

#

#Flush the user chain.. if it exists

if [-n "$IP6TABLES -L | $GREP drop-and-log-it™ ]; then
$IP6TABLES -F drop-and-log-it

fi

#

# Delete all User-specified chains

$IP6TABLES -X

#

# Reset all IP6TABLES counters

$IP6TABLES -Z

#Configuring specific CHAINS for later use in the ruleset
#

echo" Creating a DROP chain: 'drop-and-log-it'.."
echo" ---"

$IP6TABLES -N drop-and-log-it

$IP6TABLES -A drop-and-log-it -j LOG --log-level info

$IP6TABLES -A drop-and-log-it -j DROP

echo-e " Loading INPUT rulesets"”




Firewall Example IPv6 Linux (8)

HH A R R R R A R
# INPUT: Incoming traffic from various interfaces. All rulesets are

# already flushed and set to a default policy of DROP.

#

# loopback interfaces are valid.
#
SIP6TABLES -A INPUT -i lo -s $UNIVERSE -d $UNIVERSE -j ACCEPT

# *rxeekikkkk nternal specific interface rules *rrskkkiiikdiik

# all trafic from local network is valid

#

$IP6TABLES -A INPUT -i $INTIF -s $SINTNETV6_1 -d $INTIPV6_1 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -s $INTNETV6_1 -d $INTIPV6_2 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -s SINTNETV6_1 -d $EXTIPV6 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -s $INTNETV6_2 -d $INTIPV6_1 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -s $INTNETV6_2 -d $INTIPV6_2 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -s SINTNETV6_2 -d $EXTIPV6 -j ACCEPT

# SSH connections from internal interface are permitted
#
$IP6TABLES -A INPUT -i $SINTIF -p tcp -s SINTNETV6_1 -d $INTIPV6_1 --destination-port 22-j ACCEPT

%y
$IP6TABLES -A INPUT -i $INTIF -p tcp -s 2001:800:40:2a05::/64 -d $INTIH 'an&Eﬂj_wE& :
e ConSulizray
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Firewall Example IPv6 Linux (9)

# OPEN PORTS on 'esmeralda’ before start ppp link

#

SIP6TABLES -A INPUT -i $INTIF -p tcp --destination-port 31456 -j ACCEPT
$IP6TABLES -A INPUT -i $INTIF -p tcp --destination-port 31457 -j ACCEPT
SIP6TABLES -A INPUT -i $INTIF -p tcp --destination-port 31458 -j ACCEPT
SIP6TABLES -A INPUT -i $INTIF -p udp --destination-port 1025 -j ACCEPT

# *rxeekikkkx Eyternal specific interface rules ***xrtkkdkkickik

# remote interface, claiming to be local machines, IP spoofing, get lost

#

$IP6TABLES -A INPUT -i $EXTIF -s SINTNETV6_1 -d $UNIVERSE -j drop-and-log-it
$IP6TABLES -A INPUT -i $EXTIF -s SINTNETV6_2 -d $UNIVERSE -j drop-and-log-it

# external interface, for stateless autoconfiguration traffic
#
$IP6TABLES -A INPUT -i $EXTIF -p ipv6-icmp --icmpv6-type router-solicitation -j ACCEPT

# enable internal dhcp6 server for external interface

#

$IP6TABLES -A INPUT -i SEXTIF -p tcp --destination-port 547 -j ACCEPT
$IP6TABLES -A INPUT -i SEXTIF -p udp --destination-port 547 -j ACCEPT
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Firewall Example IPv6 Linux (10)

# *reeekikkr General rules for any interface ****xxitkkkkirik

# ping traffic is valid

#

$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-request -s SUNIVERSE -d $EXTIPV6 -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-request -s SUNIVERSE -d $INTIPV6_1 -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-request -s SUNIVERSE -d $INTIPV6_2 -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-reply -s $UNIVERSE -d $EXTIPV6 -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-reply -s SUNIVERSE -d $INTIPV6_1 -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type echo-reply -s SUNIVERSE -d $INTIPV6_2 -j ACCEPT

# external interface, for stateless autoconfiguration traffic

#

$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type neighbour-solicitation -j ACCEPT
$IP6TABLES -A INPUT -p ipv6-icmp --icmpv6-type neighbour-advertisement -j ACCEPT

# HTTPd - Enable the following lines if you run an EXTERNAL WWW server

#

$IP6TABLES -A INPUT -p tcp -s SUNIVERSE --destination-port 80 -j ACCEPT
$IP6TABLES -A INPUT -p tcp -s SUNIVERSE --destination-port 443 -j ACCEPT

# DNS request are attendant for any interface

#

$IP6TABLES -A INPUT -p tcp --destination-port 53 -j ACCEPT
$IP6TABLES -A INPUT -p udp --destination-port 53 -j ACCEPT




Firewall Example IPv6 Linux (11)

# RADIUS traffic is valid

#

$IP6TABLES -A INPUT -p tcp --destination-port 1812 -j ACCEPT
$IP6TABLES -A INPUT -p udp --destination-port 1812 -j ACCEPT
SIP6TABLES -A INPUT -p tcp --destination-port 1813 -j ACCEPT
SIP6TABLES -A INPUT -p udp --destination-port 1813 -j ACCEPT
SIP6TABLES -A INPUT -p tcp --destination-port 1814 -j ACCEPT
$IP6TABLES -A INPUT -p udp --destination-port 1814 -j ACCEPT

# Catch all rule, all other incoming is denied and logged.
#
SIP6TABLES -A INPUT -s $UNIVERSE -d $UNIVERSE -j drop-and-log-it

echo -e " Loading OUTPUT rulesets"

HHH R R
# OUTPUT: Outgoing traffic from various interfaces. All rulesets are

# already flushed and set to a default policy of DROP.

#

# loopback interface is valid.
#
$IP6TABLES -A OUTPUT -0 lo -s $UNIVERSE -d $UNIVERSE -j ACCEP

- X enlLov ;
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Firewall Example IPv6 Linux (12)

# *reekikrrk Internal specific interface rules * sk kkitkikiiix

# local interfaces, any source going to local net is valid

#

$IP6TABLES -A OUTPUT -0 $INTIF -s $EXTIPV6 -d $INTNETV6_1 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $INTIF -s SEXTIPV6 -d $INTNETV6_2 -] ACCEPT

# local interface, any source going to local net is valid

#

$IP6TABLES -A OUTPUT -0 $INTIF -s $SINTIPV6_1 -d SINTNETV6_1 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $INTIF -s $SINTIPV6_1 -d SINTNETV6_2 -j ACCEPT
$IP6TABLES -A OUTPUT -0 SINTIF -s $SINTIPV6_2 -d $INTNETV6_1 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $INTIF -s $SINTIPV6_2 -d SINTNETV6_2 -j ACCEPT

# anything else outgoing on internal interface is valid

#

$IP6TABLES -A OUTPUT -0 $INTIF -s $INTIPV6_1 -d $UNIVERSE -j ACCEPT
$IP6TABLES -A OUTPUT -0 $INTIF -s $INTIPV6_2 -d $UNIVERSE -j ACCEPT

# *xxxxxreex External specific interface rules rrxsskkkii

# outgoing to local net on remote interface, stuffed routing, deny

#

$IP6TABLES -A OUTPUT -0 $EXTIF -s $UNIVERSE -d $INTNETV6_1 -
$IP6TABLES -A OUTPUT -0 $EXTIF -s $UNIVERSE -d $INTNETV6_2 -j

b\o;;
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Firewall Example IPv6 Linux (13)

# enable stateless autoconfiguration
$IP6TABLES -A OUTPUT -0 $EXTIF -p ipv6-icmp --icmpv6-type router-advertisement -j ACCEPT

# anything else outgoing on remote interface is valid

#

$IP6TABLES -A OUTPUT -0 $EXTIF -s $SEXTIPV6 -d $EXTNETV6 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $EXTIF -s $INTIPV6_1 -d $EXTNETV6 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $EXTIF -s $INTIPV6_2 -d $EXTNETV6 -j ACCEPT

# enable stateful autoconfigurtion for the remote host (DHCPv6)

#

$IP6TABLES -A OUTPUT -0 $EXTIF -p tcp --destination-port 546 -j ACCEPT
$IP6TABLES -A OUTPUT -0 $EXTIF -p udp --destination-port 546 -j ACCEPT

# *xxxxikxxx General rules for any interface * ¥ xxrikkkioakk

# enable stateless autoconfiguration

#

$IP6TABLES -A OUTPUT -p ipv6-icmp --icmpv6-type neighbour-advertisement -j ACCEPT
$IP6TABLES -A OUTPUT -p ipv6-icmp --icmpv6-type neighbour-solicitation -j ACCEPT

# Catch all rule, all other outgoing is denied and logged.
#
$IP6TABLES -A OUTPUT -s $UNIVERSE -d $UNIVERSE -j drop-and-log-




Firewall Example IPv6 Linux (14)

echo -e " Loading FORWARD rulesets"

BHEH T R R R T B R T R R R R R R
# FORWARD: Enable Forwarding and thus IPMASQ
#

# *kkkkkkkkk FOrWardlng from pppo to etho kkkkkkkkkkkkkkkkk

# HTTP traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s $SEXTNETV6 -p tcp --destination-port 80 -j ACCEPT
SIP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s SEXTNETV6 -p tcp --destination-port 443 -j ACCEPT

# FTP traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $SEXTNETV6 -p tcp --destination-port 21 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p udp --destination-port 21 -j ACCEPT

# DNS request are vaild

#

$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p tcp --destination-port 53 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p udp --destination-port 53 -j ACCEPT

3 OEF
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Firewall Example IPv6 Linux (15)

$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s $SEXTNETV6 -p tcp --destination-port 23 - ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p udp --destination-port 23 -j ACCEPT

# SSH traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s SEXTNETV6 -p tcp --destination-port 22 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 $SINTIF -s SEXTNETV6 -p udp --destination-port 22 -j ACCEPT

# POP-2 traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $SINTIF -s SEXTNETV6 -p tcp --destination-port 109 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 $SINTIF -s SEXTNETV6 -p udp --destination-port 109 -j ACCEPT

# POP-3 traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $EXTNETVS -p tcp --destination-port 110 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p udp --destination-port 110 -j ACCEPT

# SMTP traffic is valid
#
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p tcp --destination-port 25 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 SINTIF -s SEXTNETV6 -p udp --destination-port 25 -j ACCEPT
(-]
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Firewall Example IPv6 Linux (16)

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $EXTNETVG6 -p tcp --destination-port 1812 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $SEXTNETV6 -p udp --destination-port 1812 -j ACCEPT

# RADIUS ACCOUNTING traffic is valid

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s SEXTNETV6 -p tcp --destination-port 1813 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s SEXTNETV6 -p udp --destination-port 1813 -j ACCEPT

# RADIUS

#

$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $SEXTNETV6 -p tcp --destination-port 1814 -j ACCEPT
$IP6TABLES -A FORWARD -i $EXTIF -0 $INTIF -s $SEXTNETV6 -p udp --destination-port 1814 -j ACCEPT

# *kkkkkkkhkk FOI‘W&I’dIng from etho to pppo *kkkkkkkkkkhhhhhx

# FORWARDING traffic from anywhere to internal net is valid
#
$IP6TABLES -A FORWARD -i $INTIF -0 $SEXTIF -d $EXTNETV6 -j ACCEPT

- X enlLov ;
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Firewall Example IPv6 Linux (17)

# kkkkkhkkkkk Forwardlng from any to any kkkkkkkkkkkkkkkhkk

# Ping traffic is valid

#

$IP6TABLES -A FORWARD -p ipv6-icmp --icmpv6-type echo-request -j ACCEPT
$IP6TABLES -A FORWARD -p ipv6-icmp --icmpv6-type echo-reply -j ACCEPT

# Catch all rule, all other forwarding is denied and logged.
#
$IP6TABLES -A FORWARD -j drop-and-log-it

B R R R R R R
echo -e "\nStronger rc.firewall-2.4 $FWVER done.\n"

°
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Enable IPv6 and IPve ACLSs
on Cisco Routers
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Enable Telnet
over IPv6 transport

Router> enable
Router# configure terminal

Router(config)# ipv6 host name [port] ipv6-addressl [ipv6-address?2...ipv6-
address4]

— Example: Router(config)# ipv6 host cisco-sj 2001:DB8:10:20::1

Router(config)# line [aux | console | tty | vty] line-number [ending-line-
number]

— Example: Router(config)# line vty 0 4
Router(config)# password password

— Example: Router(config)# password hostword
Router(config)# login [local | tacacs]

— Example: Router(config)# login local

Router(config)# ipv6 access-class acl-name (Optional: Add a host list which
can access)

— Example: Router(config)# ipv6 ac r tbh,o_stlisLt
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Enable SSH
over IPv6 transport

Router> enable

Router# configure terminal
Router(config)# ip ssh {[timeout seconds] |
‘authentication-retries integer|}

— Examplel: Router(config)# ip ssh

— Example2: Router(config)# ip ssh timeout 100
authentication-retries 2

b (-]
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Enable IPv6 on interfaces (1)

Router> enable

Router# configure terminal
Router(config)# interface type number
Router(config-if)# ipv6 enable

— Example: Router(config)# ipv6 enable

Router(config-if)# ipve address

— Example: Router(config)# ipv6 address
2001:DB8:10:20::1/64 (Configure one address and sends
correspondend RA messages)

Router(config-if)# ipv6e address autoconfig (Configure
one address by autoconfiguration)

-iﬁ?depmv . _
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Enable IPv6 on interfaces (2)

* Is possible to configure different ND parameters
— Router(config-if)#ipv6 nd ?

dad Duplicate Address Detection

managed-config-flag Hosts should use DHCP for address config
ns-interval Set advertised NS retransmission interval
other-config-flag Hosts should use DHCP for non-address config
prefix Configure IPv6 Routing Prefix Advertisement
ra-interval Set IPv6 Router Advertisement Interval

ra-lifetime Set IPv6 Router Advertisement Lifetime
reachable-time Set advertised reachability time

suppress-ra Suppress IPv6 Router Advertisements

* |s possible to configure more prefixes in the RA

— Example: Router(config)# ipv6 nd prefix 2001:DB8:10:20::/64
* |s possible to stop the RA of certain prefix

— Example: Router(config-if)#ipv6 nd prefix 2001:DB8:10:20::/64 no-advertise
* |s possible to suppress the RA

— Example: Router(config)# ipv6 nd suppress-ra
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Enable IPv6 on interfaces (3)

* |s possible to configure different RA parameters
— Router(config-if)#ipv6e nd prefix 2001:DB8:10:20::/64 ?
<0-4294967295> Valid Lifetime (secs)
at Expire prefix at a specific time/date
Infinite Infinite Valid Lifetime
no-advertise Do not advertise prefix
no-autoconfig Do not use prefix for autoconfiguration
off-link Do not use prefix for on link determination
<Cr>
* Router(config-if)#ipv6 nd ra-inteval
— Configure the interval between RAs

* Router(config-if)#ipv6 nd ra-lifetime
— Configure lifetime of the RA
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Show IPv6 information

e [nterfaces
— Router#show ipv6 interface

e Routing table
— Router#show ipv6 route

e Routing protocols
— Router#show ipv6 protocols
— Router#show ipv6 ospf
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Configure 6in4 tunnel

* Router#configure terminal
Router(config)#interface Tunnel O
Router(config-if)#ipv6 address <IPv6 address>/<prefix length>
Router(config-if)#tunnel source <IPv4 address>

Router(config-if)#tunnel source <Interface type> <Interface
number>

Router(config-if)#tunnel destination <remote |IPv4 address >
Router(config-if)#tunnel mode ipv6ip

-gﬁ?depmv . _
- .”’o“{’\‘ consul Te’ -153




Access Control List
to filter IPv6 traffic

o General steps
— Create an IPv6 Access Control List (ACL)

— Configure the IPv6 ACL to permit or deny the
IPVv6 traffic

— Apply the IPv6 ACL in the interface

.obwb\o’#‘“ enlLov
R - T CO@ T ’ - 154
N\ i s - e




Create and configure
the IPve ACL (1)

Cisco 10S Release 12.2(11)T, 12.0(22)S, 12.0(21)ST

Router> enable
Router# configure terminal

Router(config)# ipv6 access-list access-list-name

{permit | deny} { source-ipv6-prefix/ prefix-length |

any} { destination-ipv6e-prefix/ prefix-length | any}

[priority value]

— Example: Router(config)# ipv6 access-list list2 deny
2001:DB8:0:0:2::/64 any
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Create and configure
the IPve ACL (2)

Cisco 10S Release 12.2(13)T, 12.0(23)S and later

Router> enable

Router# configure terminal

Router(config)# ipv6 access-list access-list-name (Define the IPv6 ACL)
— Example: Router(config)# ipv6 access-list outbound

Router(config-ipve-acl)# permit {protocol} {source-ipv6-prefix/ prefix-length |
any | host source-ipv6-address} [operator [ port-number]] {destination-ipv6-
prefix/ prefix-length | any | host destination-ipv6-address} [operator [ port-
number]] [dscp value] [flow-label value] [fragments] [log] [log-input] [reflect
name [timeout value]] [routing] [time-range name [sequence value] or deny
nnnnnn 1 VA th h A Aaddracel
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[ operator [port-number]] {destination-ipv6-prefix/ prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [flow-label
value] [fragments] [log] [log-input] [routing] [time-range name] [undetermined
transport] [sequence value] (Define the behavior of the IPv6 ACL)

— Examplel: Router(config-ipv6-acl)# permit tcp 2001:DB8:300:200::/32 eq telnet

any reflect reflectout

— Example2: Router(config-ipv6-acl)# deny tcp host 1::1 any log-input
N K cenion g
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Apply the IPve ACL
to the Interface

Cisco I0S Release 12.2(11)T, 12.0(22)S, 12.0(21)ST
Cisco 10S Release 12.2(13)T, 12.0(23)S and later

Router> enable
Router# configure terminal

Router(config)# interface type number
— Example: Router(config)# interface ethernet 0

Router(config-if)# ipv6 traffic-filter access-list-name
{in | out}
— Example: Router(config-if)# ipv6 traffic-filter outbound out
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Example

e |IPv6 network

e Create and apply four ACL IPv6:
— Router(config)# ipv6 access-list inboundN

— Router(config-ipv6e-acl)#
* deny IPv6 any {hostl destination-ipv6-address}
* deny IPv6 any {host2 destination-ipv6-address}
» deny udp any {host destination-ipv6-address} eq 80 log-input (HTTP)
» deny tcp any {host destination-ipv6-address} eq 20 log-input (FTP)
— Router(config)# interface ethernet X (Interface toward
Router 1)

— Router(config-if)# ipv6 traffic-filter inboundN in
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Part 9

SNMP over IPv6
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Configure SNMP over IPv6

Router> enable
Router# configure terminal
Router(config)# snmp-server community string [view view-name] [ro | rw] [ipv6 nacl] [access-list-
number]

— Example: Router(config)# snmp-server community mgr view restricted rw ipv6
Router(config)# snmp-server enginelD remote { ipv4-ip-address | ipv6-address}[udp-port udp-port-
number] [vrf vrf-name] engineid-string (Opcional: Especifica el nombre de una SNMP engine
remota)

— Example: Router(config)# snmp-server enginelD remote 2001:DB8:C18:1::3/126 remotev6
Router(config)# snmp-server group group-name {v1 | v2c | v3 {auth | noauth | priv}} [read read-
view] [write write-view] [notify notify-view] [context context-name] [access [ipv6 named-access-

list]{ acl-number | acl-name}] (Opcional: Configura un nuevo grupo SNMP, o0 una tabla que mapea
usuarios SNMP a vistas SNMP

— Example: Router(config)# snmp-server group public v2c access ipv6 public2

Router(config)# snmp-server host { hostname | ip-address} [traps | informs] [version {1 | 2c | 3 [auth
| noauth | priv]}] community-string [udp-port port] [ notification-type] [vrf vrf-name]

— Example: Router(cofig)# snmp-server host hostl.com 2c vrf trap-vrf
Router(config)# snmp-server user username group-name [remote host [udp-port port]]

{v1 | v2c | v3 [encrypted] [auth {md5 | sha} auth-password]} [access [ipv6 nacl] { acl-number | acl-
name}] (Opcional: Configura un usuario nuevo para un grupo SNMP existente)

— Example: Router(cofig)# snmp-server user userl bldgl remote 2001:DB8:C18:1::3/126 v2c access ipv6

public2
Router(config)# snmp-server enable traps [ notification-type [ notification-options]]
— Example: Router(config)# snmp-server enable traps X
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Exercise

IPv6 configured on the network

Configure the router to accept SNMP requests
over IPv6 from hostl

Configure in hostl both an SNMP agent and a
graphic tool (MRTG or another)

Check the IPv6 traffic on interfaces
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Thanks !

Contact:

— Jordi Palet Martinez (Consulintel): jordi.palet@consulintel.es

The IPv6 Portal:
e http://lwww.ipv6tf.org
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